Azure AD (SSO)

»»p Powered by Microsoft

Sy

A Single Sign-On (SSO) capability is central to an effective
enterprise ldentity and access management solution. SSO reduces
the number of passwords used across different applications,
significantly improves the user experience and provides seamless

access to all your applications.

Cloud-native SSO solution that grow with you
Microsoft's Azure Active Directory is a cloud-based solution, which
provides SSO capabilities for both on premise and cloud resources.
While most features of Azure Active Directory (AD) default
configurations can be leveraged within the Office 365 (O365)
enterprise license, utilizing conditional access policies or identity
protection to address varying use cases requires P1 or P2 licensing.

Rapid Onboarding

e PwC accelerators will increase
the velocity and effectiveness
of onboarding applications and
end users while reducing
related costs.

¢ Standardized integration
patterns to fit your needs.

¢ Coexistence with existing
access management solution.
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Integration with
Enterprise Workflows

Integrate Azure AD with
existing on-premise or cloud
incident management and
monitoring tools.

PwC will implement custom
log monitoring dashboards
tailored to meet your
requirements.
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Microsoft Azure AD Key
Differentiators

e Over 10,000 catalog applications to
kick start your SSO platform with
OOB integrations.

« Ability to integrate with Azure Self
service password reset functionality
for a single user experience.

« Ability to leverage Azure AD identity
protection capability that enables
automatic detection and remediation
of identity based risks.

« Ability to leverage Azure AD
passwordless authentication
capabilities.

DevOps Automation

¢ Develop self service onboarding
tools to reduce maintenance and
support costs.

¢ Continuously optimize and refine
your capabilities with PwC’s
proven Cyber Operations team.

¢ Simplify resource intensive tasks
like SAML certificate updates.

Let PwC help you establish a cloud native Single Sign-On solution for your federation

capable applications and accelerate SSO adoption within your organization.
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Two solutions, tailored

) to your needs
ee

Rapid Release Rapid Replace

I You have: I You have:

= Existing Microsoft license to enable Single Sign-On. = An existing Single Sign-On solution that has large on-
prem footprint and lacks support for enhanced security
features like conditional access.

= Existing Microsoft license to enable Single Sign-On

= A heavy existing Microsoft footprint or a forward-
looking Azure-first strategy.

I You want: I You want:

= A cloud based Single Sign-On platform to reduce on- - To replace or augment your existing Single Sign-On
prem footprint and to reduce operational overhead. solution with a modern cloud-native alternative.

= A cyber operations function with operationally » Reduce on-prem footprint.
effective processes, not just more technology.

= A heavy existing Microsoft footprint or a forward-
looking Azure-first strategy.

= Medium to large portfolio of federation capable On-
Prem or cloud applications.

= Improve operational efficiency.

I PwC & Microsoft can:

= Design and configure a scalable and secure Single
Sign-On platform using Microsoft Azure AD.

= Integrate pilot group of applications with Azure AD.

= Establish processes needed for rapid onboarding of
applications.

= Perform optimization and tuning to grow in line with
your requirements.
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I PwC & Microsoft can:

= Migrate your existing federation capable applications
on to Azure AD.

= Design and implement a solution to allow coexistence
of Azure AD and existing Single Sign-On solution.

= Establish processes needed for rapid onboarding of
applications.

Coexistence with existing SSO Support for conditional access Most Azure AD SSO capabilities
solution and integration with policies to improve security are available with existing 0365
wide range of incident without compromising usability. license and reduced operational
management and SIEM tools. costs due to the cloud-native

nature of the solution.
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