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Microsoft Information
Protection

Better protect your sensitive information—
anytime, anywhere.

Identify and understand sensitive
information across your data
landscape

Microsoft Information Protection helps customer protect their sensitive
data — wherever it lives or travels. Microsoft Information Protection enables
you to discover, classify and label, protect and monitor sensitive

information across a variety of locations including apps, devices, cloud
services and on-premises repositories. You can customize your
classification and labeling taxonomy to meet your specific needs and apply
a range of protection actions to your data based on its sensitivity — such as
encryption, access restrictions, or visual markings. Microsoft Information
Protection helps you meet your internal security goals and external
compliance requirements.

Apply flexible protection policies
based on your unique requirements

Extend information protection to 3rd-
party apps and services using the
multi-platform Microsoft Information
Protection SDK, which enables you to
integrate labeling and protection
experiences into your apps and

services

Automatically label & protect any data export out of SAP using
Microsoft Information Protection

Customers using SAP as their core ERP system must ensure that any data that leaves SAP boundaries has the same security profile as
within SAP in order to prevent data leaks. Based on the SAP business context / Authorization-based Access Control, only HALOCORE
automatically applies appropriate labeling and protection defined in Microsoft Information Protection to the data and files
downloaded from SAP.

In addition, HALOCORE blocks unauthorized reports, and helps generate fine-grained access policies. This solution supports SAP users
who need data and files out of SAP applications by seamlessly extending Microsoft Information Protection capabilities to all kind of
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SAP environments.

CUSTOMER BENEFITS

- Transparency in SAP data download & export and complete audit trail even during
‘firefighting’ activities.

- Intelligence on invisible SAP application data streams.
« Security reports and integration with SAP GRC & SIEM.
« Block through objects by using classification.

+ Classification-based automated MIP policy assignment for SAP downloads.
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