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Having moved to the Microsoft cloud,
securing your environment is one of the
most iImportant next steps to consider. The
risk that organizations incur when shifting
workloads to the-Microsoft cloud requires
new security controls to reduce the risk.

CompuNet will assist you by creating a security
roadmap based on Microsoft 365 that aligns to
the CIS Top 20. Use this.roadmap to shift to the
Microsoft cloud while maintaining your security
around identity, data, applications, and
workloads.
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Why CIS Top 20?

The Center for Internet Security
Critical Security Controls are a
recommended set of actions for
defense that provide specific and
actionable ways to stop today's most
pervasive attacks. They were
developed and are maintained by a
consortium of hundreds of security
experts from across the public and
private sectors. An underlying theme
of The Controls is support for large-
scale, standards-based security
automation for the management of
cyber defenses.
www.cisecurity.org/controls
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Microsoft Cloud Security Gap Analysis
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Basic Foundational Organizational

1 Inventory and Control
of Hardware Assets

7 Email and Web Boundary Defense
Browser Protections

17 Implement a Security
Awareness and Training
Program

Inventory and Control
of Software Assets

8 Malware Defenses Data Protection

18 Application Software
Security

Continuous
Vulnerability
Management

19 Incident Response
and Management

9 Limitation and Control Controlled Access
of Network Ports, Based on the Need
Protocols, and Services to Know

Controlled Use
of Administrative
Privileges

20 Penetration Tests and
Red Team Exercises

Data Recovery Wireless Access
Capabilities Control

Secure Configuration for
Hardware and Software on
Mobile Devices, Laptops,
Workstations and Servers

Secure Configuration Account Monitoring
for Network Devices, and Control

such as Firewalls,
Routers and Switches
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Maintenance,
Monitoring and
Analysis of Audit
Logs
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Microsoft Cloud Security Gap Analysis

100%

The Security Gap

AnalySiS d>5€55€5 The analysis will assess all CIS
the current state of

- Top 20 categories
security and
identifies potential

risks not currently
being addressed. 85% 95%

Applying just the first 6 CIS Implementing all 20 CIS
controls can reduce your controls increases risk
Gold risk of cyberattack by 85% reduction to 95%
Microsoft Partner
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Microsoft Cloud Security Gap Analysis

Microsoft has built a
robust toolset you can use
to ensure your
organization complies
with the Top 20 CIS
controls.

These tools are integrated
into the Microsoft
Intelligent Security Graph
that feeds into the
Microsoft Secure Score
and the Microsoft
Compliance Score.
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Azure Active Directory Premium
Multi-Factor Authentication

Office 365 Data Loss Prevention
Microsoft Cloud App Security

Azure Information Protection

Office 365 AdvVanced Threat Protection
Windows Defender Advanced Threat

Protection
Microsoft-intune....
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Microsoft Cloud Security Gap Analysis

Microsoft Compliance Score
® Simplify compliance & reduce risk.

® Continuous assessments. Detect
and monitor control effectiveness
automatically with a risk-based
score

® Recommended actions. Reduce
compliance risks with actionable
guidance

® Built-in control mapping. Scale your
compliance efforts with built-in
mapplng across regulations and
standards
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About CompuNet, Inc.

CompuNet is a ‘Managed Microsoft
Partner’ and is part of the ‘One
Commercial Partner’ program. We work
closely with Microsoft to provide the best
on-site support possible while leveraging
our experience with our customers’ current
environment.

Contact us today to protect your Microsoft
Cloud environment!

*  Microsoft Gold Partner
«  Community-focused security practice
« Engineering-led, solutions-based approach
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