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CONTENTS

RECAP

1.1 Linux containers

1.2 Docker images and Dockerfile

1.3 Docker Compose

1.4 Common commands

1.5 Need for orchestration

Hands-On: Containerize the host ID app

2.1 Introduction - origins of Kubernetes
2.2 Architecture and components
2.2 High availability

OVERVIEW

3.1 Common objects

3.2 Pod - the atom of Kubernetes

3.3 Pod lifecycle

3.4 ReplicationControllers - (ReplicaSet, Deployment, StatefulSet, DaemonSet)
3.5 Cluster management

3.6 API structure

3.7 API server parameters and request flow

Hands-On: Deploying host ID app on your cluster
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SERVICES

4.1 Services and service types

4.2 Service endpoints and discovery in AKS

4.3 Ingress and ingress controllers

Hands-On: Expose the host ID app via NodePort and
LoadBalancer

Hands-On: Create ingress and ingress controller, and access
host ID by virtual host

INJECTION

5.1 ConfigMaps

5.2 Secrets

5.3 PodPresets

Hands-On: Configure host ID app to enable source IP logging

& STICKINESS

6.1 Source IP with services
6.2 SessionAffinity and stickiness

Hands-On: Load balancing and stickiness
SCHEDULING

7.1 The kube-scheduler

7.2 Affinities / anti-affinities

7.3 Node selectors, taints and tolerations

Hand-On: Scheduling with resource settings and affinities

STATEFULLSETS

8.1 Persistency and common options

8.2 Volumes

8.3 PersistentVolumes and Persistent Volumes Claims
8.4 Storage classes

8.5 StatefulSets

Hands-On: PV/PVC binding, StatefulSet Deployment
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MANAGEMENT

9.1 Resource requests and limits

9.1 Measuring for optimal settings

9.2 Namespaces, quotas and LimitRanges
9.3 Keys for a stable cluster

AUTO-SCALE

10.1 Monitoring Kubernetes

10.2 Monitoring stacks

10.4 Pod autoscaling with HPAs

10.5 Cluster autoscaler on AKS

10.6 Scaling clusters in the cloud
Hand-On: Monitoring and autoscaling

AUDITING

11.1 Basics

11.2 Node and system components logging
11.3 Logging stacks

11.4 Auditing

12.1 Authentication

12.2 RBAC Authorization

12.3 Service accounts and tokens

12.4 Pod Security Policy

12.6 Kubernetes certificates and certificate authorities
12.7 Tools and add-ons for Kubernetes security
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NETWORKING

13.1 Network models
13.2 Network plugins
13.3 CNI plugins

13.4 Overlay networking
13.5 Network policies

STRATEGIES

14.1 Rolling updates and revisions
14.2 A/B Testing, blue/green and canary deployments
Hand-On: Rolling updates, revisions and rollbacks

CHARTS

15.1 Charts as Kubernetes applications

15.2 How it works

15.2 Kubeapps

Hand-On: Create and deploy a chart for the host ID app

SERVICES

16.1 Introduction to Kubernetes and AKS
16.2 Architecture

16.3 Federated resources

16.4 The hybrid cloud point of view
Demo: Global federated service on GCP

MAINTENANCE

17.1 Deployment flavors and tools

17.2 Maintenance - cordoning, draining and PDBs
17.3 Cluster maintenance

17.4 Kubernetes operators
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20.1 Kubernetes API structure

20.2 Admission controllers and admission webhooks
20.3 Custom resource definitions

20.4 API aggregation

MESHES
18.1 What is a service mesh?
18.2 Introduction to Google RPC (GRPC) protocol
18.3 Introduction to Linkerd (Finagle) and Istio (Envoy) on AKS
18.4 AKS Use cases
Hand-On: Deployment strategies and distributed tracing
with Google Istio

JENKINS

19.1 Jenkins Kubernetes plugin

19.2 Running slaves as pods

19.3 Jenkins pipeline DSL for Kubernetes features

Hand-On: Create a CI/CD pipeline with pod slaves on Kubernetes
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ABOUT THIS COURSE

This course is intended to introduce Kubernetes to a mixed
audience comprised of DevOps, Dev and IT teams, while leaning
more to the Dev/DevOps.

Every ‘Hands On’ item in the syllabus indicates an exercise in
which the participant will put into practice the topics discussed
over their own Kubernetes/AKS cluster.

A hands-on lab paper will be delivered separately, with instructions
for each lab.
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