Alinto

#ROCKYOURMAIL

Empower and secure your Email
services




Alinto Group: Alinto + Cleanmail + Serenamail

M€ of turnover, of whom 60% is oartners
exported
countries: France, Germany, Server managed in Europe

Spain and Switzerland

customers including 50% through
years of experience in SaaS Cloud resellers and partners



Our mission

Independant Cloud &
Software managed
Vendor services

Customer
SUcCcess



Produits principaux

Email services: Groupware, Professional Email, Resilience

Alinto Mail Server V6 - Exchange in Cloud Office 365
Collaborative and evolutive Exchange performance hosted 0365 suite hosted by
email service. in the cloud Alinto. Microsoft.

Security services: Cyberthreat, monitoring, analyse, PCA, DLP, Encryption

Alinto Protect ClearSwift

Email Secure Gateway.
Dedicated offer on premise or on cloud for
organizations

Email security on cloud or on
premise for ISPs.

Additional services: Transactionnal email, data management

Alinto Gateway Netgovern
SMTP relay to track and secure your emails Centralized archiving and data management.
in the Alinto Cloud or on premise for ISPs Dedicated offer on cloud or on premise for

organizations
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They trust us

Private companies and organizations

& Santander @ cAGNErauD DACHSER _%1?_ /2. PIZZORNO OSAFT]

Intelligent Logistics REILAIS & 0 4
REIAIS & TOYOTA Ga le fait

Operators, integrators and partners

Qceanct e wiovve | Nk

Public sector

= ‘e ® Sante <% = ()
BANQUE DE FRANCE . 0 - publique carcassonnel’ é Enap
{;—;;m o ° France agglo BTN AN

Communauté



Alinto Protect

Smart secured E-mail relay

Protect is a Cloud/on premise solution designed to guarantee the availability of your
customers e-mails, as well as offering them additional security services




Architecture outline

Alinto Protect acts as a filter

using a fast and customized deployment
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How does it works

Internet

_Alinto Protect

Business Continuity Plan_ (Emergency WebMail)
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Security process
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Backend

Stack ELK

e Log aggregation and index
e Real-time view of mail use
e Custom control panel

e selfcare Log access

Clean Mail filtering engine

e Several Antivirus

* Antispam

* Harvesting

* Phishing/Spearphishing

* Scams

e Spoofing

» Attacks (DoS, Dictionnary,..)

API/IHM

Domain/account/alias administration
Multilevel Administration(Roles)
Rules management (Policies)
Customized rules per user or groups
White List/Blacklist

DKIM/SPF

Journaling

Impersonation

Spam dashboard

Traffic dashboard

Easy Log Access

Email platform management

Hybrid Domain deployment
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395 » Recherche

Horodatage Correspondants Statut Serveur cbile

10 avr. 2019 16:59:25 terryluis00@3gmail . co infofcelette.com L * Rejeté unknown
R 178.32.87.232

e

unknown
1783287232 8locked w.abuseat .org/ lookup ip=178.32.87.232

Apr 10 16:59:25 192.168.32.144 postfix/setpc[12662): NOQUEUE: reject: RCPT from unknown[178.32.87.232): 554 5.7.1 Service unavailodble; Client host [178.32.87.232] blocked using cbl.abuseat.org; Blocked - see Nttp://www,
abuseat.org/lookup.cgi?ipe178.32.87.232; froms<terryluis0003@gmail.com> toscinfoficelette.com> protosESMTP helos<gmail.com>

10 avr. 2019 16:37:47 nFig cot info@celette.com 0 * Rojeté unknown
49.70.106.221

10 avr. 2019 16:29:11 info@celette.con L * Rejeté unknown
123.162.240.94

* Rejeté news-monunivert.com
185.116.104.74

10 avr. 2019 16:10:24 challenge-mobilite-auvergne-rhone-alpesfnens-monunivert .com 0

—

news-monunivert.com
185.116.104.74 st 1.ovh.net[] 165.47.122) {d: 55 1.1 <challenge-modilite-auve Recipient addre ejected , v {

Apr 10 16:10:24 192.168.32.144 postfix/setpd[23773): NOQUEUE: reject: RCPT from news-monunivert.com[185.116.104.74]): 450 4.1.7 <challenge-mobilite-asuvergne-rhone-alpesnews-monunivert.com>: Sender address rejected: unve




Search... Q

Dashboards Domains » alinto.eu

Domains
alinto.eu Associated pages
Logs ID: NgZBg
& Users ﬂ
External ID A-5666E6TSEB
Language I I Francais = Policies n
Platiorm & AMSP Mutu _
o8 Alias
Policy = Politique par défaut

U 'White / black lists
Sender verify

Automatic accounts m Logs

creation
Domain aliases test alinto.com a, DKIM

Out going subnet 78.194.74 202/32 91.212.152.10/32




e \ P ro T ec T Rechercher... Q
Tableaux de bord Tableaux de bord » Spams
Principal
S Intervalle de temps Domaines cibles
EIN
Les 7 derniers jours Tous vos domaines

Domaines
Logs

Répartition des statuts d'e-mail Score de spam Evolution des raisons de rejets
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