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Getting Started

To begin, there are two separate installations that we need to complete in series.

a. App Source (including entity configuration), and
b. Azure Services Deployment

Install CRM Solution from App Source
Select Get it Now button to start the download and follow the process.

Once completed go to Solutions, the structure of which should look like below.

m [ k2 saveano Close 3 Export Solution ¥ Transiations » | gy Publish All Customizations 1 Prepare Client Customizations  “pActions ~

@teln
5 Solution: MicrasoftLabs.DataArchiva
[& ## Information
Solution MicrosoftLabs.DataArchi...
Component Type | Al v
& Information - - " 3 . .
= [Inew~ | CZadd Exsting = | X Deiete | Bk Remove [y Pubiisn | o33 show Dependencies | SR Acd Required Components
B Components =
% Manzged Properties
v Display Name 4 Name State Custe Descri £
@& archiving Entity msdyn_archivingentity Entity Unmanaged True
8] msdyn_archivalsetup msdyn_archivalsetup Web Resource Unmanaged True
8] msdyn_camArchivalsetupPage msdyn_CRMArchivalSetup..  Web Resource Unmanaged True This web r
& Mo Archivable Entity msdyn_nonarchivableentity  Entity Unmanaged True
T siemap Client Extensions XML data
I* Routing Rule Sets
£, Record Creation and Upda...
[#] sLas
& Mobile Offiine Profiles
'
1-50f 5 (0 selected) Page 1

Status: Existing
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Archival Entity Configurations in CRM:
Path: CRM—>Archival>CRM Archival Configuration

There are three detailed sections on this page:

e Archive Entities
e Archival Entities Information
¢ Non-Archiving Entity

[2) NEWACTIVITY ~ =+ NEWRECORD ~ s IMPORT DATA
Microsoft Dynamics CRM Archival

Archiving Entity

Reset Save Deactivate || Activate
Entity

Fetch XML

Validate XML

Retain in Select
Archival “Accepts only whole numbers
for

Clear Old Select ™

Logs Frem ~Accepts only whole numbers.
Last

Archiving Entity Properties

Non Archivable Entity

Save

Never Archive Entity

ENTITY NAME

Delete

CREATED ON

e Entity: Type the first letter of the target entity; this will spawn a dropdown list of choices. Select

the matching entity from that list.

e Fetch XML: Enter the Fetch xml of the select entity.

o Click on Advanced Find in CRM

(e}
(e]

[¢]
[©]
(e]

Using the Look for dropdown Listbox, select the entity

Add a condition matching desired criteria, for example “Created On, Older than X days,
15"

Click on Download Fetch XML button

Copy and paste the XML source into the Fetch XML Textbox.

Optionally confirm the XML by clicking on the Validate XML button.

e Retain in Archival For: This value sets the amount of Time to retain in archive. Enter the

integer unit of Time (minutes, hours, days, years) for Archival retention.

e Clear old Logs from Last: This values set the amount of Time to clear the old logs from Azure
tables. (Days)

e Reset Button: Resets the form.

e Save

button: Saves the configuration details.

e Deactivate button: Used to deactivate the entity. Only active entities are used by jobs.
e Activate button: Used to activate the entity. Only de activated entities can be activated.
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Click Save to retain the information; the Page response will display the Archival Entities Information.

Archival Entities Information

ENTITY

incident

RETAIN IN ARCHIVAL
FETCH XML FOR OWNER

<fetch distinct="false” mapping="logical" 10 Day(s) SESIT D365 Admin
output-format="xml-platform” version="1.0"> Account #
<entity name="incident"> <attribute

name="title"/> <attribute
name="ticketnumber"/> <attribute
name="createdon"/> <attribute
name="msdyn_revenueimpactamount”/>
<attribute name="msdyn_caserevenus"/>
<attribute
name="msdyn_isrevenueimpacting"/>
<attribute name="msdyn_ravenutype"/>
<attribute
name="msdyn_pendingemailcountid”/>
<attribute name="incidentid"/> <order
descending="false" attribute="title"/> <filter

type="and"> <filter type="or"> <condition
attribute="createdon” value="2018-01-09"
operatol n"/> <condition

attribute="createdon” value="2018-01-08"

operator="on"/> </filter> </filter> </entity>
</[fetch>

Archiving Entity Properties
e Status: Always either Active or InActive. Only Active entities are selected by the job.
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Below are the default Non-Archiving entities included with the solution.

Non Archivable Entity

Save Delete

Mever Archive Entity

ENTITY NAME CREATED OM
emailhash 12/15/2017 5:25 PM
bulkdeletefailure 1/9/2018 2:44 PM

| =

NonArchiviable Entity Properties
¢ NeverArchive Entity: Name of non-archive entity excluded from the arching process. For
reference, a list of existing non-archiving entities is provided as indicated.
e Save button: Save the configuration.
¢ Delete button: Deletes the selected entity from the list.
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Archival Setup

Note: This instruction applies to First-Time Only setup.

Azure Active Directory (AAD) Setup

If you have already registered the applications in Azure Directory and have its Application ID & Secret,

you can skip this step.

Login to windows azure portal (https://ms.portal.azure.com/)
Click on Azure Active Directory, as shown in below image.
Click on App registrations, as shown in below image.

Click on New registration, as shown in below image

Microsoft Azure (Preview) il £ Report a bug P Search resources, services, and docs (G+/)

« e > Microsoft - App registrations

Awon o~

—+ create a resource

Microsoft - App registrations

A Home
< | 4= New registration kB endpoints X Troubleshooting W Got feedback?
[ Dashboard °
_ Welcome to the new and improved App registrations (now Generally Available). See what's new =
S Al services @ Overview
FAVORITES « Getting started Looking to leam howit's changed from Ay

still want to use App registrations (Legacy}
Ei Al resources

v-sgudur@microsoft.com (@)

Manage
Bl e 1f you are building an application for external users uted by Microsoft, you must register as a first party application to
- meet all security, privacy, and compliance policies. Re de
@ app senices Groups
- Owned applications
& sl databases el _—
er these resuilts
&2 Azure Cosmos DB A Rolesand
K3 virtual machines 1 Enterprise applications Application (client) ID Created On Certificates & secrets
<» Load balancers B Devices 1debssfa-e9b9-4812-8081-.. 1/1/2018
= Storage accounts I8 App registrations 0b4fo5b3-97aa-49bb-b355-... 1/1/2018
4 Virtual networks 0]

Identity Governance 7bdgabef-3208-4028-8163-.. 1/2/2018

P Azure Active Directory

A 3465de10-ec68-45 o 1/2/2018
) Monitor % Licenses 6ab862¢1-991¢-4052-%ade-... 1/2/2018
® Advisor b Azure AD Connect d4725d69-d4d1-4460-88%e... 1/2/2018

O security Center ) Custom domain names Load more

5. Provide the details as shown below and click on Create button

- Name: Any valid web application name. For ex: AADWebAppForDataArchival
- Application Type: Select ‘Web' in Redirect Ul option to create Web app / API
- Sign-on URL: Any valid URL. For ex: https://localhost

MICROSOFT LABS

PAGE 8


https://ms.portal.azure.com/
https://localhost/

Microsoft Azure (Preview) % Reporta bug P Search resources, services, and docs (G+/)

« Home > Microsoft - App registrations > Register an application
—+ create a resource Register an application
A Home YL S DY 1 SIS 01 S G LIS I D IS O IS Y0 1S St 5 & 154 Bty Sppceuen

to meet all security, privacy, and compliance policies. Read our decision guide 7
[Ed Dashboard
_ * Name
= All services
The user-facing display name for this application (this can be changed later).
~ FAVORITES

. [ bataarchivalrest /

All resources.

[4) Rescurce groups.
Supported account types

@& App Senvices pp YP

_ Who can use this application or access this API?

& sqL databases

7 Azure Cosmos DB Accounts in this organizational directory only (Microsoft only - Single tenant)

) . . - N
KA virtual machines () Accounts in any organizational directory (Any Azure AD directory - Multitenant)

) . . - N
@ e D () Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Micresoft accounts (e.g. Skype, Xbox)
= Storage accounts Help me choose...

%> Virtual networks

B Azure Active Directory

) Monitor By proceeding, you agree to the Microsoft Platform Policies [7]

R Advisor Reg

U ‘Security Center

HIVINT £ MIGIUBUIS ApR ISHISUEUDIE 2 RSYISST a1 appman

Register an application

Supported account types

Who can use this application or access this API?

Accounts in this organizational directory only (Microsoft only - Single tenant)

(©) Accounts in any organizational directory (Any Azure AD directory - Multitenant)

() Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microseft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

‘We'll return the authentication respense to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ | [ nttpsy/testarm.crm.dynamics.com v

By proceeding, you agree to the Microsoft Platform Policies [

Register

Note: Tap anywhere on the screen if Register button is not enabled.

6. Save Application ID.
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Home > Microsoft - App registrations > DataArchivalTest

Eii DataArchivalTest

&

B overview

@4 Quickstart

Manage
&= Branding
3 Authentication
Certificates & secrets
< AP| permissions
& Expose an API
. owners
&% Roles and administrators (Previ...
i Manifest
Support + Troubleshooting

X Troubleshooting

& New support request

@ Delete @ Endpoints

@ Wekcome to the new and improved App registrations. Looking to leam how it's changed from App registrations (Legacy)? =

Display name
DataArchivalTest

Application (client) ID
2beed3e0-198d-472d-975a-fobdfI3e5619

Directory (tenant) ID
72f388bf-861-41af-01ab-2d7cd011db4T

Object ID
95566241-3499-4bcd-0951-cfd12ed42171

Call APIs
a [ 5] a B
g =0

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data

sources.

Supported account types
My organization only

Redirect URIs
1 web, 0 public client

Application ID URI
Add an Application ID UR

Managed application in local directory
DataArchivalTest

Documentation

Microsoft identity platform
Authentication scenarios
Authentication libraries
Code samples

Microsaft Graph

Glossary

Help and Support

7. Click on Managed application in local directory as shown in below picture.

Home > Microsoft - App registrations > DataArchivalTest

Eii DataArchivalTest

«

8 overview

&4 Quickstart

Manage

= Branding

D Authentication
Certificates & secrets

“© AP| permissions

& Expose an API

. owners

Roles and administrators (Previ...

H Manifest
Support + Troubleshooting
X Troubleshosting

A New support request

@ Delete & Endpoints

@ elcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? =

Display name
DataArchivalTest

Application (client) ID
2beed3e0-198d-47ad-975a-fobdf33¢5619

Directory (tenant) ID
72f988bf-861-41af-91ab-2d7cd011db47

Object ID
95566241-3499-4bc4-9951-cfd1aed42171

Call APIs
o [ 5 P :

B =9

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data

sources.

Supported account types
My organization only
Redirect URIs

1 web, 0 public client

Application 1D URI
Add an Application 1D UR

ed application in local directory

DataArchivalTest

Documentation

Microsoft identity platform
Authentication scenarios
Authentication libraries
Code samples

Microsoft Graph

Glossary

Help and Support

By Clicking on Managed Application in Local Directory, It navigates to the below page. Copy the Object

id as shown below
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Home > Microsoft - App registrations > DataArchivalTest > DataArchivalTest - Overview

DataArchivalTest - Overview
£ ise Application

# overview Properties

o [ E

Application 1D @ | 2bsed3e0-198d-4725-97... E
_—

Object ID (o] 'd00d3ee0-e%e9-47ce-933... E

‘It properties

Owners

F
A Users and groups
. Getting Started

Provisioning

Application proxy

C Selfserice ‘ 1. Assign users and groups 2. Provision User Accounts
Security provide specific users and groups access You'll need to create user accounts in
to the applications. the application

Assign users and groups Learn more

(3. Self service
Activitv -

And Save Object ID, as shown in above image.

8. Click on Certificates & secrets -> Click on ‘New Client Secret' and Provide any value in Description (for
ex: key1) and Select a value for Expires (for ex: Never expires) -> Click on Save button as shown in
below image.

Home > Microsoft - App registrations » DataArchivalTest - Certificates & secrets

DataArchivalTest - Certificates & secrets 2 X

«

Credentials enable applications to identify themselves to the authentication service when receiving tokens at 2 web addressable location (using
an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
B Overview

. Quickstart Certificates

Manage Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
= Branding T Upload certificate

3 Authentication Mo certificates have been added for this application.

Thumbprint Start Date Expires

- APl permissions

@ Expose an API

- Client secrets
#. Owners
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

& Rolesand i (Previ...

+ New client secret
[ Manifest

Description Expires Value
Support + Troubleshooting

¥ Troubleshosting No client secrets have been created for this application.

& New support request

Note *****: Secret value will get generated. Save it, it is visible only once.
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Create Application User in CRM Org:

1. Login to CRM Org with a user who has system admin role
2. Click on Settings - > Security as shown in below image.

Dynamics 365 ~ Sales ~ | Dashboards >

Insights Marketing FantasySalesTeam
Settings

Business Customization System Insights

Business Manageme... m Customizations a Administration E Activity Feeds Confi...
Templates E Solutions m Data Management E Activity Feeds Rules

ﬁ Unified Service Desk Document Manage. Office 365 Groups

Service Management % Auditing

Intelligence Configu... E User Settings

Organization Insights E Org Settings

Plug-In Trace Log

Data Export

. Email Configuration ') Dynamics 365 App fu.

3. Click on Users as shown in below image

Dynamics 365 Settings ~ | security
) ou necd to assign sccurity roles to new users  Click to sce o st of users who need Microsoft Dynamics 365 Security Roles. | Assign Roles
Security

Which feature would you like to work with?

Teams
Add new teams and new members to existing teams. Modify the team description and delete

Users.
Add new users, Edit Information about users and deactivate user records. Manage the teams, roles, and licenses
assigned to user:

Hierarchy Security
Configure hierarchy security, including enabiing hierarchy modeling and selecting the mode

Field Security Profiles
@) 7oge vser nd tesm pemissions t0 read, reste or wrie nformation n secured feles
deep the hierarchy goes, and specify the entities to exclude from 2 hierarchy.

Access Team Templates
Add new team templates. Modify the team template description.

Security Roles Business U
~
Jol  Create new security roles. Manage and delete existing security roles for your arganization. Add new business units. Egit and desctivate existing business Units. Change the parent busine

Positions
Add new Position. Modify the Pesition description.

4. Select Application Users from the dropdown as shown in below image
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Dynamics 365 ~ Settings ~  Ssecurity

@ vou need to assign security roles to new users  Click to sez a st o users who nesg Microsaft Dynamics

ecurity Roles, | Assign Roles

+ NEW &, PROMOTETOADMIN <> EMAILALINK | ~  [FJRUNREPORT ~  EFJEXCEL TEMPLATES ~ [, EXPORTTOEXCEL =~ W IMPORTDATA | - olI CHARTPANE - EEZVIEW ===

= Enabled Users ~
System Views
@Me
Site Business Unit Title Main Phone Territory

Administrative Access Users

CommercialSales

Associated Record Team Members
By Me
Disabled Users

CommercialSales

CommercialSales

Disabled users consuming licenses Commercialsales
EpsbleciUeer Commerciaisales
Enbld Users

5. Click on + New as shown in below image

6. Select Application User View from the View Selector (if it is not already selected) as shown in below
image.

Dynamics 365 ~ Settings ~ | Security New

@ ou necd to assign sccurity rotes to new users  Ciick to see 2 st of users wha need Microsoft Dyna: Assign Roles

B sAvE 3! SAVE & CLOSE FORM EDITOR

USER : APPLICATION USER ~

User

User form — Business
The information provided in this form 1s viewable by the entire organization.

4 Summary

Account Information

7. Provide details as mentioned below and Save the details
- Application ID: Azure Active Directory Web %pplication‘ ID (Application ID generated for
AAD Web App, refer below screen shot).
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- Full Name: Any valid full name. For ex: First Name: Archival & Last Name: Admin
- Primary Email: Any valid email. For ex: dummy@dummy.com

*Above email address will not be using in Archival process to send any emails.
Note: User Name, Application ID URI & Azure AD Object ID will get created when user is saved.

@ Overiew To view and manage your registrations for converged applications, ple:

1-5066-4448-8482-d7e5300a06¢h Al
I Dashboard W Getting started .
DISPLAY NAME APPLICATION TYPE APPLICATION 1D
W) Resource groups
MANAGE
Web app / API

Al resources & Users

@ Recent & Groups

& App services &4 Roles and administrators

® soL databases ® Enterprise appiications

~ B Devices
B} Virtual machines (class...

% App registrations
B virtual machines

& Cloud services (classic)
$ Ssubscriptions

@ Azure AD Connect

. Azure Adive Directory B Custom domain names

8. Select newly created Application User. Click on Manage Roles and grant System Admin role.

o A New version of O ization Insights is ilable. See how it can help you drive end user adoption and stay ahead of support issues. Experience it now

4 NEW # EDIT % APPROVE EMAIL % REJECT EMAIL &4 PROMOTETO ADMIN &% MANAGE ROLES 3 CHANGE BUSINESS UNIT % CHANGE MANAGER

+ Application Users ¥

O Full Name Application L. | Azure AD Obj..| Application I...
Archival Admin 196322a8-98.. 34c2158d-4b.. httpsy/micro...
Business Application Platform Service account 475226c6-02...  76f19087-896... https:/s

Manage User Roles >

What roles would you like to apply to the 1 User you have selected?
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Create Azure Resources
Once you have successfully registered the applications in Azure Active Directory (AAD), it will open the
Azure Portal using the Azure Resource Manager Template referenced in the images below.

If the browser window did not open then you can click here to launch it and fill all the details that are
asked.

Complete the form and deploy to Azure, then navigate to Azure Portal Resource Group.

Note: Make a note of all azure resource’s names provided in the template.

Azure Resource Manager Template Properties
e Subscription: Select the correct subscription from the dropdown list.
¢ Resource Group: Please note the following option choices...
o First Time setup: Be sure to select Create new option and add a unique resource group
name. Important: Save the resource group name for future references.
o For any upgrades: Select the Use existing option to use the existing resource group
name.
e Location: Select the correct location from the dropdown list.
e CRM Username: Use the AAD Web App Client Id (Future versions this field will be deleted from
the template as it is identified as duplicate).
e CRM Password: Paste the Secret Key (Future versions this field will be deleted from the template
as it is identified as duplicate)
e CRM Resource URL: CRM instance URL.
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https://portal.azure.com/#create/Microsoft.Template/uri/https%3A%2F%2Fraw.githubusercontent.com%2FGowthamChalla%2FCRMArchival%2Fmaster%2FTemplate.json

¢ Web Site Name: Any unique website name with contiguous characters.

¢ Key Vault Name: Any unique KV name. Important: Please use contiguous lowercase letters
only.

e Database Account Name: Alphanumeric Cosmos account name.

e Storage Account Name: Alphanumeric storage account name.

e Thread Count: Suggest using the Default value of 50.

e AAD Web App Client Id: Paste the Application Id.

e Secret Key: Paste the Secret Key.

e Object Id: Paste the existing Object Id.

o Native Application Id: Paste the existing Native Application Id.

e Hosting Plan Name: Use only unique contiguous lowercase characters.

e Tenant Id : Directory Id from AAD ->Properties

e CRM Web APIVersion: Select the correct value from the dropdown list.

e Sku Name: Select the correct value from the dropdown list.

e Sku Capacity: Suggest using the Default value of 1.

e Storage account Type: Select the correct value from the dropdown list.

Agree the Terms and Conditions and click on the Purchase button.

After deployment, the components under the resource group will appear as shown below.

All types ~ All locations ~ No grouping ~
5 items Show all rescurces
NAME TYPE LOCATION
" crmarchivalappplan App Service plan Central US e
& crmarchivalcosmosdbacc Azure Cosmos DB account Central US e
crmarchivalkeyvault Key vault Central US b
-| crmarchivalstorageacc Storage account Central US e
‘:51. CRMArchivalWebApp App Service Central US b
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Configuring Schedule for Archival, Removal & Retention
Path: Resource Group->Search by app name->CRMArchivalWebApp->Application settings

Optionally users are able to set up Archival, Retention and Removal schedules in Web App.

=
pe.

SETTINGS

a B b B

N

= Application settings

Authentication / Authorization

Managed service identity
Backups

Custom domains

SSL certificates

Netwarking

Scale up (App Service plan)
Scale out (App Service plan)
WebJobs

Push

= MuSOH In Ann

«

H Save

¥ Discard

keyvaultclientd
keyvaultclientsecretld
keyvaulturl
ArchivalSchedule
RetentionSchedule
RemovalSchedule
DisableRetention
DisableArchival
DisableRemaval
WEBJOBS_IDLE_TIMEQUT
WEBJOBS_RESTART_TIME
DisableConsole

CollectionOfferThroughput

MobileAppsManagement_EXTENSION_VERSL..

f44afeh2-156f-486b-bdec-327al9304ch6
5Zya5/OhldbaggjRFzy4kPjczt S HWV2AIYPV..,
https:/farchivalpracesskeyvaultvault.azure.net/
0201 ===

020*/1 >~

020*1 =%~

true

true

true

601

15

true

1000

latest

setting
setting
setting
setting
setting
setting
setting
setting
setting
setting
setting
setting
setting

setting

3 Schedules: Users can set schedules in the form of Seconds, Minutes, Hours, Days, Months, and Years
(as a Cron expression). Archival, Retention and Removal jobs are scheduled at 8 PM every day, and then

they are disabled by default. If users want to change the schedules, modify before enabling the jobs.

Note: Click Save to retain changes.

Click here to build a Cron expression.
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http://www.cronmaker.com/

Web Job Status

Path: Resource Group->Search by app name->CRMArchivalWebApp->WebJobs

After jobs are enabled, make sure that the WebJob Status is Running.

|;j Search (Ctri+,

SETTINGS
== Application settings
Authentication / Authorization
& Managed service identity
& Backups
Bl Custom domains
0 s5Lcertificates
43 MNetworking
(4 Scale up (App Service plan)
[ Scale out (App Service plan)
'S Weblobs
Push

£. MvSOl In Ann

MICROSOFT LABS

+add W Refresh  [F logs @ Delete 7= Properties

\

()
t& WeblJobs

Weblobs provide an easy way to run scripts or programs as background processes in the context of your app.

NAME TYPE STATUS SCHEDULE

MicrosoftDART)ob  Continuous  Running nfa
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Configuring storage & throughput for Entity collection

Path: Azure Cosmos DB account from Resource group - Entity Collection> Scale & Settings

The solution Throughput is set to 1000 RU's with Unlimited Storage capacity by default.

£ Search (Cirl~/) «

& Overview

W Activity log

il Access control (IAM)

& Tags

¥ Diagnose and solve problems
€ Quick start

5! Data Explorer

sETTINGS
@ Replicate data globally
== Default consistency
O Firewall

Keys

Calculate the storage and RU as per their usage through the links provided below:

[} New Collection  [EJ New SQL Query
COLLECTIONS O <
- & B
cosmiccrmuat.crm.dynamics.com
» [T imetadatz]
» [ queueitems
» [Tincidentresolutions.
» [ slakpiinstances
» [T emails
» [V activitymimesttachments
» [ annotations
¥ [Tincidents
Documents
Scale & Settings
} Stored Procedures
» User Defined Functions

» Triggers

40 New Stored Procedure i New UDF % New Trigger  [ii] Delete Collection

Documents Scale & Settings x

=]

w Scale

Storage capacity
Unlimited

Thraughput (400 - 10,000 RU/s)

1000 | — +
Estimated spend (USD): $0.080 hourly / $1.92 daily.
Contact suppert for more than 10,000 RU/s

- Settings

Time to Live

On (no defautt) on

Partition key

[Vpartitionkey

https://docs.microsoft.com/en-us/azure/cosmos-db/request-units.

https://azure.microsoft.com/en-us/pricing/calculator/?service=cosmos-db
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https://docs.microsoft.com/en-us/azure/cosmos-db/request-units
https://azure.microsoft.com/en-us/pricing/calculator/?service=cosmos-db

Verifying Archival Setup

The archival setup needs to be reviewed in multiple places to ensure that it's working. This occurs in
three places:

e Tables
e Cosmos Database
e Llogs

e Email Attachments & Notes
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Tables
Path: Resource Group->Search by app name->Storage User Account->Tables

Check for the existence of Table name “removals”. If it is not present, then the then Archival process
has not started: Check with the Support Team.

Q) Refresh m Table [

© creck out premium Teble experience with Azure Cosmos DB =

s
Bt
Status

Primary: Available

Table service endpoint
hitps://storageuseraccount table.corevindows.net/

Location
West US

Subscription
MSFT - CUSTOM
Subscription 1D
66016f86-261e-4624-2780-0c37aTTb5Ha

ELATIONSHIP MANAGEMENT - D3

pel
TABLE URL
ramovals https://storageuseraccount table.corswindows.net s
servicestatus hitps://storageuseraccount.table.corewindows.net/servicestatus

Cosmos Database
Path: Resource Group—>Search by app name->Azure Cosmos DB Account

o « == Add Collection Q) Refresh =3 Move [ Delete Account (' Data Explorer
Status Read Locations
- o Online West US
Overview
Resource group (change) Write Location
Archive West US
B Activitylog X
Subscription Document Endpoint
. . MSFT - CUSTOMER RELATIONSHIP MANAGEMENT - D3 https://archivalcosmicuser.documents.azure.com:443/
i Access control (IAM)
“ Subscription ID
P 66d1b186-261e-4624-2180-0c37aT7b5Ha
ags
X Diagnose and solve problams .
= Collections
€ Quick start o
2" Data Explorer 1] DATABASE THROUGHPUT (RU/S)
R [metadata] cosmiccrmuat.crm.dynamics.com 1000
§ Replcate data globally queucitems cosmiccrmuat.crm.dynamics.com 1000
@ Replicate da
S Datauls consistengy incidentresolutions cosmiccrmuat.crm.dynamics.com 1000
3 Fiewal slakpiinstances cosmiccrmuat.crm.dynamics.com 1000
Ceys emails cosmicermuat.crm.dynamics.com 1000
ays
& Add Azure Search activitymimeattachments cosmiccrmuat.crm.dynamics.com 1000

Verify that the database name is the same as the CRM Orgname, and that the Throughput is the same
as previously configured. Collections should be present as shown above.

MICROSOFT LABS PAGE 21



Logs
Path: Resource Group->Search by app name->Storage User Account->Blobs—>archivelogs

Note: As a rule, logs are generated every 15 minutes as long as the job is running, therefore wait for 15
minutes to generate the first log.

Blob service

== Contziner  {) Refresh A Upload  {) Refresh [ Delete container Container properties B Access policy
Essentials ¥ Location: archivelogs
5
s
[2]
NAME
NAME MODIFIED BLOB TYPE SIZE LEASE STATE
activitymimeattachments e

D archivallog-20180106021000-201801060225... 1/5/2018, 6:2

00 PM Block blob 351 MiB Available

annotations

[£) archivallog-20180106022500-201801060240...  1/5/2018, 640:00 PM Block blob 297TMiB  Available

archivelogs
[5) archivallog-20180106024000-201801060255...  1/5/2018 65501 PM Block blob 26TMiE  Available

azure-jobs-host-archive
[E) archivallog-20180106025501-201801060310...  1/5/2018 7:10:01 PM Block blob 395Mi8  Available

azure-jobs-host-output .
[] archivallog-20180106031001-201801060325...  1/5/2018 Block blob 395Mi8  Available

azure-webjobs-dashboard
[) archivallog-20180106032501-201801060340... 1/5/2018, Block blob 223Mi8  Available

azure-webjobs-hosts
[E) archivallog-20180106034002-201801060355...  1/5/2012 7:55:02 PM Block blob 248Mi8  Available
[E) archivallog-20180106035502-201801060410...  1/5/2018 8:10:02 PM Block blob 363IMiB  Available
[£) archivallog-20180106041002-201801060425...  1/5/2018, 82503 PM Block blob 243MiB  Available
[5) archivallog-20180106042503-201801060440... 1/5/2018, 84003 PM Block blob 268MiE  Available

D archivallog-20180106044003-201801060455... 1/5/2018, 8:55:03 PM Block blob 344 MiB Available
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Email Attachments & Notes
Path: Resource Group->Search by app name->Storage User Account->Blobs—>annotations

Users can validate that notes and email attachments are actively being stored here (see example below).

Blob service

annotations

Container  {) Refresh

Essentials ¥

pel
NAME
activitymimeattachments e
annotations =o
archivelogs
azure-jobs-host-archive
azure-jobs-host-output e
azure-webjobs-dashboard e
azure-webjobs-hosts e

This completes this process.
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A Upload ) Refresh [ Delete container

Location: annotations

= Container properties

BB Access policy

0

NAME
D 00018af7-9de2-e611-80f0-fc15b4284d68
D 000b24c8-8eec-e611-80f0-fc15b428de24
D 001dc73e-53ed-e611-80f5-fc15b4289b54
D 00251553-52df-e611-80ef-fc15b4284d68
D 002a02a8-34ee-611-80f0-fc15b4284d68
D 00a4b3c4-60df-e611-80ef-fr13b4284d68
D 00a66223-30e3-e611-80f1-fc15b4289b54
D 00a893a6-7fel-e611-80ef-fc15b4284d68
D 00b37ff4-T2de-e611-80ef-fc15b4284d68
D 00fadeb2-32de-e611-80ef-fc15b4284d68

D 01090e5¢-17ee-2611-80f5-fc15b4289b54

MODIFIED

1/6/2018, 4:33:08 PM

1/10/2018, &:32:16 AM

1/10/2018, 4:29:52 AM

1/9/2018, 1:52:00 PM

1/9/2018, 1:4419 AM

1/9/2018, 3:57:12 PM

/8/2018, 9:58:19 AM

/9/2018, 1:40:26 PM

1/6/2018, 6:30:19 AM

/9/2018, 4:03:53 PM

/10/2018, 7:25:37 AM

BLOB TYPE

Block blob

Block blob

Block blob

Block blob

Block blob

Block blob

Block blob

Block blob

Block blob

Block blob

Block blob

SIZE

67.29 KiE

3861 KB

256.64 KiB

1.03 MiB

340.98 Kig

166.17 KiB

66.52 KiB

2637 KiB

1.17 MiB

8.83 Kig

LEASE STATE

Available

Available

Available

Avzilable

Available

Available

Avzilable

Avzilable

Available

Available

Avzilable

PAGE 23



