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The NIST Cybersecurity Framework (CSF) is a voluntary Framework
consisting of standards, guidelines, and best practices to manage
cybersecurity-related risk. The Framework complements an
organization'’s risk management process and cybersecurity program.
The organization can use its current processes and leverage the
Framework to identify opportunities to strengthen and communicate its
management of cybersecurity risk while aligning with industry practices.
Alternatively, an organization without an existing cybersecurity
program can use the Framework as a reference to establish one. Just

as the Framework is not industry-specific, the common taxonomy

of standards, guidelines, and practices that it provides also is not
country-specific. Organizations outside the United States may also

use the Framework to strengthen their own cybersecurity efforts, and
the Framework can contribute to developing a common language for
international cooperation on critical infrastructure cybersecurity.

For this document, we referenced the NIST CSF for Improving Critical

Infrastructure Cybersecurity version 1.1, CIS Controls version 7, ISO
27001:2013 and HITRUST CSF v9.2. Note: the CIS Controls and ISO
27001:2013 frameworks have been mapped by NIST within their CSF
document, so we replicated that mapping below. In addition, we

have mapped to HITRUST CSF, which rationalizes relevant regulations

B® Microsoft

and standards into a single overarching security framework. Because
the HITRUST CSF is both risk- and compliance-based, organizations

can tailor the security control baselines based on a variety of factors
including organization type, size, systems, and regulatory requirements.

What we provide in this document is information and guidance on
Microsoft Cyber Offerings that can help organizations meet many

of the security functions described in these frameworks. In the table
below, we have included four out of the five NIST CSF Core Functions
(Identify, Protect, Detect, Respond and Recover) for which Microsoft
Cyber Offerings can help. These offerings can help organizations with 70
of the 98 subcategories. Under the column “Microsoft Cyber Offerings
that Help”, the resources (hyperlinks) listed reflect product information
and how-to documentation. Where no offering is shown, the activity
should be covered by the implementing organization utilizing internal
resources or third parties. For Microsoft partners, that white space is the
opportunity to step in and provide much needed services.
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https://doi.org/10.6028/NIST.CSWP.04162018
https://doi.org/10.6028/NIST.CSWP.04162018
https://www.cisecurity.org/controls/
https://www.iso.org/standard/54534.html
https://www.iso.org/standard/54534.html
https://hitrustalliance.net/understanding-leveraging-csf/

0

Identify

ID.AM: Asset Management

The data, personnel, devices, systems, and facilities that enable the organization to achieve business purposes are identified and managed consistent with
their relative importance to business objectives and the organization’s risk strategy.

cis ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

ID.AM-1

Physical devices and
systems within the
organization are
inventoried

ID.AM-2

Software platforms
and applications within
the organization are
inventoried

ID.AM-3

Organizational
communication and data
flows are mapped

B® Microsoft

A8.11,
A8.1.2

A8.11,
A8.1.2

A13.21

07.a,
07.d

01.,
07.a,
07.d

01,

01.m,

01.0,
05.i,

09.m,

09.n

System Center Configuration Manager Inventory — for fully
managed devices

Active Directory (AD) — Domain Joined Devices

Azure AD Registered Devices

loT Hub — Device Identity Registry
Microsoft Intune Device Inventory — for lightly managed devices
Windows Analytics

Software Inventory with System Center Configuration Manager
Microsoft Intune Device Inventory — for lightly managed devices

Azure Subscription Inventory and Analysis — MSIT Showcase

Windows Server 2016 — Software Inventory Logging

Windows Server 2016 — Software Restriction Policies
Shadow IT/SaaS App Discovery with Cloud App Security (CAS)

Shadow IT/SaaS App Discovery with Cloud App Security

Service Map solution in Azure
Azure Network Watcher

Azure Network Security Groups — ACLs
Azure loT Hub [P Filtering

Enhanced Security Administrative Environment (ESAE)

Inventory devices and systems
(both Microsoft and non-
Microsoft such as iOS, Mac OS
X, Android).

Inventory software platforms
and apps (both Microsoft and
non-Microsoft).

Automatically discover, map
and monitor various data flows
(cloud apps usage, Network
Security Groups, IP filtering, and
application components on
systems, administrative activity)
and map communication
between services.
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https://blogs.technet.microsoft.com/scotts-it-blog/2015/01/03/the-basics-of-client-inventory-in-system-center-configuration-manager-2012/
https://blogs.technet.microsoft.com/scotts-it-blog/2015/01/03/the-basics-of-client-inventory-in-system-center-configuration-manager-2012/
https://blogs.technet.microsoft.com/askds/2010/02/04/inventorying-computers-with-ad-powershell/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-automatic-device-registration-get-started
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-identity-registry
https://docs.microsoft.com/en-us/intune/deploy-use/understand-your-devices-with-inventory-in-microsoft-intune
https://www.microsoft.com/en-us/WindowsForBusiness/windows-analytics
https://technet.microsoft.com/en-us/library/gg682049.aspx
https://docs.microsoft.com/en-us/intune/deploy-use/understand-your-devices-with-inventory-in-microsoft-intune
https://www.microsoft.com/itshowcase/Article/Content/852/Azure-resource-inventory-helps-manage-operational-efficiency-and-compliance
https://technet.microsoft.com/en-us/windows-server-docs/management/software-inventory-logging/get-started-with-software-inventory-logging
https://technet.microsoft.com/en-us/windows-server-docs/security/software-restriction-policies/software-restriction-policies-technical-overview
https://docs.microsoft.com/en-us/cloud-app-security/working-with-cloud-discovery-data
https://docs.microsoft.com/en-us/cloud-app-security/working-with-cloud-discovery-data
https://docs.microsoft.com/en-us/azure/operations-management-suite/operations-management-suite-service-map
https://azure.microsoft.com/en-us/blog/announcing-azure-network-watcher-network-performance-monitoring-and-diagnostics-service-for-azure/
https://azure.microsoft.com/en-us/blog/network-security-groups/
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-ip-filtering
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf

0

Identify

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

ID.AM-4 A11.2.6 O01., Azure AD Integrated Apps Maintain accountability of

External information 09.e, Shadow IT/SaaS App Discovery with Cloud App Securit users’ access and usage of
systems are catalogued 09.n Saas apps.

ID.AM-5 A821 014, Azure Information Protection (AIP) — Data Classification Enable data classification,
Resources (e.g., Ol.w, Privileged Access Reference Material secure';‘)nwleged access, and
hardware, devices, 06.c, Azure AD Privileged Identity Management the ab|I|tY to manage, control,
data, and software) are 07.a and monitor access to Azure
prioritized based on their 07b and AZUF? AD resources and
classification, criticality, 074 other online services (e.g.

and business value Office 365 or Intune).

12.a,

12.c,

12.d
ID.AM-6 A.6.11  00., 013, Privileged Access Reference Material Define roles and
Cybersecurity roles and 01.c,02.a,  Azure AD Privileged Identity Management respc?n.sibilities (e.g. related
responsibilities for the 02b,02¢, st Enough Administration to privileged access)
eqtire workforce and 02.d,02¢, Just in Time Administration — Privileged Access Management :2:,?:;:;2:33:2 V\i;nvii\;vs
third-party stakeholders 05.e, 05}, ' ,top
(e.g., suppliers, 05k 07b credential thef'F gnd to
customers, partners) ! ! safeguard sensitive resources
are established 07.c,07.d, and data.

09.m, 09.n,

10.k, 10.m,

1.d,12.a,

12.c,12.d,

12.e
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-appssoaccess-whatis
https://docs.microsoft.com/en-us/cloud-app-security/working-with-cloud-discovery-data
https://docs.microsoft.com/en-us/information-protection/get-started/faqs-infoprotect
https://technet.microsoft.com/en-us/windows-server-docs/security/securing-privileged-access/securing-privileged-access-reference-material
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://technet.microsoft.com/en-us/windows-server-docs/security/securing-privileged-access/securing-privileged-access-reference-material
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/powershell/jea/overview
https://docs.microsoft.com/en-us/microsoft-identity-manager/pam/privileged-identity-management-for-active-directory-domain-services

0

Identify

ID.BE: Business Environment

The organization’s mission, objectives, stakeholders, and activities are understood and prioritized; this information is used to inform cybersecurity roles,
responsibilities, and risk management decisions.

cis 1SO/IEC HITRUST q . . . .
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

ID.BE-1

The organization’s role in
the supply chain

is identified and
communicated

ID.BE-2

The organization’s place in

critical infrastructure and its
industry sector is identified
and communicated

ID.BE-3

Priorities for organizational
mission, objectives, and
activities are established
and communicated

B® Microsoft

A15.1.3,
A15.21,

A15.2.2

05.d, Privileged Access Workstation Define, communicate as

09.9, Design and Implementation for Active Directory (DIAD) needed, and centrally store

09 h and manage information
about organization’s users'’

10.1 ) . .
roles (including their
privileges).

05.a,

12.b

01w,

03.3,

05.a,

05.b
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http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged%20Access%20Workstation_Datasheet.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf

0

Identify

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

ID.BE-4 A11.2.2, 08.h,

Dependencies and critical AT1.23, 12b,

functions for delivery A1213 12.c

of critical services are

established

ID.BE-5 A11.1.4, 12.3, Designing Resilient Applications for Microsoft Azure Define resilience

Resilience requirements to AT7.13, 12b, requirements to support
support delivery of critical A171.2, 12.c bU|Io.I|ng. and deI|\./ery.of
services are established A1721 124 applications/services in Azure.

ID.GV: Governance

The policies, procedures, and processes to manage and monitor the organization’s regulatory, legal, risk, environmental, and operational requirements
are understood and inform the management of cybersecurity risk.

cis 1SO/IEC HITRUST q . . . .
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

ID.GV-1 A5.11  00.a 04.a,

Organizational information 04.b, 0.,

security policy is established 05.c

ID.GV-2 A.6.11, 04.3, Azure — Shared Responsibility Microsoft and its customers
Information security roles & A721 054 Microsoft Incident Response and Shared Responsibility have certain information
responsibilities are coordinated 05.b, security roles and

and aligned with internal roles 05.c, respon5|l?|llt|es that mgst
and external partners 05.k be coordinated and aligned

for successful outcomes for
the organization.
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https://docs.microsoft.com/en-us/azure/guidance/guidance-resiliency-overview
https://gallery.technet.microsoft.com/Shared-Responsibilities-81d0ff91/file/153019/1/Shared responsibilities for cloud computing.pdf
https://azure.microsoft.com/en-us/blog/microsoft-incident-response-and-shared-responsibility-for-cloud-computing/

0

Identify

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

ID.GV-3 A18.1 01.a,02.a, 02.b, Microsoft Compliance Offerings Microsoft itself as a
Legal and regulatory 02.c, 02.e,03.3, CAS — third-party risk evaluation and known certifications technology solutions prgvider
requirements regarding 04.a, 04.b, Microsoft and General Data Protection Regulation (GDPR) adheres to legal, data prlvacy
cybersecurity, including 05.a, 05.b, 05.e, ' . and regulatory/comphance
. - ) Microsoft Compliance Manager requirements regarding

privacy and civil 05.g, 05.i, 05.k, . . . i
liberties obligations, are 06.3, 06.b, 06., Privacy with Microsoft zz&:;:s:gg;giheen:abﬁ
understood and managed 06.d. 06.¢, 06.f :

06.g, 07.b,

08.b, 08.c, 08.h,

09.ab, 09.n,

09.v, 09.x, 09.z,

10.a, 10.f, 11.a,

1.c, 11.e,12.€
ID.GV-4 00.a, 01.a, 01.9, Microsoft Cloud Services Risk Assessment Microsoft cloud services have
Governance and risk 01.w, 01.x, 01y, implemented security and
management processes 02.e,03.3, privacy controls. If desired,
address cybersecurity risks 03.b, 03.d, customers can perform risk

04.a 04.b assessment of the services to

! ! assess compliance.

05.a, 05.d,

05.g, 05.h,

06.a, 06.c, 06.i,

07.b,07d
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https://www.microsoft.com/en-us/trustcenter/compliance/complianceofferings
https://docs.microsoft.com/en-us/cloud-app-security/working-with-cloud-discovery-data
https://www.microsoft.com/en-us/trustcenter/privacy/gdpr
https://support.office.com/en-us/article/use-compliance-manager-to-help-meet-data-protection-and-regulatory-requirements-when-using-microsoft-cloud-services-429e686f-d8a6-455e-a2b6-3791d763f000?ui=en-US&rs=en-US&ad=US
https://www.microsoft.com/en-us/trustcenter/privacy
https://www.microsoft.com/en-us/trustcenter/guidance/risk-assessment

0

Identify

ID.RA: Risk Assessment

The organization understands the cybersecurity risk to organizational operations (including mission, functions, image, or reputation), organizational
assets, and individuals.

CIs ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

ID.RA-1 A12.6.1, 03.b, Vulnerability Assessment in Azure Security Center M|crosoft offers tools and
identified and documented 06.h, AD Risk Assessment and report /document
09.ab vulnerabilities across assets on
09.r 0’9 : Microsoft Cloud Services Risk Assessment premise and in the cloud.
T pAW
10.c,
10.m, DIAD
1.b,12.b
ID.RA-2 A6.14 059, Microsoft Security Intelligence Microsoft analyzes many
Threat and vulnerability 03.b, Azure Monitor billions of dgta. points
information is received from 03.d, monthly, building mtelhggpce
information sharing forums 07.d. 10, on .thrt-.:'ats and vulnerab|I.|t|es
and sources 10.m, which is ther\ used tg actively
protect the information of
12b enterprises and customers.
ID.RA-3 Microsoft Threat Modeling Tool Microsoft provides various
Threats, both internal and Microsoft Threat Management tools, product's ar?d se.rvices.
external, are identified and Azure Monitor to help organizations identify
documented - (detect) and document

(report on), protect and
respond to threats.
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https://www.microsoft.com/en-us/security/intelligence
https://azure.microsoft.com/en-us/services/log-analytics/
https://docs.microsoft.com/en-us/azure/security/azure-security-threat-modeling-tool
https://www.microsoft.com/en-us/trustcenter/Security/ThreatManagement
https://azure.microsoft.com/en-us/services/log-analytics/
https://docs.microsoft.com/en-us/azure/security-center/security-center-vulnerability-assessment-recommendations
https://support.office.com/en-us/article/Introducing-the-Office-365-Secure-Score-c9e7160f-2c34-4bd0-a548-5ddcc862eaef?ui=en-US&rs=en-US&ad=US
https://blogs.technet.microsoft.com/askpfeplat/2015/06/29/active-directory-risk-assessments-lessons-and-tips-from-the-field-volume-1/
https://www.microsoft.com/en-us/trustcenter/guidance/risk-assessment
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged Access Workstation_Datasheet.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf

0

Identify

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

ID.RA-4

Potential business impacts
and likelihoods are
identified

ID.RA-5

Threats, vulnerabilities,
likelihoods, and impacts are
used to determine risk

ID.RA-6

Risk responses are identified
and prioritized

B® Microsoft

A12.6.1

03.b,
03.d,
05.d,
07.d,
09.9,
10.k,

10.m,
12.b

03.b,
03.d,
07.d,
10.k,
10.m,
12.b

03.c,
06.g,
06.h,
10.1,

10.m

Cybersecurity Operations Service

Cybersecurity Operations Service

Microsoft provides proactive
analysis (including detection
of threats and vulnerabilities)
by incident response experts
to determine likelihoods to
determine risk.

Microsoft provides proactive
analysis (including detection
of threats and vulnerabilities)
by incident response experts
to determine likelihoods to
determine risk.
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https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE1EvHo
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE1EvHo

0

Identify

ID.RM: Risk Management Strategy

The organization’s priorities, constraints, risk tolerances, and assumptions are established and used to support operational risk decisions.

cls 1SO/IEC HITRUST q . . . .
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

ID.RM-1 0l.c,
Risk management processes 03.a,
are established, managed, 03.b,
and agreed to by 05.a,
organizational stakeholders 05.h,
05.i
ID.RM-2 03.a,
Organizational risk 05.h,
tolerance is 05.i

determined and
clearly expressed

ID.RM-3 03.a,
The organization’s 05.h,
determination of risk 12.b

tolerance is informed

by its role in critical
infrastructure and sector
specific risk analysis
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Protect

PR.AC: Protect (PR) Access Control

Access to assets and associated facilities is limited to authorized users, processes, or devices, and to authorized activities and transactions.

cls ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.AC-1 A9.21, O01la, Best Practices for Securing AD Microsoft offers tools,
Identities and credentials A922, 01b, Microsoft Identity Manager: Connect to your Directories produc.ts ar\d se.r\{|ces for
are managed for A9.24, Olc Hybrid identity (on-premises and cloud-based) managmg identities a.nd
authorized devices A9.31 01.d credentials for authorized
and users A942’ 01'el Azure AD — GI’OUQ Management devices and users (eg
A‘9'4'3I 01'fl Automated User Provisioning and Deprovisioning to SaaS Apps privileged accounts).
o 01.j’ Azure AD Join (Devices)
01.k Enroll devices for management in Microsoft Intune
01.p, Control Access to Azure loT Hub
01.q, Azure loT Hub — Device Identity Registry
o1, Azure AD Privileged Identity Management
Oly, Privileged Access Management for AD Domain Services
02.g, PAW
02.],
. DIAD
05,
06, Azure AD B2C
09.m, Fast Start — Azure for Identity
10 Dynamic Identity Framework (DIF)
ESAE

Microsoft Identity Manager Implementation Services

Privileged Access Management
Azure AD Implementation Services (AADIS)
=. Microsoft Enterprise Modernization for AD


https://technet.microsoft.com/en-us/windows-server-docs/identity/ad-ds/plan/security-best-practices/best-practices-for-securing-active-directory
https://docs.microsoft.com/en-us/azure/security-center/security-center-vulnerability-assessment-recommendations
https://docs.microsoft.com/en-us/microsoft-identity-manager/plan-design/supported-management-agents
https://support.office.com/en-us/article/Introducing-the-Office-365-Secure-Score-c9e7160f-2c34-4bd0-a548-5ddcc862eaef?ui=en-US&rs=en-US&ad=US
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect
https://blogs.technet.microsoft.com/askpfeplat/2015/06/29/active-directory-risk-assessments-lessons-and-tips-from-the-field-volume-1/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-manage-groups
https://www.microsoft.com/en-us/trustcenter/guidance/risk-assessment
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-saas-app-provisioning
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-azureadjoin-overview
https://docs.microsoft.com/en-us/intune/deploy-use/enroll-devices-in-microsoft-intune
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-identity-registry
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/active-directory-securing-privileged-access
https://docs.microsoft.com/en-us/microsoft-identity-manager/pam/privileged-identity-management-for-active-directory-domain-services
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged Access Workstation_Datasheet.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf
https://azure.microsoft.com/en-us/services/active-directory-b2c/
https://portal.sposites.com/sites/IPCollateral/Documents/Fast Start - Azure for Identity/Fast Start - Azure for Identity Datasheet.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/dynamic-identity-framework-identity-assessment-datasheet.pdf
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf
http://download.microsoft.com/download/3/E/F/3EFD5950-1A03-4349-8DD3-8DAC335C7FA9/S01_MIM%20Implementation%20Services%20-%20Datasheet.pdf
https://docs.microsoft.com/en-us/microsoft-identity-manager/pam/privileged-identity-management-for-active-directory-domain-services
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/azure-active-directory-implementation-services-solution-brief.pdf
http://download.microsoft.com/download/3/E/F/3EFD5950-1A03-4349-8DD3-8DAC335C7FA9/S01_EMI-AD%20-%20Customer%20Datasheet.pdf

Protect

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.AC-2

Physical access to assets is
managed and protected

B® Microsoft

A1111,  0lg,
A111.2, 01k,
Al11.14, 011,
AT1116, Oly,
A11.23 01x,
01y,
08.a,
08.b,
08.c,
08.e,
08.f,
08.h,
08.i,
10.i

Protecting Data in Azure (Page 23, Physical Securit
PAW
DIAD

Microsoft provides
protections for Azure

(e.g. employs rigorous
operations and processes
to prevent unauthorized
access, Azure nodes
physically protected, and so
forth), hardens dedicated
physical workstations used
by administrators and for
Active Directory, offers a
service engagement for
deployment of read-only
domain controllers (RODCs)
for locations where physical
security cannot be guaranteed.
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http://download.microsoft.com/download/0/D/D/0DD8FB12-6343-4A50-80B2-545F2951D7AE/MicrosoftAzureDataProtection_Aug2014.pdf
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged%20Access%20Workstation_Datasheet.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf

Protect

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.AC-3 A6.22 01 Conditional Access in Azure AD Microsoft security services
Remote access is managed A13.11, Oln, Remote Desktop Services in Server 2016 enable control over and
A13.21 0Olg, Server 2016: Web Application Proxy managgmept of remote access
Oy, ' (to applications and data)
01' ' Secure Remote Access to on-premises applications: in support of security and
OS'YI Azure AD App Proxy compliance requirements.
A, .
05.i Azure Security — Remote Management
ogJ(_;. CAS — Cloud App Governance and Control
09.s Device Compliance Policies for Conditional Access
09.w, PAW
10.i DIAD
PR.AC-4 12,15 A.6.1.2, 01a,01lb, Just Enough Administration (PowerShell - White Paper Microsoft offers the ability
Access permissions are A912, 0lc0le,  and Resources) to define access control
managed, incorporating A9.23, 01m,01p,  jyst Enough Administration: Step by Step pO|ICIe; b?jseq O: ag-USt
o enough administration
thg !ormaples of Ieast. A9.41, 015 0ly, Windows Server: Dynamic Access Control approach, role based access
privilege and separation A9.44 01x 02g e
of duties o o i,05 : " Microsoft Azure: Role Based Access Control control and privileged
S Azure AD Privileged Identity Management access management for .
06, 07.a, B _ _ managing access permissions,
07.d, 08, Privileged Access Management for AD Domain Services incorporating the principles of
09.ac,09.cc, PAW least privilege and separation
09_]: 09[‘, DIAD of duties.
09w, 09y, ESAE
09.z,10.i
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access
https://technet.microsoft.com/en-us/windows-server-docs/compute/remote-desktop-services/welcome-to-rds
https://technet.microsoft.com/en-us/windows-server-docs/identity/web-application-proxy/web-application-proxy-windows-server
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-application-proxy-get-started
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-application-proxy-get-started
https://docs.microsoft.com/en-us/azure/security/azure-security-management
https://docs.microsoft.com/en-us/cloud-app-security/control-cloud-apps-with-policies
https://docs.microsoft.com/en-us/intune/deploy-use/introduction-to-device-compliance-policies-in-microsoft-intune
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged Access Workstation_Datasheet.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf
https://github.com/PowerShell/JEA
https://github.com/PowerShell/JEA
https://blogs.technet.microsoft.com/privatecloud/2014/05/14/just-enough-administration-step-by-step/
https://blogs.technet.microsoft.com/windowsserver/2012/05/22/introduction-to-windows-server-2012-dynamic-access-control/
https://docs.microsoft.com/en-us/azure/active-directory/role-based-access-control-what-is
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/active-directory-securing-privileged-access
https://docs.microsoft.com/en-us/microsoft-identity-manager/pam/privileged-identity-management-for-active-directory-domain-services
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged Access Workstation_Datasheet.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf

Protect

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.AC-5 A13.11, 01l.m, Microsoft Azure: Secure network with virtual appliances Microsoft has spent several
Network integrity is A13.1.3, 0Oln, Microsoft Cloud Services and Network Security years establi'shing secure,
protected, incorporating Al13.21 Olo, Azure Network Security Best Practices |soljtec:' eInV|ronments, .
network segregation 01w, ) ) credential managemen
where appr%pr%ate 09 Azure Network Security Whitepaper services and policies, and
m PAW secure admin workstations to
09.w, DIAD help protect mission-critical
10.i —S systems and services—
ESAE

AL including those used to
manage cloud services, like
Azure. And, Microsoft has a
comprehensive approach to
protect cloud infrastructure
needed to run hyper-scale
global services. Microsoft
cloud infrastructure includes
hardware, software, networks,
and administrative and
operations staff, in addition to
the physical data centers.
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https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-scenario-udr-gw-nva
https://docs.microsoft.com/en-us/azure/best-practices-network-security?toc=%2fazure%2fvirtual-network%2ftoc.json
https://docs.microsoft.com/en-us/azure/security/azure-security-network-security-best-practices
https://azure.microsoft.com/en-us/blog/microsoft-azure-network-security-whitepaper-version-3-is-now-available/
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged%20Access%20Workstation_Datasheet.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf

Protect

PR.AT: Awareness and Training

The organization’s personnel and partners are provided cybersecurity awareness education and are adequately trained to perform their information security-
related duties and responsibilities consistent with related policies, procedures, and agreements

cls ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.AT-1 A722 00.4, ESAE Cyber-attackers have been
All users are informed 01f, successful at rapidly gaining
and trained 01., administrative access to
01.p, corporate and government
computing environments.
Ot.x, At minimum, organizations
01y, must inform and train all
02.d, users on cybersecurity.
02.e, To help secure without
05.c, impeding administrators, the
07.c, Microsoft Enhanced Security
09}, Administrative Environment
(ESAE) service utilizes
09, advanced technologies and
b, recommended practices to
e provide an administrative
12.c, environment and
12.d workstations with enhanced

security protection.
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http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf

Protect

CIs ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.AT-2 A.611, 00a, ESAE Credential hygiene is the
Privileged users A722 0lq, recgmmended prgctlce of
understand roles 02.d, verifying that privileged
& responsibilities 02.e, accounts. only log on to
05.c, workstations and servers

that are sufficiently trusted
09.z and do not perform
high-risk activities. The
Microsoft Enhanced Security
Administrative Environment
(ESAE) service enforces
credential hygiene by
separating administrative
accounts from normal

user accounts (for email

and web browsing) and
compartmentalizing logon
access for each type of
administrative account.
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http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf

Protect

CIs ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings
ESA

PR.AT-3 A6.1.1, 00., Third-party stakeholders
Third-party stakeholders A722 02d, must understand their
(e.g., suppliers, customers, 05.i, roles and responsibilities

regarding access to

partners) understand 05,,
s corporate resources and

roles & responsibilities 05.k, data. To help thwart a critical
06.a, element of credential theft
09.e, attacks—the inadvertent
09.f, exposure of administrative
09.g, credentials—the Microsoft
09.n, Enhanced Security
09t Administrative Environment

(ESAE) service utilizes

09.x, advanced technologies and
10.3, recommended practices to
10.k, provide an administrative
10.1 environment and

workstations with enhanced
security protection.
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http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf

Protect

CIs ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings
ESA

PR.AT-4 A.611, 00.a, Senior executives, due to
A7.22 02d, the overly sensitive nature
of intellectual property

Senior executives

understand roles 02.e, e ec Pe
& responsibilities 05.a, and insiger knowledge
05.c on corporate strategy

and financial data they

have at their disposal, are

a highly valuable target

for cyberattacks, and,
particularly, credential

theft attacks. This makes

it imperative for them to
understand their roles and
responsibilities regarding
access to corporate resources
and data. To help thwart a
critical element of credential
theft attacks—the inadvertent
exposure of administrative
credentials—the Microsoft
Enhanced Security
Administrative Environment
(ESAE) service utilizes
advanced technologies and
recommended practices to
provide an administrative
environment and
workstations with enhanced
security protection.
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http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf

Protect

CIs ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings
ESA

PRAT-5 A.6.11, 004, ESAE Physical and information
Physical and information A722 024, SeCU”t}/ personnel, based
security personnel 02.e, on their very roles, must
understand roles & 05.c, understand and take very
responsibilities 1a seriously their responsibilities

related to protecting systems,
applications and data.
Credential theft attacks can
be particularly concerning.
To help thwart a critical
element of credential theft
attacks—the inadvertent
exposure of administrative
credentials—the Microsoft
Enhanced Security
Administrative Environment
(ESAE) service utilizes
advanced technologies and
recommended practices to
provide an administrative
environment and
workstations with enhanced
security protection.
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http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf

Protect

PR.DS: Data Security

Information and records (data) are managed consistent with the organization’s risk strategy to protect the confidentiality, integrity, and availability of information.

CIs ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

.DS- .8.2. .d, indows Server : Full disk Encryption with BitLocker icrosoft offers encryption
PR.DS-1 17 A823 01d Wind S 2016: Full disk E i ith BitLock Mi ft off ypti
Data-at-rest is protected 01, Windows 10 Full disk encryption — BitLocker and data backup solutions

01k ] o within its on premise (e.g.

R Shielded VMs in Windows Server 2016 Wind id
OIRY; . ] indows server, Windows 10
01' ' Azure disk encryption for laaS VMs device) and cloud (e.g. Azure,
X, . . . .
Azure Storage Service Encryption for data at rest Office 365) offerings and

Oy, Azure Storage Security Guide services to protect data-at-rest.

06.d, AzUre ~Torage oecurily Lauide

08, SQL Server Encryption

09.ac, AIP — File Classification and Protection

09.l, Windows Information Protection

09.0, Encryption in Office 365

09.x, Azure Backup Data Encryption

09, Microsoft Trust Center — Encryption

09.z, . . . .

10 Secure Mobile Devices with Microsoft Intune

105 CAS — Govern Connected SaaS apps

10.i Azure SQL Transparent Data Encryption

12.c PAW | ESAE | DIAD | AIP

Full Volume Encryption — Windows BitLocker Drive Encryption
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https://technet.microsoft.com/en-us/itpro/windows/keep-secure/bitlocker-how-to-deploy-on-windows-server
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/bitlocker-overview
https://blogs.technet.microsoft.com/hybridcloudbp/2016/11/07/shielded-vms-in-windows-server-2016/
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption
https://docs.microsoft.com/en-us/azure/storage/storage-service-encryption
https://docs.microsoft.com/en-us/azure/storage/storage-security-guide
https://msdn.microsoft.com/en-us/library/bb510663.aspx
https://docs.microsoft.com/en-us/information-protection/understand-explore/what-is-information-protection
https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-protection/protect-enterprise-data-using-wip
https://technet.microsoft.com/en-us/library/dn569286.aspx
https://docs.microsoft.com/en-us/azure/backup/backup-azure-backup-faq#azure-backup-encryption
https://go.microsoft.com/fwlink/?linkid=2030938
https://docs.microsoft.com/en-us/intune/deploy-use/manage-settings-and-features-on-your-devices-with-microsoft-intune-policies
https://docs.microsoft.com/en-us/cloud-app-security/governance-actions
https://azure.microsoft.com/en-us/blog/azure-sql-database-transparent-data-encryption-general-availability/
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged Access Workstation_Datasheet.pdf
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf
https://azure.microsoft.com/en-us/services/information-protection/
https://technet.microsoft.com/en-us/library/cc732774(v=ws.11).aspx

Protect

CIs ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.DS-2 A823, 01d, Azure VPN Gateway Microsoft offers encryption
Data-at-rest is protected A13.1.1, 01j,01n,  Azure ExpressRoute solutions and services (for
A13.21 01r 01x Azure cloud and cloud

Office 365 Message Encryption services such as Office 365,

Data Encryption in OneDrive for Business and Sharepoint Online OneDrive for Business) to
SMB Encryption protect data-in-transit.

A13.2.3, Oly, 05,
A14.1.2, 06.d,08.,

A14.1.3 09.ac, |
09.. 09.m, Remote Desktop Protocol Encryption

09.s 09.t Encrypting Connections to SQL Server

09.u, 09y, Microsoft Trust Center — Encryption

09.x,09y, Internet Protocol Security (IPSec)
09.z,10.d, ESAE

10.f,10.9
PR.DS-3 A8.2.3, Oly, Protecting Data in Azure (Page 18, Media Destruction) Microsoft enables data
Assets are formally managed A83.1, 07a ESAE management in Azure,
throughout removal, A83.2, 07.b, and MICI‘OSOft. E_nhan.ced
transfers, and disposition A833, 07.d, Security Administrative
Environment (ESAE) service
A11.2.7 08k, . .
enables improved security
081, and management of
08.m, administrative accounts
09.e, across the lifecycle (removal,
09.p, transfers and disposition).
09.9
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https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpngateways
https://blogs.msdn.microsoft.com/azureedu/2016/04/15/what-is-azure-expressroute-and-how-do-i-get-started/
https://products.office.com/en-us/exchange/office-365-message-encryption
https://technet.microsoft.com/en-us/library/dn905447.aspx
https://technet.microsoft.com/en-us/library/dn551363(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/ff458357.aspx
https://technet.microsoft.com/en-us/library/ms189067(v=sql.105).aspx
https://go.microsoft.com/fwlink/?linkid=2030938
https://technet.microsoft.com/library/cc776369.aspx
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf
http://download.microsoft.com/download/0/D/D/0DD8FB12-6343-4A50-80B2-545F2951D7AE/MicrosoftAzureDataProtection_Aug2014.pdf
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf

Protect

CIs 1SO/IEC
NS 27001:2013

Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.DS-4 A12.3.1 09.ac, Azure Subscription Service Limits Microsoft offers options to
Adequate capacity to 12.c Windows Server 2016 Locks and Limits acjiju.st the capacity of resources
ensure availability is Exchange Online Limits Wlth.m Azure/SQL Servgr 291.6
maintained or higher to ensure availability.
SQL Server 2016 Limits
PR.DS-5 17 A6.1.2, Olg Office 365 Data Loss Prevention (DLP) Microsoft data loss prevention,
Protections against data A711,  Olm, Windows Information Protection information.protection
leaks are implemented A712, 01n 010,  Microsoft CAS and DLP and credential theft attack
A731  Olp Olr o . prevention capabilities built
A‘8.2‘21 01.p,01 - Microsoft Intune Mobile Application Management and DLP into various products and
e S 01, ESAE services help protect against
A8.2.3, O0lu,Oly, data leaks.
A9.11,  Olw,
A9.12, 02b,

A9.23, 02c05.¢
A9.41, 07c07d,
A9.4.4, 07e 09

A9.4.5 09.m,
A13.13, 09p,
A13.2.1, 094,
A13.2.3, 095,09y,
A13.2.4, 09w,

A14.1.2, 09.x 09y,
A141.3 10.b,10d,

10,
=. Microsoft ) Mapping Microsoft Cyber Offerings to NIST Cybersecurity Framework Subcategories | 22


https://docs.microsoft.com/en-us/azure/azure-subscription-service-limits
https://technet.microsoft.com/en-us/windows-server-docs/get-started/2016-edition-comparison
https://technet.microsoft.com/en-us/library/exchange-online-limits.aspx
https://msdn.microsoft.com/en-us/library/cc645993.aspx
https://support.office.com/en-us/article/Overview-of-data-loss-prevention-policies-1966b2a7-d1e2-4d92-ab61-42efbb137f5e?ui=en-US&rs=en-US&ad=US
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/protect-enterprise-data-using-wip
https://docs.microsoft.com/en-us/cloud-app-security/data-protection-policies
https://blogs.technet.microsoft.com/enterprisemobility/2016/02/19/clarifying-mobile-application-management-and-the-associated-data-loss-prevention-capabilities/
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf

Protect

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.DS-6 A12.2.1, 09.ac,
Integrity checking A1251 09z
mechanisms are used to 10.b,
verify software, firmware, 10.c,
and information integrity 10d

B® Microsoft

Windows Device Guard

Introduction to Code Signing
Signing PowerShell scripts, Part 1
Signing PowerShell scripts, Part 2

Deploying code integrity policies with Windows Defender

Application Control (WDAC)
ESAE

Microsoft performs integrity
checking to verify software
and firmware and information
integrity for products. It

also offers built-in security
features to maintain integrity.
For instance, Device Guard
helps keep a Windows 10
device from running malware
or other untrusted apps.
Furthermore, Microsoft

offers input on code signing
for determining integrity of
software, provides instructions
on signing PowerShell Scripts,
WDAC provides control over
a computer running Windows
10 by specifying whether a
driver or application is trusted
and can be run, and ESAE
service helps with credential
theft-based attacks.
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https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide#device-guard
https://msdn.microsoft.com/en-us/library/ms537361(v=vs.85).aspx#Ensuring_Integrity_a
https://blogs.technet.microsoft.com/heyscriptingguy/2010/06/16/hey-scripting-guy-how-can-i-sign-windows-powershell-scripts-with-an-enterprise-windows-pki-part-1-of-2/
https://blogs.technet.microsoft.com/heyscriptingguy/2010/06/17/hey-scripting-guy-how-can-i-sign-windows-powershell-scripts-with-an-enterprise-windows-pki-part-2-of-2/
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/deploy-code-integrity-policies-policy-rules-and-file-rules
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf

Protect

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.DS-7

The development and
testing environment(s)
are separate from the
production environment

B® Microsoft

A1214 09d,
09.k,
10.h

Azure DevTest Labs

Use DevOps environments effectively for your web apps
MSDN/Visual Studio subscription (Dev/Test tools, licenses, and
cloud services)

ESAE

Microsoft provides Azure-
based tools for testing only,
input on setting up staging
environments in Azure
App Service, and setting

up staging environments

in Azure App Service,
development tools for
MSDN/Visual Studio, and
the Enhanced Security
Administrative Environment
(ESAE) service that enforces
credential hygiene by
separating administrative
accounts from normal

user accounts (for email
and web browsing) and
compartmentalizing logon
access for each type of
administrative account.
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https://docs.microsoft.com/en-us/azure/devtest-lab/devtest-lab-overview
https://docs.microsoft.com/en-us/azure/app-service-web/app-service-web-staged-publishing-realworld-scenarios
https://www.visualstudio.com/subscriptions/
https://www.visualstudio.com/subscriptions/
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf

Protect

PR.IP: Information Protection Processes and Procedures

Security policies (that address purpose, scope, roles, responsibilities, management commitment, and coordination among organizational entities), processes,
and procedures are maintained and used to manage protection of information systems and assets.

CIs ISO/IEC HITRUST . . q a .
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.IP-1 3,10 A12.1.2, 01, Windows security baselines Microsoft offers security
A baseline configuration A12.51 01, Azure Automation Desired State Configuration bafselines for Va:0U|5
. . information technolo
of information 01.m, PowerShell Desired State Configuration 4 A . bgy i
technology/industrial 01.w c ! Settings in Confi ion M products. A security baseline
control systems is created 0lx ompliance Settings in Configuration Manager is a group ofMlcrosgft .
and maintained 01 ' Change Tracking with Log Analytics recommended configuration
' Azure Security Center — Common Configuration Identifiers and settln‘gs jchat explains the|r.
06.b, ' security impact. These settings
06, Baseline Rules are based on feedback from
07.b, Continuous Assurance with Secure DevOps Kit for Azure Microsoft security engineering
09.m AzSDK teams, product groups,
09.w, PAW partners, and customers.
09.Z, ESAE
10, DIAD
10.k
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https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-security-baselines
https://azure.microsoft.com/en-us/blog/what-why-how-azure-automation-desired-state-configuration/
https://msdn.microsoft.com/en-us/PowerShell/dsc/overview
https://technet.microsoft.com/en-us/library/gg681958.aspx
https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-change-tracking
https://gallery.technet.microsoft.com/Azure-Security-Center-a789e335
https://gallery.technet.microsoft.com/Azure-Security-Center-a789e335
https://github.com/azsk/DevOpsKit-docs
https://github.com/azsk/DevOpsKit-docs
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged Access Workstation_Datasheet.pdf
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf

Protect

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.IP-2

A System Development
Life Cycle to manage
systems is implemented

PR.IP-3

Configuration change
control processes are
in place

B® Microsoft

A6.15,

Al14.17,
A14.21,
A14.2.5

A121.2,
A12.517,
A12.6.2,
A14.2.2,
A14.23,
Al14.2.4

09.i,
10.a,
10.k,
10.1

01.,

01.n,
05.b,
09.b,
09.d,
10.h,
10.k

Microsoft Security Development Lifecycle

Security Development Lifecycle Tools

Secure Development with AzSDK

Change Management for Enterprise: Office 365

Configuring Change and Activity Management with Service

Manager

The Microsoft Security
Development Lifecycle (SDL)
is a software development
process that helps developers
build more secure software
and address security
compliance requirements
while reducing development
cost. Microsoft offers several
SDL tools to developers.

Microsoft offers advice

on organizational change
management for an
enterprise, which focuses on
the people side of change:
how people’s behaviors
influence operational changes,
and how changes impact the
intended audience. Microsoft
also offers some controls
within product (System
Center) for operational
change management, which
focuses on the physical aspect
of a change, for example,
infrastructure, software,
hardware, or environmental
changes.
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https://www.microsoft.com/en-us/sdl/default.aspx
https://www.microsoft.com/en-us/SDL/adopt/tools.aspx
https://github.com/azsk/DevOpsKit-docs
http://download.microsoft.com/download/3/2/2/32269687-F181-449A-8C72-317090403C70/Change_Management_Enterprise.docx
https://technet.microsoft.com/en-us/library/ff461250.aspx
https://technet.microsoft.com/en-us/library/ff461250.aspx

Protect

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.IP-4 A12.3.1, 09, System Center Data Protection Manager Microsoft offers the ability
Backups of information A17.1.2, 09w Azure Backup to perform backups of

are conducted A1713 ESAE information. Furthermore, the
maintained, and tested A18.13 Microsoft Enhanced Security
periodically Administrative Environment

(ESAE) solution may be
deployed to protect all
administrative accounts or
only higher privilege domain
administrator accounts. These
accounts typically have access
to information that should

be periodically backed up

to prevent compromise
and/or loss.
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https://technet.microsoft.com/en-us/library/hh758173(v=sc.12).aspx
https://docs.microsoft.com/en-us/azure/backup/backup-introduction-to-azure-backup
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf
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CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.IP-5 A1114, O01g, Trusted Cloud: Microsoft Azure Security, Privacy, Compliance Microsoft Azure and Office 365
Policy and regulations A1.21 0Oly, Resiliency, and Protected IP ha.ve been built WiFh Secur.ity'
regarding the physical AN2.2 08d, Security and Compliance in Office 365 pr|vacy.and .com.phance with
operating environment A11.2.3 08, regulations in mind. Azure
for organizational assets 08.f ESAE co.de developme.nt adheres to
are met ' Microsoft's Security Development

08.g, Lifecycle (SDL). Managing

08.h, security and compliance is a

08.i partnership. The organization

using Microsoft services such

as Office 365 is responsible

for protecting data, identities,
and devices, while Microsoft
vigorously protects Office 365
services. Microsoft offers several
tips and recommendations on
how to achieve the appropriate
level of protection for your
organization. Furthermore, the
Microsoft Enhanced Security
Administrative Environment
(ESAE) solution may be deployed
to protect all administrative
accounts or only higher privilege
domain administrator accounts.
These accounts typically access
sensitive organizational assets to
which access should be regulated.
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https://support.office.com/en-us/article/Security-and-Compliance-in-Office-365-for-business-Admin-Help-7fe448f7-49bd-4d3e-919d-0a6d1cf675bb?ui=en-US&rs=en-US&ad=US
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf
http://download.microsoft.com/download/1/6/0/160216AA-8445-480B-B60F-5C8EC8067FCA/WindowsAzure-SecurityPrivacyCompliance.pdf
http://download.microsoft.com/download/1/6/0/160216AA-8445-480B-B60F-5C8EC8067FCA/WindowsAzure-SecurityPrivacyCompliance.pdf
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CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.IP-6 A8.2.3, 08l Retention Policies in Office 365 Compliance Center Microsoft offers options
Data is destroyed A83.1,  08m, Protecting Data in Microsoft Azure (See Media Destruction and in Office 365 and Azure to
according to policy A832, 09p Data Deletion) destr‘oy (delete) data (virtually/
AT112.7 physically stored) based on
S security policy.
PR.IP-7 00.a, Office 365 Secure Score Microsoft enables tools and
Protection processes are 03.c, Microsoft Enterprise Cloud Red Teaming (PDF download) tips for as:essing the security
; i osture of an organization
continuously improved 05.h, Penetration testing of your Azure hosted Applications pos’ ga .
06.a against best practice security
» o controls and measures.
4 Microsoft also offers rules
12.c, of engagement to perform
12.d, penetration testing of the
12.e Microsoft cloud should an
organization so desire to do
so. This information can help
an organization continuously
assess and improve its
protection processes.
PR.IP-8 A16.1.6 05.b,
Effectiveness of protection 05.h

technologies is shared
with appropriate parties
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https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies
http://download.microsoft.com/download/0/D/D/0DD8FB12-6343-4A50-80B2-545F2951D7AE/MicrosoftAzureDataProtection_Aug2014.pdf
http://download.microsoft.com/download/0/D/D/0DD8FB12-6343-4A50-80B2-545F2951D7AE/MicrosoftAzureDataProtection_Aug2014.pdf
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf
https://support.office.com/en-us/article/Introducing-the-Office-365-Secure-Score-c9e7160f-2c34-4bd0-a548-5ddcc862eaef
http://download.microsoft.com/download/C/1/9/C1990DBA-502F-4C2A-848D-392B93D9B9C3/Microsoft_Enterprise_Cloud_Red_Teaming.pdf
https://technet.microsoft.com/en-us/security/mt346049.aspx
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf
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CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.IP-9 A16.1.1, 1la, Azure Security Center for Incident Response Microsoft offers incident
Response plans (Incident A7, T, Office 365 Security Incident Management response controls in Azure,
Response and Business Al71.2 123, Windows Defender ATP — response actions Office 365 and Windows
Continuity) and recovery 12, Responding to IT Security Incidents Jerender Advancee Threat
plans (Incident Recovery e Protechoq Microsoft alsg
and Disaster Recovery) are > dl Azure Site Recovery offers advice on responding
in place and managed - Cybersecurity Operations Service to SeCP”t_V incidents and
12.e a pre-incident response
service called Cybersecurity
Operations Service in
which the Microsoft Detection
and Response team will
provide the strategic
guidance needed to properly
harden environments
against advanced and
persistent attacks.
PR.IP-10 A1713 Tl Test Failover to Azure in Site Recovery Microsoft offers the option to
Response and recovery 12.e run a disaster recovery drill
to Azure.

plans are tested
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https://docs.microsoft.com/en-us/azure/security-center/security-center-incident-response
https://gallery.technet.microsoft.com/Azure-Security-Response-in-dd18c678
http://download.microsoft.com/download/2/F/1/2F16A9CA-8D4F-4BB5-8F85-3A362131A95B/Office 365 Security Incident Management.pdf
https://docs.microsoft.com/en-us/windows/threat-protection/windows-defender-atp/response-actions-windows-defender-advanced-threat-protection
https://technet.microsoft.com/en-us/library/cc700825.aspx
https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-overview
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE1EvHo
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf
https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-test-failover-to-azure
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CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.IP-11 A711, 01a, 01b,
Cybersecurity is included in A731, 01c 01d,
human resources practices A814 02., 02.b,
(e.g., deprovisioning, 02.c, 02.d,
personnel screening) 02.e, 02.f
02.g, 02.h,
02.i, 05.¢,
05.k, 06.e,
07.c, 1.3,
1.e, 12.a
PR.IP-12 A12.6.1, 03.c Vulnerability Assessment in Azure Security Center Microsoft checks if VMs
A vulnerability management A18.2.2 06.h, Vulnerabilities detected by Azure AD Identity Protection in Azure are running a
plan is developed and 10.m SCCM Vulnerability Assessment vulnerability assessment

solution, Azure Active Directory
|dentity Protection detects

and reports on vulnerabilities
(e.g. MFA registration not
configured, unmanaged cloud
apps) and SCCM Vulnerability
Assessment allows you to scan
managed systems for common
missing security updates and
misconfigurations which might
make client computers more
vulnerable to attack.

implemented
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http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf
https://docs.microsoft.com/en-us/azure/security-center/security-center-vulnerability-assessment-recommendations
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection-vulnerabilities
https://blogs.technet.microsoft.com/enterprisemobility/2016/04/28/release-announcement-vulnerability-assessment-configuration-pack/
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PR.MA: Maintenance

Maintenance and repairs of industrial control and information system components is performed consistent with policies and procedures.

CIs 1ISO/IEC HITRUST . . 5 a .
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.MA-1 A11.12, 01,
Maintenance and A1.2.4, 08,
repair of organizational AT11.2.5

assets is performed
and logged in a timely
manner, with approved
and controlled tools

B® Microsoft

Windows Automatic Maintenance

Azure Security and Audit Log Management

Microsoft offers automatic
maintenance for Windows that
helps maintain the health and
performance of a Windows PC.
The security logs in Microsoft
Azure Cloud Services (which
provides Platform as a

Service or PaaS) and Virtual
Machines (which provides
Infrastructure as a Service or
laaS) contain vital information
that can provide intelligence
and powerful insights into

the following security issues:
policy violations, internal and
external threats, regulatory
compliance and network, host,
and user activity anomalies.
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https://msdn.microsoft.com/en-us/library/windows/desktop/jj835985(v=vs.85).aspx
http://download.microsoft.com/download/B/6/C/B6C0A98B-D34A-417C-826E-3EA28CDFC9DD/AzureSecurityandAuditLogManagement_11132014.pdf
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CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.MA-2 A11.24, 01, Azure AD B2B Microsoft has tools and services

Remote maintenance of A15.11, 0Olq, Azure Security and Audit Log Management for ensuring only authorized

organizational assets is A15.21 08 PAW access to organizational assets

approved, logged, and B (e.g. apps and data, including
o ' ESAE credentials).

performed in a manner that

prevents unauthorized access DIAD
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
http://download.microsoft.com/download/B/6/C/B6C0A98B-D34A-417C-826E-3EA28CDFC9DD/AzureSecurityandAuditLogManagement_11132014.pdf
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged%20Access%20Workstation_Datasheet.pdf
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf
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PR.PT: Protective Technology

Technical security solutions are managed to ensure the security and resilience of systems and assets, consistent with related policies, procedures, and agreements.

cis ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.PT-1 A12.41, Olc, Azure Security and Audit Log Management Microsoft builds audit/log
Audit/log records are A12.4.2, 06.c Microsoft Azure log integration and Security Information and records for Azure, Azure AD,
fjetermined, documented, A12.4.3, 06., Event Management (SIEM) systems Sogll_csee?:\?esé ilr?;dD?:aprr?iizu”tyl
implemented, and Al2.4.4, 07b, Office 365 Audit logs
reviewed in accordance A12.71 08b
; ; ' Azure log analytics
with policy 09.aa, —Q—BL. .
09.ab, AD Auditing
09.ac Windows Server 2016 Security Auditing
09.ad, AIP Logging
09.ae, CAS — Governance and Audit for Microsoft and 3rd party SaaS apps
09.af, CAS SIEM integration
09.h, SQL Server Audit
10(?(1 Microsoft Dynamics Auditing Overview
N PAW
10.m
DIAD
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http://download.microsoft.com/download/B/6/C/B6C0A98B-D34A-417C-826E-3EA28CDFC9DD/AzureSecurityandAuditLogManagement_11132014.pdf
https://docs.microsoft.com/en-us/azure/security/security-azure-log-integration-overview
https://docs.microsoft.com/en-us/azure/security/security-azure-log-integration-overview
https://support.office.com/en-us/article/Search-the-audit-log-in-the-Office-365-Security-Compliance-Center-0d4d0f35-390b-4518-800e-0c7ec95e946c
https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-overview
https://technet.microsoft.com/en-us/library/cc731607(v=ws.10).aspx
https://blogs.technet.microsoft.com/datacentersecurity/2017/01/30/windows-server-2016-security-auditing/
https://docs.microsoft.com/en-us/information-protection/deploy-use/log-analyze-usage
https://docs.microsoft.com/en-us/cloud-app-security/investigate
https://docs.microsoft.com/en-us/cloud-app-security/siem
https://msdn.microsoft.com/en-us/library/cc280386.aspx
https://msdn.microsoft.com/en-us/library/gg309664.aspx
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged Access Workstation_Datasheet.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf
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CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.PT-2 A822, O0Olc BitLocker Policy reference — Windows 10 (Removable Drive Microsoft enables controls for
Removable media is A823, 0lg, section) securing against removable
protgcted and its. use A831, 0Ovh, Control Access to Removable Media (Group Policy) gzs;an:zzej act);b:(;r:whp:(:jr:’ise
;25;:;7;[:; according 2?13239 817\/ Full Volume Encryption — Windows BitLocker Drive Encryption from decommissioned
T 09‘el computers and other purposes.
.0,

09.q,

09.t,

09.u
PR.PT-3 A9.12 01h, Application Whitelisting with Configuration Manager and Microsoft offers capabilities in
Access to systems and 01, Windows 10 Windows 10, server 2016 and
assets is controlled, 01, Applocker: Application Whitelisting through services (PAW, ESAE,
. . - DIAD) to enable controlled
incorporating the 01.s, Wind S 2016 Hardening Guideli
principle of least 0lu Windows >erver V1o fardening Luideline access to systems and assets
functionality 01'\/’ PAW (e.g. devices and apps).

06}, ESAE

10, DIAD

10,

10.k,

10.m
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https://technet.microsoft.com/en-us/itpro/windows/keep-secure/bitlocker-group-policy-settings
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/bitlocker-group-policy-settings
https://technet.microsoft.com/en-us/library/cc730808(v=ws.10).aspx
https://technet.microsoft.com/en-us/library/cc732774(v=ws.11).aspx
https://blogs.technet.microsoft.com/enterprisemobility/2016/06/20/configmgr-as-a-managed-installer-with-win10/
https://blogs.technet.microsoft.com/enterprisemobility/2016/06/20/configmgr-as-a-managed-installer-with-win10/
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/applocker-overview
https://blogs.technet.microsoft.com/secguide/2016/05/27/security-baseline-for-windows-server-2016-technical-preview-5-tp5/
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged Access Workstation_Datasheet.pdf
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf
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CIs ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

PR.PT-4 A13.1.1, Olc, Creating and using network isolated environments (System When you create a SCYMM
Communications and A13.21 01y, Center Virtual Machine Manager or SCVMM, Hyper-V) environment, you can enable
control networks are 01l network isolation, which

Introduction to Server and Domain Isolation (reference)

allows you to run multiple
protected 0l.m, Azure Network Security Whitepaper identic; copies (or ~C|0Fr),e5")
Ot.n, PAW of the environment. With the
01.0, ESAE Microsoft Windows operating
01, - systems (Windows Server 2008
01lu, DIAD and Vista), you can isolate your
09.n domain and server resources

to limit access to authenticated
and authorized computers.

For Azure, each deployment
can be isolated from the other
deployments at the network
level. Each virtual network is
isolated from the other virtual
networks. Additionally, some
Microsoft services (PAW, ESAE,
DIAD) enable controlled access.
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https://msdn.microsoft.com/en-us/library/ee518924.aspx
https://msdn.microsoft.com/en-us/library/ee518924.aspx
https://technet.microsoft.com/en-us/library/cc725770(v=ws.10).aspx
http://download.microsoft.com/download/C/A/3/CA3FC5C0-ECE0-4F87-BF4B-D74064A00846/AzureNetworkSecurity_v3_Feb2015.pdf
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged Access Workstation_Datasheet.pdf
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf

DE.AE: Anomalies and Events

Anomalous activity is detected in a timely manner and the potential impact of events is understood.

cis 1ISO/IEC HITRUST q q . . .
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

DE.AE-1 01.i, Advanced Threat Analytics (See question regarding baseline) When relevant, Microsoft

A baseline of network 01, Advanced Threat Analytics Implementation Services (ATAIS) pr‘oducts a’_‘d §ervices hglp

operations and expected 01.m, Microsoft CAS — Anomaly Detection — SaaS Apps with estabI|§h|ng ° ba.selme for

data flows for users and oln . . cyber security operations and

systems is established o N Office 365 CAS — Anomaly Detection expected data flows for users

A ) . . .

and managed Azure Security Center — see Anomaly Detection and systems. With Microsoft
09.m, PAW Advanced Threat Analytics,
09.n, there is no need to create rules,
09.w, DIAD thresholds, or baselines and
11.d then fine-tune. ATA analyzes

the behaviors among users,
devices, and resources—as
well as their relationship to
one another—and can detect
suspicious activity and known
attacks fast. With Microsoft
Cloud App Security and Office
365 Cloud App Security, the
anomaly detection policies
are automatically enabled,
but Cloud App Security has
an initial learning period of
seven days during which not
all anomaly detection alerts
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https://docs.microsoft.com/en-us/advanced-threat-analytics/understand-explore/ata-technical-faq
http://download.microsoft.com/download/1/8/3/18343F05-487A-459E-A27E-26D4173BFA9E/Advanced Threat Analytics Implementation Services (ATAIS) - Datasheet.pdf
https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy
https://support.office.com/en-us/article/anomaly-detection-policies-in-office-365-cloud-app-security-88935b4e-dcb1-47f1-8aca-1bf8fb069db6
https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged Access Workstation_Datasheet.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

DE.AE-1 continued 01,
A baseline of network o1,
operations and expected 01.m,
data flows for users and 01.n,
systems is established 05.i,
and managed 09.m
09.n,
09.w,
1.d

B® Microsoft

Advanced Threat Analytics (See question regarding baseline)

Advanced Threat Analytics Implementation Services (ATAIS)

Microsoft CAS — Anomaly Detection — SaaS Apps

Office 365 CAS — Anomaly Detection

Azure Security Center — see Anomaly Detection

PAW
DIAD

are raised. After that, each
session is compared to the
activity, when users were active,
IP addresses, devices, etc.
detected over the past month
and the risk score of these
activities. These detections

are part of the heuristic
anomaly detection engine that
profiles your environment and
triggers alerts with respect to

a baseline that was learned on
your organization’s activity.
With Microsoft Azure Security
Center, anomaly detection uses
statistical profiling to build a
historical baseline. It alerts on
deviations from established
baselines that conform to

a potential attack vector.
Additionally, some Microsoft
services (PAW and DIAD)
enable controlled access based
on users and roles (privileges).
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https://docs.microsoft.com/en-us/advanced-threat-analytics/understand-explore/ata-technical-faq
http://download.microsoft.com/download/1/8/3/18343F05-487A-459E-A27E-26D4173BFA9E/Advanced Threat Analytics Implementation Services (ATAIS) - Datasheet.pdf
https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy
https://support.office.com/en-us/article/anomaly-detection-policies-in-office-365-cloud-app-security-88935b4e-dcb1-47f1-8aca-1bf8fb069db6
https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged Access Workstation_Datasheet.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

DE.AE-2

Detected events are
analyzed to understand
attack targets and methods

DE.AE-3

Event data are aggregated
and correlated from multiple
sources and sensors

B® Microsoft

09.ab,
1.d

01,
09.ab,
1.c,
1.d

Azure Log Analytics - Log Searches

Advanced Threat Analytics — working with suspicious activities

Advanced Threat Analytics Implementation Services (ATAIS)

Azure Log Analytics - Log Searches

Advanced Threat Analytics — SIEM integration
Advanced Threat Analytics Implementation Services (ATAIS)

Azure logs — SIEM integration

SIEM integration — CAS
PAW

Microsoft has various tools
and services for searching
logs, as well as analyzing
suspicious activities. Microsoft
Services help organizations
get the most out of their
investment in threat
detection services through
preparation, design, and the
implementation of Microsoft
Advanced Threat Analytics
(ATA), including assistance
with reviewing events that
are identified by ATA after
installation to help address
false positive events.
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https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-log-searches
https://docs.microsoft.com/en-us/advanced-threat-analytics/deploy-use/working-with-suspicious-activities
http://download.microsoft.com/download/1/8/3/18343F05-487A-459E-A27E-26D4173BFA9E/Advanced Threat Analytics Implementation Services (ATAIS) - Datasheet.pdf
https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-log-searches
https://docs.microsoft.com/en-us/advanced-threat-analytics/deploy-use/setting-syslog-email-server-settings
http://download.microsoft.com/download/1/8/3/18343F05-487A-459E-A27E-26D4173BFA9E/Advanced Threat Analytics Implementation Services (ATAIS) - Datasheet.pdf
https://docs.microsoft.com/en-us/azure/security/security-azure-log-integration-overview
https://docs.microsoft.com/en-us/cloud-app-security/siem
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged Access Workstation_Datasheet.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/enhanced-security-administrative-environment-solution-brief.pdf

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

DE.AE-4 09.e, Azure AD Risk Events
Impact of events is 09.m, Cybersecurity Operations Service
determined 11.d,

12.a,

12.b

Discovering compromised
identities is no easy task.
Azure Active Directory uses
adaptive machine learning
algorithms and heuristics

to detect suspicious actions
related to user accounts

and each action is stored in

a record called risk event.
The Microsoft Cybersecurity
Operations Service is a pre-
incident response service

in which the Microsoft
Detection and Response team
will provide the strategic
guidance needed to properly
harden environments
against advanced and
persistent attacks.
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-reporting-risk-events
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE1EvHo

CIs ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

DE.AE-5

Incident alert thresholds
are established

B® Microsoft

Creating alert rules using Azure Monitor

Office 365 — creating security and audit alerts

Azure AD Privileged Identity Management — Creating Alerts
Azure AD Risk Events

Azure Security Center — managing alerts

CAS — Control cloud apps with policies (fine tuning thresholds)

Advanced Threat Analytics — working with suspicious activities

Advanced Threat Analytics Implementation Services (ATAIS)
PAW
DIAD

Cybersecurity Operations Service

Microsoft offers capabilities
and services for establishing
alert thresholds based on user
activity (suspicious, unsafe),
breaches, devices (infected),
risky cloud apps, an IP address,
and/or other criteria.
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https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-alerts-creating
https://support.office.com/en-us/article/Create-activity-alerts-in-the-Office-365-Security-Compliance-Center-72bbad69-035b-4d33-b8f4-549a2743e97d
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-how-to-configure-security-alerts
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-reporting-risk-events
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/cloud-app-security/control-cloud-apps-with-policies
https://docs.microsoft.com/en-us/advanced-threat-analytics/deploy-use/working-with-suspicious-activities
http://download.microsoft.com/download/1/8/3/18343F05-487A-459E-A27E-26D4173BFA9E/Advanced Threat Analytics Implementation Services (ATAIS) - Datasheet.pdf
http://download.microsoft.com/download/9/3/9/9392A4D2-D530-4344-8447-4A7CF1C01AEE/Privileged Access Workstation_Datasheet.pdf
http://download.microsoft.com/download/0/7/F/07FA8BFC-17D5-4F55-AD4F-3A987A7324AA/design-and-implementation-for-active-directory-datasheet.pdf
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE1EvHo

DE.CM: Security Continuous Monitoring

The information system and assets are monitored at discrete intervals to identify cybersecurity events and verify the effectiveness of protective measures.

CIs 1ISO/IEC HITRUST . . q q q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

DE.CM-1 14,16 01y,

The network is monitored 01.n,

to detect potential 06.e,

cybersecurity events 09.aa,
09.ab,
09.ac,
09.m,
10.k,
1.a

B® Microsoft

Azure Monitor

Index of Security related information from System Center
Operations Manager

Advanced Threat Analytics — Events Detected

Advanced Threat Analytics Implementation Services (ATAIS)
Azure Network Security

Microsoft provided capabilities
for detection of potential
cybersecurity events in
products such as Azure

Log Analytics (manage and
protect on-premises and

cloud infrastructure), SCOM,
Advanced Threat Analytics
(detect the following various
phases of an advanced

attack: reconnaissance,
credential compromise,

lateral movement, privilege
escalation, domain dominance,
and others), Azure network
security functions like DDoS
defense system that is

part of Azure's continuous
monitoring process, and is
continually improved through
penetration-testing. Azure’s
DDoS defense system is
designed to not only withstand
attacks from the outside, but
also from other Azure tenants.
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https://azure.microsoft.com/en-us/services/log-analytics/
https://technet.microsoft.com/en-us/library/hh771596(v=sc.12).aspx
https://technet.microsoft.com/en-us/library/hh771596(v=sc.12).aspx
https://docs.microsoft.com/en-us/advanced-threat-analytics/understand-explore/ata-threats
http://download.microsoft.com/download/1/8/3/18343F05-487A-459E-A27E-26D4173BFA9E/Advanced Threat Analytics Implementation Services (ATAIS) - Datasheet.pdf
http://download.microsoft.com/download/C/A/3/CA3FC5C0-ECE0-4F87-BF4B-D74064A00846/AzureNetworkSecurity_v3_Feb2015.pdf

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

DE.CM-2

The physical environment
monitored to detect
potential cybersecurity
events

DE.CM-3 A12.4.1

Personnel activity is
monitored to detect
potential cybersecurity
events

B® Microsoft

08.3,
08.b,
08.c,
09.ab

01.b,
01.c,
06.b,
06.e,
08.c,
09.aa,
09.c

Azure Security and Compliance (See Infrastructure Protection

section)

Microsoft CAS — Anomaly Detection — SaaS Apps

Azure Events — Audit Logs
0365 — Audit Logging
Windows Security Audit Events

Azure runs in geographically
distributed Microsoft facilities,
each designed to run 24x7x365
and employs various measures
to help protect operations
from power failure, physical
intrusion, and network
outages. These datacenters
comply with industry standards
(such as ISO 27001) for physical
security and availability and
are managed, monitored, and
administered by Microsoft
operations personnel.

Microsoft Cloud App Security
monitors anomalous personnel
user activity related to cloud
apps to detect potential
cybersecurity events. For
Azure, the Audit Logs provides
a view of many of the events
that occurred against the
subscription (who has access,
what kind of access, and

who gained/lost access). For
Office 365, the Audit logs can
be used to search for event
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http://download.microsoft.com/download/1/6/0/160216AA-8445-480B-B60F-5C8EC8067FCA/WindowsAzure-SecurityPrivacyCompliance.pdf
http://download.microsoft.com/download/1/6/0/160216AA-8445-480B-B60F-5C8EC8067FCA/WindowsAzure-SecurityPrivacyCompliance.pdf
https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy
https://blogs.msdn.microsoft.com/cloud_solution_architect/2015/03/10/audit-logs-for-azure-events/
https://support.office.com/en-us/article/Search-the-audit-log-in-the-Office-365-Security-Compliance-Center-0d4d0f35-390b-4518-800e-0c7ec95e946c
https://www.microsoft.com/en-us/download/details.aspx?id=50034

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

DE.CM-3 continued A12.41 O01.b,
Personnel activity is Olc,
monitored to detect 06.b,
potential cybersecurity 06.e,
events 08.c,
09.aa,
09.c
DE.CM-4 5 A12.21 08,
Malicious code is detected 09.ab,
09,,
09.k,
10.1

B® Microsoft

Microsoft CAS — Anomaly Detection — SaaS Apps

Azure Events — Audit Logs

0365 — Audit Logging

Windows Security Audit Events

Office 365 Advanced Threat Protection (ATP)

Windows Defender Advanced Threat Protection (ATP)

Antimalware for Azure Services and VMs

System Center — Endpoint Protection

Microsoft Intune: Protecting Windows PCs against malware

threats

information (date and time
when event occurred, device IP
address, user who performed
action that triggered the vent,
user activity, item created

or modified (if applicable)

and detail) for investigation
purposes. For Windows, the
security and system logs can
be used to record and store
collected security events so
that an administrator can

track key system and network
activities to monitor potentially
harmful behaviors and to
mitigate those risks.

Microsoft offers products

and services for detection of
unsafe attachments, malicious
links, malware or unwanted
software attempting to install
or run on Azure systems.
When System Center 2012
Endpoint Protection is used
with Microsoft System Center
2012 Configuration Manager.
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https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy
https://blogs.msdn.microsoft.com/cloud_solution_architect/2015/03/10/audit-logs-for-azure-events/
https://support.office.com/en-us/article/Search-the-audit-log-in-the-Office-365-Security-Compliance-Center-0d4d0f35-390b-4518-800e-0c7ec95e946c
https://www.microsoft.com/en-us/download/details.aspx?id=50034
https://products.office.com/en-us/exchange/online-email-threat-protection
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/azure/security/azure-security-antimalware
https://technet.microsoft.com/en-us/library/hh508836.aspx
https://docs.microsoft.com/en-us/intune/get-started/protect-pcs-against-malware-threats
https://docs.microsoft.com/en-us/intune/get-started/protect-pcs-against-malware-threats

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

5

DE.CM-4 continued

Malicious code is detected

DE.CM-5

Unauthorized mobile code
is detected

DE.CM-6

External service provider
activity is monitored

to detect potential
cybersecurity events

B® Microsoft

A12.21

A12.51

Al14.2.7,
A15.21

08,
09.ab,
09,
09.k,
10.1

09.k

05.k,
09.e,
09.f,

09.n,
09.z,
10.1

Office 365 Advanced Threat Protection (ATP)

Windows Defender Advanced Threat Protection (ATP)

Antimalware for Azure Services and VMs

System Center — Endpoint Protection

Microsoft Intune: Protecting Windows PCs against malware

threats

Blacklisting/whitelisting apps for KNOX

Blacklisting/whitelisting apps on iOS with Intune
Compliant/noncompliant apps on Android with Intune

Azure Security Center for Incident Response

it provides a comprehensive
enterprise management
solution that lets an
organization do several things,
including configuring default
and custom antimalware
policies that apply to groups
of computers. Microsoft Intune
can help an organization
quickly protect and monitor
managed Windows PCs against
malware threats.

Microsoft offers blacklisting of
mobile apps (blocking them on
the device).

For Azure services, if during
the investigation of a security
event, Microsoft becomes
aware that customer data has
been accessed by an unlawful
or unauthorized party, the
security incident manager will
immediately begin execution
of the Customer Security
Incident Notification Process.
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https://products.office.com/en-us/exchange/online-email-threat-protection
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/azure/security/azure-security-antimalware
https://technet.microsoft.com/en-us/library/hh508836.aspx
https://docs.microsoft.com/en-us/intune/get-started/protect-pcs-against-malware-threats
https://docs.microsoft.com/en-us/intune/get-started/protect-pcs-against-malware-threats
https://docs.microsoft.com/en-us/intune/deploy-use/custom-policy-to-allow-and-block-samsung-knox-apps
https://blogs.technet.microsoft.com/configmgrdogs/2016/09/02/blocking-apps-on-ios-with-intune/
https://docs.microsoft.com/en-us/intune/deploy-use/android-policy-settings-in-microsoft-intune
https://docs.microsoft.com/en-us/azure/security-center/security-center-incident-response

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

DE.CM-7 01.x,
Monitoring for 06.9,
unauthorized personnel, 08.a,
connections, devices, and 08.b,
software is performed 08.c,
09.ab,
09.n,
10.k
DE.CM-8 A12.6.1 06.h,
Vulnerability scans 09.z,
are performed 10.b,
10.c,
10.m

B® Microsoft

Microsoft Azure AD: Conditional Access

Advanced Threat Analytics: Threats Detected

Advanced Threat Analytics Implementation Services (ATAIS)

Applocker Overview — Application Auditing/Restrictions

Windows Security Audit Events

Vulnerability Assessment in Azure Security Center

SCCM Vulnerability Assessment

Scan cloud application (Azure resources) for continuous

assurance with AzSDK

Microsoft offers built-in
capabilities for Azure AD,
Advanced Threat Analytics
and Windows to monitor
for unauthorized personnel,
connections, devices, and
software (e.g. applications).

The vulnerability assessment

in Azure Security Center

is part of the Security

Center virtual machine

(VM) recommendations. If
Security Center doesn't find

a vulnerability assessment
solution installed on your

VM, it recommends that you
install one. SCCM Vulnerability
Assessment allows scanning
managed systems for common
missing security updates and
misconfigurations which might
make client computers more
vulnerable to attack. It is also
possible to perform scanning
of Azure workloads using
Secure DevOps Kit for Azure.
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access
https://docs.microsoft.com/en-us/advanced-threat-analytics/understand-explore/ata-threats
http://download.microsoft.com/download/1/8/3/18343F05-487A-459E-A27E-26D4173BFA9E/Advanced Threat Analytics Implementation Services (ATAIS) - Datasheet.pdf
https://technet.microsoft.com/en-us/library/hh831440(v=ws.11).aspx
https://www.microsoft.com/en-us/download/details.aspx?id=50034
https://docs.microsoft.com/en-us/azure/security-center/security-center-vulnerability-assessment-recommendations
https://www.microsoft.com/en-us/download/details.aspx?id=51948
https://github.com/azsk/DevOpsKit-docs/blob/master/04-Continous-Assurance/Readme.md
https://github.com/azsk/DevOpsKit-docs/blob/master/04-Continous-Assurance/Readme.md

DE.DP: Detection Processes

Detection processes and procedures are maintained and tested to ensure timely and adequate awareness of anomalous events.

CIs ISO/IEC HITRUST
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

A6.1.1

DE.DP-1

Roles and responsibilities
for detection are well
defined to ensure
accountability

DE.DP-2

Detection activities
comply with all
applicable requirements

DE.DP-3

Detection processes
are tested

B® Microsoft

A18.1.4

A14.2.8

02.a,
06.9,
06.i,
06.j

06.i,
08.3,
08.b,
08.c,
09.ab

08.b,
09.ab

Microsoft Cloud — Red Teaming (Blog and link to whitepaper) To help combat emerging

threats, Microsoft employs
an innovative Assume Breach
strategy and leverages highly
specialized groups of security
experts, known as the Red
Team, to strengthen threat
detection, response and
defense for its enterprise
cloud services.

Mapping Microsoft Cyber Offerings to NIST Cybersecurity Framework Subcategories | 47


https://azure.microsoft.com/en-us/blog/red-teaming-using-cutting-edge-threat-simulation-to-harden-the-microsoft-enterprise-cloud/

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

DE.DP-4

Event detection information
is communicated to
appropriate parties

DE.DP-5

Detection processes are
continuously improved

B® Microsoft

A16.1.2 05,
05.f,
06.9,
06.i,
09.ab,
09.ae,
11.a

A16.1.6 09.ab,
10.m

Azure AD Identity Protection (See section on using machine Microsoft Azure AD and

learning for continuous improvement) Windows Defender ATP

: . . . , use machine learning to
Windows Defender ATP — using threat intel to improve detection

continuously learn of anomalies
and suspicious incidents—
thereby continuously
improving detection.
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection

R

Respond

RS.RP: Response Planning

Response processes and procedures are executed and maintained, to ensure timely response to detected cybersecurity events.

cis 1SO/IEC HITRUST q . . . .
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

RS.RP-1 18 A16.15 1la, Microsoft Azure Security Response in the Cloud
Response plan is executed 1.c, Microsoft Incident Response and Shared Responsibility Incident
during or after an event 1.d Response Guide

Responding to IT Security Incidents

Azure AD role in Incident Response

Azure Security Center for Incident Response

Security Incident Management in Office 365

Microsoft provides: built-

in capabilities in Azure

for security response,

written guidance on shared
responsibility between
Microsoft and customer for
incident response (IR), advice
on responding to incidents,
and shares Azure AD’s role in
IR, how to use Azure Security
Center and Azure Log Analytics
for IR, and how Microsoft
handles security incidents in
Office 365. An organization
may benefit from using some
of the Azure capabilities for
its response plan.
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https://gallery.technet.microsoft.com/Azure-Security-Response-in-dd18c678
https://info.microsoft.com/INCIDENT-RESPONSE-REFERENCE-GUIDE.html
https://info.microsoft.com/INCIDENT-RESPONSE-REFERENCE-GUIDE.html
https://technet.microsoft.com/library/cc700825.aspx
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-hybrid-identity-design-considerations-data-protection-strategy#define-incident-response-options
https://docs.microsoft.com/en-us/azure/security-center/security-center-incident-response
https://www.microsoft.com/en-us/download/details.aspx?id=54302

R

Respond

RS.CO: Communications

Response activities are coordinated with internal and external stakeholders, as appropriate, to include external support from law enforcement agencies.

CIs ISO/IEC HITRUST . . q a .
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

RS.CO-1 A6.1.1,

Personnel know their roles A16.11
and order of operations
when a response is needed

RS.CO-2 A6.1.3,

Events are reported A16.1.2
consistent with
established criteria

RS.CO-3 A16.1.2

Information is shared
consistent with
response plans

RS.CO-4

Coordination with
stakeholders occurs
consistent with
response plans

B® Microsoft

02.e, 1.3,
1.c,12.c,
12.d,12.e

05.f 09.ab,
10.c, 11.a,
1.b, 11.c

05.f, 05.g,
08.b, 09.ab,
10.m, 1.3,
1.c, 11.d

09.f 11.c,
11.d,12.c
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R

Respond

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

RS.CO-5 03.b, Microsoft Active Protections Program The Microsoft Active

Voluntary information 05.g, Protections Program (MAPP) is
sharing occurs with external 06.a, a prqgram for sgcurlty software
stakeholders to achieve 1.3, providers that gives them
broader cybersecurity e early access to vulnerability

information so that they can
provide updated protections
to customers faster.

situational awareness

RS.AN: Analysis

Analysis is conducted to ensure adequate response and support recovery activities.

cls 1SO/IEC HITRUST q . . . .
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

RS.AN-1 A12.4.1, 08.b,
Notifications from detection A12.4.3, 09.ab,
systems are investigated A16.1.5 09.ac,
11.d
RS.AN-2 Al16.1.6 11.d Microsoft Incident Response and Recovery Process Services Microsoft provides human-

based assistance with incident
response, to determine the
impact of an incident, among
other things.

The impact of the incident
is understood
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https://technet.microsoft.com/en-us/security/dn467918
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/microsoft-incident-response-and-recovery-process-brief.pdf

R

Respond

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

RS.AN-3 A16.1.7 Tl Azure Forensics Microsoft provides guidance

Forensics are performed 11.d, Windows Security and Forensics and help for Azure Forensics
1.e and Windows Forensics.
RS.AN-4 A16.14 Tl.c

Incidents are
categorized consistent
with response plans

RS.MI: Mitigation

Activities are performed to prevent expansion of an event, mitigate its effects, and eradicate the incident.

cis 1SO/IEC HITRUST q . . . .
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

RS.MI-1 A16.15 01.b, Responding to IT Security Incidents Microsoft provides advice on
and human-based assistance
with incident response. In
addition, Windows Defender
ATP offers controls to help
quickly respond to detected
attacks so that an organization
can contain or reduce and
prevent further damage
caused by malicious attackers.

Incidents are contained .c, Microsoft Incident Response and Recovery Process Services

1.d Windows Defender ATP — response actions
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https://blogs.msdn.microsoft.com/azuresecurity/2015/08/14/how-i-learned-to-stop-worrying-and-love-the-cloud-azure-forensics-for-the-security-responder/
https://mva.microsoft.com/en-us/training-courses/windows-security-forensics-14383?l=YCKufUQsB_5105244527
https://technet.microsoft.com/library/cc700825.aspx
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/microsoft-incident-response-and-recovery-process-brief.pdf
https://docs.microsoft.com/en-us/windows/threat-protection/windows-defender-atp/response-actions-windows-defender-advanced-threat-protection

R

Respond

CIs 1SO/IEC HITRUST . . . a q
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

RS.MI-2 A12.2.1, 0lb, Responding to IT Security Incidents Microsoft provides advice on
Incidents are mitigated A16.1.5 09f Microsoft Incident Response and Recovery Process Services and human-based assistance
10.a with incident response.
M.,
1.d
RS.MI-3 A12.61 034,
Newly identified 03.c,
vulnerabilities are 06.h,
mitigated or documented 10.c,
as accepted risks 10.m

RS.IM: Improvements

Organizational response activities are improved by incorporating lessons learned from current and previous detection/response activities.

cis 1ISO/IEC HITRUST q . . . .
NIST CSF Microsoft Cyber Offerings that Help Explanation of Microsoft Offerings

RS.IM-1 Al16.1.6 Tlc

Response plans incorporate .d
lessons learned

RS.IM-2 1.¢
Response strategies 11.d
are updated
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https://technet.microsoft.com/library/cc700825.aspx
http://download.microsoft.com/download/5/1/6/516F59A7-91EE-4463-8612-C85FD3BEBDC7/microsoft-incident-response-and-recovery-process-brief.pdf

This document is a commentary on the NIST Cybersecurity Framework, as Microsoft interprets it, as of the date of publication. Microsoft has spent a lot of time
implementing the framework and considering opportunities for Microsoft technology to help organizations with their cybersecurity capabilities, but cybersecurity
is highly fact-specific and this paper addresses only generally applicable concepts and may not perfectly align with all of your organization’s needs.

MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED, OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT. This document is provided “as-is.”
Information and views expressed in this document, including URL and other Internet website references, may change without notice. This document is provided
for informational purposes only and should not be relied upon as legal advice or to determine how to precisely implement any specific aspect of the framework in
a compliant manner. We encourage you to work with a legally qualified professional to discuss how best to ensure compliance and cybersecurity with applicable

standards and regulations.

This document does not provide you with any legal rights to any intellectual property in any Microsoft product. You may copy and use this document for your
internal, reference purposes only.
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