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How can you protect users’ data,
while offering a smooth login experience?

The login you love

Enter MIRACL Trust. The world’s only single-step MFA.

We take the most frustrating part of every user experience - the multi-step, multi-factor authentication process -
and replace it with a single PIN code (or biometric) that takes less than two seconds to login and authenticate.

It's totally compliant and highly secure, and an immediate way for companies to decrease churn, win lost revenue,
and dramatically improve the user experience. We call it single-step MFA, and it's as easy to set up as it is to use.

MIRACL Trust works on any device or browser, removing the barriers to authentication to optimise user
experience, decrease costs and win lost revenue.

That's why we have a 99.9%
success rate for logins.

A high login success rate means:

“Every time we ask a customer to do
something, we need to be sure it is truly
necessary, because users hate unnecessary
steps. Security challenges have to be faced
by a bank and its customers together.
That's why, if you want to secure access to
your services, MIRACL makes it easy.”

Florin Dimitru w
IT Director at Crédit Agricole Romania

* More time back to your users
* More sales

* More interactions

* More happy customers

* Less costs

“MIRACL provides state of the art security for
our users within an online experience they love.
By prioritizing friction-free enrollment and login,
we are putting players first, winning clients and
growing fast. That growth would have been
impossible without single-step MFA."

Obayomi Okubajo
Co-founder, MyLottoHub HUB

“This integrated solution - a combination
of an Identity Provider and Single Sign-
On - requires no management by Rite
Aid and stores no personally identifiable
information (PIl) making it a truly a zero-
maintenance solution.”

Nicole Farr, Manager, RITE
Learning Design & Delivery, Rite Aid / AID

“The first time we looked at MIRACL, we thought it was too good to be true, but it provided the most
innovative, cost-effective and scalable MFA solution, and met all of our technical requirements.
Above all, the MIRACL team demonstrated from day one that it understood our needs and would

work collaboratively in a true partnership.”

John Ferguson, Chief Risk Officer, Cashfac

CASHFAC

miracl.com


http://www.miracl.com

M MIRACL

The login you love

Great User Experience at Banking Level Security

Users want fast digital experiences and easy login processes. They don't want their data compromised. MIRACL
Trust protects you and your customers, while offering a fail-safe login. Unlike other multi-step multi-factor
authentication options, there are no redirects, no second devices, no additional apps, no SMS and no passwords.

One PIN and you're in.

SECURE

With MIRACL Trust, a user inputs a secret PIN that only
they know to verify their identity. No security-related
information is stored on our servers, or yours, so there
is nothing for a hacker to steal. As no credentials are
exchanged, you're safe from all database breaches and
man-in-the-middle attacks.

* Fully resistant to all remote and brute force attacks
- with zero vulnerabilities through a zero knowledge
protocol.

* Exceeds PSD2 SCA requirements and Dynamic
Linking - the world's highest authentication
standards for banks.

SIMPLE
Say goodbye to clunky authenticator apps and SMS.

* Single-step authentication - no second device or
installation needed.

* 99.9% of login success rate.

* Two second login - 20x faster than other multi-step
multi-factor authentication options.

* Intuitive design for easy user experience decreasing
user frustration and friction

DEPLOYABLE

MIRACL Trust works from any device or browser,
integrating easily with your current IT platform and
user journey. No hardware necessary.

* Quick and seamless integration with your IT platform.

* Instantly scalable to millions of users - accessible
from any handset or browser, independent of
hardware and OS.

AFFORDABLE

Our prices are 90% cheaper than other solutions on
the market. And there are no additional SMS costs or
databases. Plus, imagine the time and resources saved
by your IT helpdesk once password resets are out of
the picture.

* You won't miss out on revenue from lost sales or lost
time managing forgotten passwords.

* 90% cheaper than other single sign-on solutions on
the market.

e With no infrastructure to maintain, no systems to
manage, no licence to pay and reduced support -
your total cost of ownership can be less than a
password (and more secure).

BESPOKE, FLEXIBLE SETUP

Fully compliant with the most stringent security and
privacy regulations, replace your existing MFA with
MIRACL Trust. Or add it as a second stage to your
current authentication methods.

* Full MFA to replace the current login process

* Integrates with the most popular identity stacks
such as AuthO, Foregerock, OnelLogin, Okta, WSDO2,
Shibboleth, Microsoft, Moodle and Micro Focus.

PRIVACY FIRST

MIRACL Trust does not hold any personal data. We
safely authenticate all users without needing to store
their details. A zero-knowledge proof methodology
means the end user proves to the authentication
service that they know a secret (their PIN), without
revealing that secret to the verifying party.

* Azero-knowledge protocol - no information is stored
about users

* Asecret PIN, known only by the user, is never shared

Highly secure, password-free login in just two seconds.
The fastest way to improve UX, decrease costs and win lost revenue.

miracl.com


http://www.miracl.com

