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Kontex’s Microsoft 365
Security Assessment

Analysis of your M 365 security posture, evaluating
vulnerabilities, identity, and compliance risks with
remediationrecommendations.




Kontex’s M365
Security Assessment

Strengthen Your Security Posture

Enterprise-wide visibility

Assess your organization’s Microsoft Cloud security
posture across identity, devices, information, apps, and
infrastructure based on deployed functionality

Intelligent guidance

ldentify where to improve your security posture using
threat-prioritized insights and guidance

Comprehensive Reporting

Integrated reporting capabillities o determine
Impact and procedures to implement

Compare Secure Scores by Percentage

[ Company Name [___] Similar Size Companys [___] Global Average Scores

100
90
&0




Kontex’s M365
Security Assessment J—

Home » Kontex | App registrations > Kontex Reporter

- Kontex Reporter | APl permissions s -

F Search | ‘ () Refresh 57 Got feedback?

What's Involved?

wn .
B Overview

Quickstart Configured permissions

Applications are authorized to call AFls when they are granted permissions by users/admins as |

- - -
# Integration assistant . N o
all the permissions the application needs. Learn more about permissions and consent

Manage . ,
»  Kontexapproach to the M365 Security Assessment will consist of S sranding & propertie Wf“mm“ th:;p‘ fD“H
three phases which are designed to identity gaps in current D Authentication o
security controls, identify and assess the key risks and propose Certfcstes & secrets o .
effective mitigation measures in the organisational context. Il Token configuration S R
S AP| permissions
= This willinvolve rapid capture of relevant information using @ @ Expose an 4P S“'F'H EE:: : ”Jtt —
variety of sources and result in a consolidated view of Client’s B App roles ' ' ,
current security posture. Some informationwill be requestedin & Ouners o view and mansge consented permissions for ncividusl apps, a5 well 25 your tenant’s consen
advance to help Kontex SMEs to challenge technical &, Roles and adminitrators
configurations. M vanites
Support + Troubleshooting
=  The proposal does not incorporate a full evidence-based 2 Troubleshooting
assessment however the Kontex SME will ask for evidence in some B Newsupport request

areqs to validate information. A future state roadmap is not
iIncluded in this assessment but can be supported on request.




Our Approach

Delivery Stages
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Phase 1 Phase 2 Phase 3

Gather Information Present FIndings Plan Remediation



Our Approach O wers

Example Phased Delivery Plan Per Site

PHASE ONE PHASE TWO PHASE THREE
MON TUE WED THU FRI MON TUE WED THU FRI
Provide detailon X technologies
. Kontex provide
Gather Informationfrom Technology
Client Questionnaire

SChedUle E ............................................. E

Kick-Off Interviews i Interviews :

Understand current O—O_O—O—O—O—O

security controls SME Evidence Collection

Clarification Meefing: 2-hour workshop with client SME
. tostepth h trolsand .
Assess current security o step through controls and coverage

controls ( )—( )

High Level Report: Current capabilities

and maturity assessment against Plan Remediation
T industry benchmark. If Interested
Report Findings Y ( )
High Level

Presentation
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Breakdown of 5ecure Score

Microsoft Secure Score

Similar 5ized Co

(O
=
=
(72
O
S
o —
c
Q
(7]
()
S
Q
Q
3
3
O
L

Addificional Inf

Top 5 Controls

= Slide Deck with Summary and Recommendations

Document with detailed reference of checks

performed

= Detailed AD Sync Configuration Summary
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CONTEX Kontex & Microsoft
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As an end-to-end cloud security partner,we're the proactive specialists that help you push
boundaries, who feel like part of your team, that transform your IT for good. With Microsoft, we
offer a wide range of best-in-class solutions, through friendly, personalised support and hands-on
management.Together, we're the people who poweryour possible.

EXPERTS IN MICROSOFT TECHNOLOGIES

Home to a large team of Microsoft consultants, architects,
engineers and dedicated support.

MICROSOFT GOLD PARTNER

We have a proventrack record in delivering Microsoft
technologiesto a range of Enterprise clients, and are Microsoft
Gold certified across a range of key technologies.

MANAGED SERVICES 24x7x365

Kontexis equipped with global offices, to support
our managed serviceson a 24x/x365 basis.




Get Started with Kontex M365
Security Assessment Today

Call for more information: (01) 566 7050

Ask a question viaemail: microsoft@kontex.com

Learn more
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mailto:microsoft@kontex.com
https://www.kontex.com/services/

