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Setup Drupal Azure Synchronization

1. Setup Drupal
In the Configuration tab, click on the Azure AD Sync link.

Click on the Let’s configure the module button.

Let's Get Started!
User Sync for Azure AD / Azure B2C

-

2

In STEP 1, You can select how you would like to perform the Sync. For Drupal to Azure Sync, click on the
first (left) GIF.

Hello admin, thank you for installing User Sync For Azure AD/B2C module!
This module offers bidirectional user synchronization between your Azure AD/B2C and your
Drupal site using Microsoft Graph APls. Make sure to check out the list of supported features

and integrations to increase the functionality of your Drupal site.

Feel free to contact us at drupalsupport@xecurify.com for further queries or questions.

e

Watchon @R Youube

STEP 1/3 (0 Setup Guide [J Video Guide

Please select how would you like to perform the sync with Azure AD

Drupal to Azure AD Synchronization Azure AD to Drupal Synchronization

&

Drupal Site Azure Portal Drupal Site Azure Portal

)

2. Setup Azure AD
Sign in to the Azure portal.

Click on the Azure Active Directory from the Azure services.

Hello there!

Need Help? We are right here!
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Azure services
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Subscriptions | AzureActive | Azure ADB2C B2 Tenants Tenant Users Function App  All resources  More services
Directory properties

Resources
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D manish API Management service 3 weeks ago

From the left navigation panel, click on the App registrations service, and then click on the New

registration button.

Home > Xecurify

g2 Xecurify | App registrations 2 -

Azure Active Directory
@ Endpoints £ Troubleshooting () Refresh L Preview features AP Got feedback?

@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security
updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

@ overview

B Preview features

K Diagnose and solve problems

Manage
& Users

2 Groups

8 External Identities

&. Roles and administrators
& Administrative units

b Delegated admin partners

=
# Enterprise applications
|
G Devices
X =
i, App registrations
"
&) Identity Governance
[ |
£ application proxy
n
% Licenses [
- [ -

On the Register an application page, please enter the information based on the instructions mentioned

below :
Name: Display name of the application.

Supported account types: Select one of the listed options as per your choice. You can also refer to
Help me choose an option if needed.

Click on the Register button.

Hello there!

Need Help? We are right here!

https://plugins.miniorange.com/setup-drupal-azure-synchronization
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*Name

Home > Xecurify | App registrations >

Register an application

The user-facing display name for this application (this can be changed later)

Drupal-Azure-Sync

Help me choose...

| select a plattorm

B overview

& Quickstart

#  Integration assistant

Manage

& Branding & properties

D Authentication
Certificates & secrets

[l Token configuration

\ O Search

Redirect URI (optional)

| «

9 APl permissions

& Expose an API

dk Roles and administrators

Bl Manifest
Support + Troubleshooting

& Troubleshooting

& New support request

https://plugins.miniorange.com/setup-drupal-azure-synchronization

Supported account types

Who can use this application or access this API?

(®) Accounts in this organizational directary only (Xecurify only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and persanal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios

v

e.g. https://example.com/auth

By proceeding, you agree to the Microsoft Platform Policies '

3. Add API Permissions to your Azure AD Application
Go to APl Permissions from the left navigation panel and click on the Add a permission button.

- Drupal-Azure-Sync | APl permissions % - X

() Refresh & Got feedback?

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

+ Add a permission | -

API / Permissions name Type Description Admin consent requ... Status

No permissions added

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Select Microsoft Graph under the Microsoft APls tab and select Application Permissions.

In the Select Permission search bar, search for the user.

Hello there!

Need Help? We are right here!
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Request API permissions

€ All APIs

@ Microsoft Graph

https://graph.microsoftcom/ Docs

What type of permissions does your application require?

Delegated permissions
Your application needs to access the AP as the signed-in user.

Select permissions

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

expand all

I £ User

%

Permission

CrossTenantUserProfileSharing

IdentityRiskyUser

IdentityUserFlow

TeamsApplnstallation

TeamsTab

&~ - S

| Add permissions || Di

N User (1)

User.ExportAll (0]
Export user's data

User.lnvite. All

Invite guest users to the organization
User.Manageldentities.All O
Manage all users' identities
User.Read.All O

Read all users’ full profiles

User.ReadBasic.All (D
Read all users' basic profiles

O O 0O Oo 0O

User.ReadWrite. All &
Read and write all users’ full profiles

[<]

Add permissions

confirmation.

https://plugins.miniorange.com/setup-drupal-azure-synchronization

Admin consent required

Under User, select User.ReadWrite.All permission, click on the Add permissions button.

Yes

Yes

Click on Grant admin consent for Default Directory and click on the Yes button to grant admin consent

Hello there!

Need Help? We are right here!
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O Refresh A’j Got feedback?

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in Xecurify? This will update any existing admin consent records this application
already has to match what is listed below.

+ Add a permission | ~/ Grant admin consent for Xecurify

API / Permissions name Type Description Admin consent requ... Status
“ Microsoft Graph (1)

User.ReadWrite.All Application  Read and write all users’ full profiles Yes A Not granted for Xecurify

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

4. Integrating Drupal with Azure AD
In STEP 2, you will have to configure the below-mentioned values from the Azure AD into Drupal.
Tenant ID:

From the Overview section of the Azure AD Application, copy the Directory (Tenant) ID value.

Home

HH Drupal-Azure-Sync  » X

| « [l Detete @ Endpoints Preview features

B Overview

A Essentials

& Quickstart

# Integration assistant

Applica
Manage

B Branding & properties Object ID

D Authentication

ry (tenant) ID local directory

Certificates & secrets

Il Token configuration

Now, paste the copied Tenant ID into Drupal’s Tenant ID text field.
Application (Client) ID:
From the Overview section of the Azure AD Application, copy the Application (client) ID value.

i Drupal-Azure-Sync = - X

| « [i] Delete @ Endpoints Preview features

B Overview

A Essentials

& Quickstart

# Integration assistant

Manage

B Branding & properties Object ID

D Authentication
Directory (tenant) ID

Certificates & secrets

1l Token configuration

Paste the copied Client ID in the Drupal’'s Application (Client) ID text field.
Client Secret:

From the left navigation panel, click on the Certificates & secrets menu and click on the New
client secret button.

Add a description for the secret and select the expiry of the secret.

Click on the Add button.

Hello there!

Need Help? We are right here!
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Home > Drupal-Azure-Sync Add a client secret X
Drupal-Azure-Sync | Certificates & secrets =
Description [ secret key
Seard « & 7
SiStath ‘ e Expires [ Recommended: 6 months v

B overview .
Credentials enable confidential applications to identify themselves to the autl
& CQuickstart scheme). For a higher level of assurance, we recommend using a certificate (it

# Integration assistant

Manage @ Application registration certificates, secrets and federated credentials can be

B Branding & properties

9 Authentication Certificates (0) ~ Client secrets (0)  Federated credentials (0)

Certificates & secrets A secret string that the application uses to prove its identity when requestin

1l Token configuration

+ New client secret
-9 APl permissions

Description Expires Val
@ Expose an API i P

HL App roles No client secrets have been created for this application.
& Owners

& Roles and administrators

 Manifest

Support + Troubleshooting

& Troubleshooting

& New support request

Copy the Secret Value.

Certificates (0) Client secrets (1)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

~ New client secret

Description Expires. value © Secret ID

af6fd6e7-e8eb-41e4-8856-adead 7254444 [ @[

=]

Secret Key 4/10/2023

Paste the copied Secret value in Drupal’s Client Secret text field
Tenant Name/Primary Domain:

In the same window, hover on your profile (top right corner) and note down the Domain

mentioned in the pop-up box.

| EEE——

Azure services

3 (3 3 £ a % ' —

AzureActive  Subscriptions  Azure ADB2C  B2C Tenants Tenant Users Function App  All resources  More s
Directory properties

Resources

Paste the noted Domain value in Drupal’s Tenant Name/Primary Domain text field.
Test UPN/ID:
Navigate to the Azure AD and select the Users menu from the left navigation panel.
Copy your user’s User Principal Name to test out the integration of Drupal and Azure AD.

Paste the copied User Principal Name in Drupal’s Test UPN/ID text field.

Hello there!

Need Help? We are right here!
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STEP 2/3 0 Setup Guide [J Video Guide
Azure App Configuration
Configure the following settings to register your Azure AD/B2C application in Drupal.
Tenant ID:
You can find the Tenant ID in the Overview tab of your Azure application.
Application (Client) ID:
You can find the Application 1D in the Overview tab of your Azure spplicarion
Client Secret:
You can fnd the Client Secret value i the Certficates & Secretsta of your Azure application
Tenant Name/Primary Domain:
You can find the Tenant Name under primary doman inthe Overview tab of your Azure application
Redirect URI: (Optiona) https://localhost/drupal
Test UPN/ID:
Please note that o tes the configuration of your application you will need UserPrincipalName/ID of User The User Principle Name / Object ID is pesent in the Users tab of your Azure Porta

V Test Configuration Result

Once done with all the Configurations, click on the Save and Test Configuration button.

If the Test Configuration is successful, you will receive a success message like:

Status message

Test Configuration successful. You can check the complete list of attributes received from Azure AD by clicking on the link HERE. Now, click on the Step 3/3 button.

STEP 2/3

(0 Setup Guide [ Video Guide

Azure App Configuration

Configure the following settings to register your Azure AD/B2C application in Drupal. .

If you want, you can click on the link in the success message to check the attributes received
from Azure AD.

Alternatively, if there is an error in the integration of Azure AD with Drupal, then you can check

the cause of the error by following the link in the error message or scrolling down to the Test
Configuration Result section.

Error message

An error occurred while performing test configuration. Please refer to Test Configuration Result for more information.

STEP 2/3

(0 Setup Guide [ Video Guide

Azure App Configuration

Configure the following settings to register your Azure AD/B2C application in Drupal.

Once successful integration, click on the Next button.

5. Provisioning / Synchronization Hello there!

In STEP 3, you can choose the method to provision the user. Need Help? We are right here!

Manual/On-demand Provisioning:

https://plugins.miniorange.com/setup-drupal-azure-synchronization 711
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This method allows you to automatically create a new user in Azure AD.

Click on the Configure button of the Manual/On-Demand Provisioning section.

STEP 3/3 0 Setup Guide [J Video Guide

Types of Provisioning

Manual/On-Demand Provisioning ‘ Automatic Provisioning ‘ Scheduler based Provisioning

This will allow you to manually create any Drupal user in This will allow you to automatically create any Drupal This will allow you to create any Drupal user in Azure AD
Azure AD. user in Azure AD if user registers in your Drupal site. on the CRON

@

Under the Manual Provisioning Configuration section, check the checkbox of Create User and click

on the Save button.

Choose Operations in Manual Provisioning

| Read user

Update user [PREMIUM] Deactivate user [PREMIUM] Delete user [PREMIUM] E

Once saved, you can find the Sync Users section.

In the search field, you can enter the username of Drupal’s user and then click on the Sync button.
Sync Users

Note: Search the username of user to sync (create) it to the Active Directory.

|:| @ n el

If the provisioning is successful, you will receive the following status message:

Status message

\ successfully created at the configured application.

Alternatively, if there is an error in provisioning the user account to Azure AD, you can check the

cause of the error by following the link in the error message.

Error message

An error occurred while provisioning the user, please refer to drupal logs for more information.

Automatic Provisioning:

This method allows you to automatically create a new user in Azure AD once the account is created in

Drupal.

Click on the Configure button of the Automatic Provisioning section.

Hello there!

Need Help? We are right here!
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STEP 3/3 0 Setup Guide [ Video Guide

Types of Provisioning

M 1/0n-D d Provisioning Automatic Provisioning Scheduler based Provisi
This will allow you to manually create any Drupal user in This will allow you to automatically create any Drupal This will allow you to create any Drupal user in Azure AD
Azure AD. user in Azure AD if user registers in your Drupal site. on the CRON

Under the Automatic Provisioning Configuration section, check the checkbox of Create User and

click on the Save button.

Choose Operations in i isioning

Now, you can try to create a new user on the Drupal site and check the logs by navigating to Reports

-> Recent log messages and using the user_provisioning filter.

6. Support / Contact US

If you have any questions or queries related to the Drupal Azure Sync module, you can reach out to us by

clicking on the support icon present in the bottom right corner.

Hello there!

Need Help? We are right here!
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Let's Get Started!
User Sync for Azure AD / Azure B2C

Hello admin, thank you for installing User Sync For Azure AD/B2C module!

This module offers bidirectional user synchronization between your Azure AD/B2C and your
Drupal site using Microsoft Graph APIs. Make sure to check out the list of supported features
and integrations to increase the functionality of your Drupal site.

Feel free to contact us at drupalsupport@xecurify.com for further queries or questions.

Watch on (8 Youube

Contact miniOrange Support

Email *

Enter valid email

What are you looking for

| need Technical Support hg

How can we help you?*

Describe your query here!

rmini@range

J +1978 658 9387 (US)
+91 97178 45846 (India)

~ (mailto:info@xecurify.com)

y (https://twitter.com/miniOrange_Inc)ﬂ (https://www.facebook.com/miniorangeinc/) in
(https://www.linkedin.com/company/miniorange) [ (https://www.youtube.com/channel/UCxQuL2JNo8HA4baZSljcgRg)

(https://www.miniorange.com/businessfreetrial) Hello there!

Need Help? We are right here!
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