Financially Quantify & Manage Your
Cyber Risks Platform

Access fast, on-demand insights into your cyber investment &
strategy decisions with Kovrr Quantum.
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KOVRR

Cyber Decisions. Financially Quantified.

The most important global business risks for 2022

e Alli Global
Allianz @) il

Corporate & Specialty

Click on the bars in the chart for further details

Cyber incidents

Business interruption

Natural catastrophes

Pandemic outbreak

Changes in legislation and regulation
Climate change

Fire, explosion

Market developments

Shortage of skilled workforce

Macroeconomic developments
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Cyber Security is e%iolving
Into Cyber Risk Manag ment.
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Cyber Decisions. Financially Quantified.

Transforming the world's cyber security data into financially quantified
cyber risk management decisions.

A scalable on-demand cyber risk management technology that connects and transforms a business’s cyber data into:

Cyber Security Data

BB Microsoft
B Security

MICROSOFT 365 DEFENDER

DEFENDER for Cloud

Financially Quantified

l Actionable - —

. 1 =% haden .

= On-demand.

Azure Sentinel

Confidential. Copyright Kovrr Inc 2023

Cyber Decisions.

+ Communicate cyber risk to your board
+ Cybersecurity Investment optimization
+ 3rd party vendors exposure analysis

+ Governance & compliance

+ Cyber Insurance & Risk Transfer

+ Capital Management

Microsoft
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Cyber Decisions. Financially Quantified.

Cyber Decisions. Financially
Quantified

Quantum Platform Exposure Management Platform Cyber Underwriting
- L 2
Enterprise Insurance & Reinsurance
Market Market

Microsoft

Partner
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Cyber Decisions. Financially Quantifi

The Challenge Unable to articulate their Cyber Exposure in
financial terms

Enterprise Boards, CRQO's and CISQ's struggle Unable to justify their cyber budget requests
to understand and cammunicate their with an expected ROI
business's exposure and resilience to cyber

risk. Unable to be confident they have the right

level cyber insurance

Microsoft

Confidential. Copyright Kovrr Inc 2023 Partner



AN FEm

KOVRR

Cyber Decisions. Financially Quantifi ied.

Current Obstacles in financially quantifying cyber risk

Too Technical

Subjective Judgement

Abstract Ratings

Lack of Actionability

Too Slow

Manual Data Collection

Lack of market context

Lack of Scalability

Microsoft
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Cyber Decisions. Financially Quantif

Analyze the Posture of Complex Enterprises At Any Level

\

Insurance Enterprise
Intelligence intelligence

VR

Cyber
Intelligence
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Group & Subsidiary
Company Structure

Sensitive Records

Industry Benchmarks

Microsoft
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Cyber Decisions. Financially Quantif

Integrated External Attack Surface, Internal Telemetry and Threat Intelligence data
Bl Microsoft
B Security

Il Microsoft Defender Insurance Enterprise

External Attack Intelligence intelligence
Surface Management

Microsoft 365
Defender

VR

B Microsoft Defender for Cloud
B Microsoft Sentinel

Cyber
Microsoft Defender Intelligence

Microsoft

N Threat Intelligence
Partner
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Ongoing validation from global insurance portfolios and Claims

Allianz () '

AON Insurance Enterprise

Intelligence intelligence
MS &AD
INSURANCE GROUP .
O
LOCKTON
Cyber
Intelligence
Microsoft
Partner
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Cyber Decisions. Financially Quantified.

External Attack Surface data & Internal Telemetry

alex@kovrr.com

Permissions requested
Review for your organization
Kovrr Quantum

Kovrr Verified

This application is not published by Microsoft.
This app would like to:

Read incidents

Read all security alerts

Read your organization's security actions

Read and write Microsoft Intune apps

Read Microsoft Intune devices

Read and wite Microsolt Intune devices

< % K K K K

Perform user-mpacting remote actions on Microsoft
Intune devices.

Read your organization's security events
Read user devices

Sign in and read user profile

< < <K

Read all devices.

1f you accept, this app wil gat access to the specified resources
for all users in your organization. No one else will be prompted to
review these permission:

Accepting those permissions means that you allow this apo to

your
statoment. The publisher has not provided links to their terms.
for you to reviow. You can chango these permissions at
hitps://myapps.microsoft.com. Show detalls

Does this app look suspicious? Report it here

Aut

matically integrate both
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Cyber Decisions. Financially Quantified.

Visualise your Enterprise’s Exposure to Cyber Risk

Understand the Posture at as Asset Based level

KSVRR Quantum G

Acme IL Sphere e Setup

Security Controls

The following questions refer to your entity's security posture. These inputs will allow us to give
. you better recommendations regarding your cybersecurity investments.
Employees Endpoints You can set specific settings to different asset groups.

Asset Groups

Infrastructure

Cloud Add Security Profile

Security Profiles
Security Profile 1 AllAsset Groups v~ A}

How long does it typically take to restore your critical business operations
following a network interruption?
)

CIS Controls
Please select what implementation group your organization has obtained for each CIS control.
Are you using a different framework? Download Mappings

Damage Types

What outage duration will cause a material impact on the company?

Basic
CIS CONTROLS 1-6

CIS Control 1 - Inventory and Control of Hardware Assets

Not Implemented IG1 1G2 1G3 m Not sure?

€— Previous Step: Infrastructure Next Step: Damage Types —>

Microsoft

Partner
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Cyber Decisions. Financially Quantified.

Financially Quantify the ROI of cyber security control investment decisions

CIS Controls Recommendations

Missing CIS controls increase the severity of events which increases the exposure business impact loss. Learn More(

Using a different framework? Download Mapping

IS Control

10. Data Recovery Capabilities

6. Maintenance Monitoring And
Analysis Of Audit Logs

20. Penetration Tests And Red
Team Exercises

17. Implement A Security
Awareness And Training
Program

14. Controlled Access Based On
The Need To Know

19. Incident Response And
Management

4. Controlled Use Of
Administrative Privileges

13. Data Protection

8. Malware Defenses

3. Continuous Vulnerability
Management

Proprietary & Confidential. 2023 All Rights Reserved !!! Kovrr In

Recommended
Action

Average effect *

-$594,169 (1.52% v)

- $541,566 (1.38% )

-$347,911 (0.89 % v)

-$344,496 (0.88% +)

-$294,247 (0.75% +)

-$291,174 (0.74% )

-$251,162 (0.64 % +)

-$248,087 (0.63% )

-$245,067 (0.63% 4)

-$189,877 (0.49% +)

Highest effect

- $805,952 (0.18% +)

-$811,469 (0.18 % ¢)

- $546,725 (0.12%+)

-$578,375(0.13% )

-$529,221 (0.12% +)

- $456,644 (0.10 % +)

- $450,757 (0.10 % +)

-$419,998 (0.09 % +)

-$381,161 (0.08 % +)

-$303,458 (0.07 % )

Data Recovery Capabilities

The processes and tools used to properly back up critical information with a proven

methodology for timely recovery of it.

Current Implementation Group CIS Category
Ol Foundational
Recommended Action Most Affected Event type

Max Effect on High Exposure Year

-$805,952 (0.18 % v)

Test ROI
Average Annual Loss v

How much will it cost the organization to complete the action?

Test ROI
Average Annual Loss v

How much will it cost the organization to complete the action?

150000 usD )
‘ 150000 UsD |
Mitigation Cost -
$150, L
) E50,000 Mitigation Cost -
Expected Savings $150,000
$594,169 4 ROI Ratio
Net ROI sonn xsg_ Expected Savings S—
5 $594,169 2 9 6 0/ (0}
Net ROI
$444,169
Safeguards to Implement Asset Ty

Ensure Regular Automated

Data
BackUps

perform Complete System

Data
Backups

Microsoft
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Cyber Decisions. Financially Quantified.

Transparency into the the data sources & how they were used

beba076c-ede0-
4ff2-82ec-
8d536d2ed3b3

bddb6a6b-4f86-
4c87-acdc-
b19b936bf6e7

4e807b90-6¢5a-
4f32-9e3e-
48d2bc5e968a

6f38abd9-57ef-
448-80e0-
daSboebafd7e

3¢02a9bc-19f1-
4671-8af1-
1fac7331d774

672f1c7f-6bas-
4del-8eSe-
876e0d1efe53

ca39d87f-ca6b-
4091-8520-
c56e00cfaect

92283895-4405-
40cd-8001-
e0lea0ca7388

View 10 v

Name Tags

dna-
redash.i10jli4jpkietgq31hypk2hggg.x.inter
nal.cloudapp.net

oasis-
Imf.i10jliajpkietgq31hypk2hggg zxinternal.
cloudapp.net

analytics-
redash.i10]li4jpkietgq31hypk2hggg.zx.inter
nal.cloudapp.net

redash

windows1

linux-
test1.tfkascsafozujih42n2clojdse.bx.intern
al.cloudapp.net

LAPTOP-GQMIK24U

windows2

entries per page

Criticality

Risk AG

Score Type
0 Cloud
0 Cloud
0 Cloud
0 Cloud
2 Cloud
0 Cloud
0 Cloud
0 Cloud

Proprietary & Confidential. 2023 All Rights Reserved. © Kovrr Inc.

AG Name

1P Segment:
10.0.1.0/24

1P Segment:
10.0.1.0/24

1P Segment:
10.0.1.0/24

1P Segment:
172.17.0.0/24

1P Segment
10.1.0.0/24

1P Segment:
10.1.0.0/24

Unidentified IP
Segment

Unidentified IP
Segment

os Technologies

Ubuntu

Ubuntu

Ubuntu

Ubuntu

Windows10 6 technologies

Ubuntu

Windows

Windows

Results: 1-8 of 8

Integration

9

@

@

@

Q@

@

@

Azure
Sentinel

Azure
Sentinel

Azure
Sentinel

Azure
Sentinel

Azure
Sentinel

Azure
Sentinel

Azure
Sentinel

Azure
Sentinel

9

Azure
Sentinel
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Cyber Decisions. Financially Quantified.

Communicate overall exposure and the main drivers of financial loss

Average Exposure

$39,119,400

The average of the 10,000 simulated years

Total Annual Cyber Risk Exposure

Exposure to Loss by Yearly Probability

Annual Exposure Business Impact Scenarios

100%

80%

60%

40%

20%

0%
o 50.0M 100.0M 150.0M

200.0M

Low Exposure Loss

$357,400

There is a 98% chance that the company will suffer a loss that will
exceed $357,400 in the next year from cyber events.

250.0M 300.0M 350.0M 400.0M 450.0M

High Exposure Loss

$449,772,700 @

There is a 1% chance that the company will suffer a loss that will
exceed $449,772,700 in the next year from cyber events.

Business Impact Scenarios

Average Low Exposure Loss 98%

Ransomware &
Extortion

Business
Interruption

3rd Party
service
Provider Failure

3rd Party
Liability

Data Theft &
Privacy

Regulation &
Compliance

-
$3,286,600

High Exposure Loss 1%

$20,363,900

$988,700

L J
$898,300
=
$2,248,900

$11,32

Proprietary & Confidential. 2023 All Rights Reserved. © Kovrr Inc.

Business Impact Scenarios

Average Low Exposure Loss 98% High Exposure Loss 1%

Ransomware &

Extortion $3,286,600
Interruption $20,363,900
3rd Party B

Service $988,700

Provider Failure

3rd Party L

Liability $898,300
Data Theft & o
Privacy $2,248,900
Regulation &

Compliance $11,333,100

Microsoft
Partner
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Cyber Decisions. Financially Quantified.

Understand the Impact of Cyber Attacks and 3" Party Service Provider Failures

Business Interruption Ransomware & Extortion Regulation & Compliance T T T T =--——-

$20,363,900 $3,286,600 $11,333,100

3rd Party Service Provider Failure
Average Quantiied Loss Average Quantified Loss Average Quantifed Loss

SeeMore

Seeore SeeMore
$988,700
Average Quantified Loss
See More
o s0om o "
Damage Types Damage Types
Lostincome  BiForensics 81 Recovery Expenses Extorton Payment  Betortion Recovery Expenses RegulatoryFines  Regulatory LegalDefense
Public Relaions Repsirment
o 35M
3rd Party Service Provider Failure 3rd Party Liability Data Theft & Privacy
Damage Types
$988,700 $898,300 $2,248,900
Average Quantifed Loss Average Quantified Loss Average Quantified Loss
Lostincome Bl Recovery Expenses
See More Seeore SeeMore
Public Relations Repairment
o asm o 12om o asom
Damage Types Damage Types Damage Types

Lostincome BI Recovery Expenses Logalbefense  Settlements Public Relations Repirment  Notifications

Public Relations Repairment Monitoring Services  Forensics  Data Recovery

Microsoft
Partner
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Cyber Decisions. Financially Quantified.

Detailed Insights into multiple cyber events types that could cause severe losses

Ransomware & Extortion

$3,263,100
Average Quantified Loss

$101,300 $50,003,000

Low Exposure High Exposure

©

Probability Probability

Events in which a hacker infiltrates into a computer system
and threatens to commit a malicious act unless a ransom fee
is paid. The scope extends to extortion payments made and
expenses incurred in responding to those demands.

Damage Types

Extortion Recovery Expenses  Extortion Payment

Annual Risk Exposure  Tail Events

Ransomware
ARansomware attack was carried out by exploiting a vulnerability in PostgreSQL (DB).
Event Type Systemic
Event Cause Attack
Impacted gresql (DB)
Duration 67 hours

Ransomware

An attack using ransomware targeted Acmel via Phishing.
Event Type Specific

Event Cause Attack

Technologies Impacted ~ Not Applicable

Duration 69 hours

Nephilim Ransomware
An attack of the ransomware 'Nephilim' targeted Acmel exploiting an OS vulnerability.

Event Type Specific
Event Cause Attack
Technologies Impacted Ubuntu (0S)
Duration 53 hours

Proprietary & Confidential. 2023 All Rights Reserved. © Kovrr Inc.

Microsoft
Partner



KOVKRR

Cyber Decisions. Financially Quantified.

Insights into Third Party Service Provider Risk

Quantification for CloudComms Inc. (2 Export )

Quantification Date: 13 Nov 2022

Risk Overview  Financial Exposure = Recommendations  Risk Transfer ~ Third Party Risk  Quantification Explained

Third Party Risk Report Third Party Service Providers

Third Party Risk: Annual Financial Exposure @® How are these results calculated?
$0 $74,900 $3,250,100 The company’s third party risk i calculated by takinginto
account events solely involving third party service
LOW EXPOSURE LOSS AVERAGE ANNUAL LOSS HIGH EXPOSURE LOSS (D providers. This includes events occurring in the company
caused by an exploitation of a provider weakness as well
as events effecting the provider that can impact the
company. Attritional events are excluded from this
calculation
Top Third Party Service Providers Third Party Exposure vs. Overall Exposure
Based on Average Yearly Loss Based on Average Annual Loss
@© How my input affects the results?
Hosting $62,122 $1,224,800 94%
Assets Criticality
Your input shows that the criticality of your cloud asset
Microsoft 365 |

groups is equal compared to infrastructure asset groups.
$46,707 The severity of events associated with third party service
providers may therefore be s high as other types of

events.
$33,432 100%
75%
Fastly CDN - 50%
$8,307
25%
0%
PowerDNS [ $74,900 Infrastructure Cloud
e a@
Number of Data Records
Total Exposure Third Party Difference Your input shows that 98% less data records are stored in
Exposure

your cloud asset groups compared to infrastructure asset
groups. This may lead to a decrease in severity of events

Microsoft

Partner
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Cyber Decisions. Financially Quantified.

Financially quantify cyber insurance & risk transfer options

Insurance Terms Stress Testing

Annual Exposure  Loss Drivers Breakdown

Dedutctible = Highlights
$100K Limit
$100M
100% 9 ° There is a 5% probability that annual losses

will exceed the aggregate Limit.

80% ° There is an 98% probability that annual

losses will exceed the deductible.

60%
° Average annual risk loss is falling above the
deductible.

40%

o The current limit is under the estimated 1%
high exposure ($153,000,000).

20%

’
’

Q e The current deductible is under the
o estimated 98% low exposure ($371,000).
0%

20M 40M 60M 80M 100M 120M 140M 160M 180M

Microsoft

Partner
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Cyber Decisions. Financially Quantified.

Prioritize Insurance coverages based on potential impact

Insurance Terms Stress Testing

Annual Exposure

Business
Interruption

3rd Party
Service
Provider
Failure

Business Impact Scenarios

Deductible $500,000

/]

100.0M

- -- Limit $10,000,000

Data Theft & 3rd Party Regulation & Ransomware &
Privacy Liability Compliance Extortion
150.0M 200.0M 250.0M 300.0M 350.0M

Proprietary & Confidential. 2023 All Rights Reserved. © Kovrr Inc.

Highlights

There is a 18% probability of Business Impact events
breaching the event insured limit

There is a 40% probability of Business Impact events
exceeding the event deductible

There is a 2% probability of Contingent Business Impact
events exceeding the event deductible

There is a 4% probability of Extortion events breaching the
event insured limit

There is a 5% probability of Extortion events exceeding the
event deductible

There is a 1% probability of Liability events breaching the
eventinsured limit

There is a 16% probability of Liability events exceeding the

Microsoft
Partner
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Cyber Decisions. Financially

Thank You

Tom Boltman, VP Strategic Initiatives
tom@kovrr.com

+44 7 52 54 56 168
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