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EPAM + MICROSOFT:

Azure Security: Workshop

Is data in the Cloud Safe? Are we following best practices? Are we Ready to Release?

SCOPE AND AGENDA

The course will be split into the following eight sessions that each focus on one cloud security domain.

ARE WE UTILIZING ALL THE BENEFITS OF AZURE SERVICES?

EPAM's Azure Security Workshop is a one or two-week event spread out in eight two-hour sessions that 

will help both management and security teams better understand how to tackle the modern-day 

challenges of securing and monitoring their Azure environments. This holistic workshop will give your 

team the tools they need to ensure that their Azure cloud workloads meet modern security needs.

OBJECTIVES

• The workshop works through the eight key cloud security domains in Azure and will guide your team 

through the tools and processes used to enable and enforce security controls. 

• Grant your team the knowledge and capabilities needed to tackle modern cloud security challenges.

• Azure Governance and Guardrails
• Azure Identity
• Azure Networking
• Zero Trust in Azure

• Azure Infrastructure and Services
• Threat Protection
• Data Protection and Resilience
• DevSecOps in Azure



WHAT WE OFFER

Eight Two-Hour Modules Include: 

1. Introduction to Azure Governance and Security

2. Getting Control of your Azure Cloud through Governance

3. Understanding Modern Identity Challenges and Azure Native
Solutions

4. Network Security and Zero Trust in Azure

5. Securing Virtual Machine, Containers, and Kubernetes in Azure

6. Ensuring Threat Monitoring, Protection, and Prevention 
Enforcement

7. How to Tackle Data Protection, Resilience, and Secret Challenges 
in Azure

8. Integrating Security into Your Organization’s DevOps Process

• Senior Azure Security 
Architect

• Senior Azure Security 
Engineer

AGENDA

TEAM COMPOSITION

• Your team will be available for the full two-hour 

session scheduled

• EPAM Staff will be granted read-only access to your 

Azure cloud environments for any hands-on reviews or 

demonstrations

DESCRIPTION

KEY ASSUMPTIONS

• The Azure Security Workshop is a remote 16-hour 
event that can be delivered through eight sessions 
designed to be flexibly scheduled to fit into your 
team’s busy work-week

• The workshop helps both management and security 
teams better understand how to tackle the modern-
day challenges of securing and monitoring their Azure 
environments

• The workshop is designed to be in-depth, holistic, and 
catered to give your team members the tools they 
need to gain control of the organization’s Azure 
security compliance

Holistic Approach to Cloud Security
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