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Issue of Fake Base Station

• The issue of FBS aka “Fake Base Station” has been around since start 
of mobile networks 

• PAST
• Expensive to exploit; Voice tapping was main motive

• TODAY 
• Very easy to exploit; Multiple motives involving eavesdropping, tapping and 

manipulating of Data streams



Recent FBS related Attacks Coverage In Media

Only Few Days Ago



Attacks due to FBS across 4G, 5G [Before Encryption]

Power Up Network Connected

Cell Search

Cell Selection

Optimization

Start Handshake

Capabilities Exchange

Connection Setup

Encryption & Tunnel 
Setup

Hinder Edge device connection to network; 
Denial of Service 

Limit Network Service, Denial of service

Deception, Location History Poisoning, 
Complete/Selective DoS

Denial of Service, Rogue Service 

Connection Fraud, Bill Fraud, Privacy Attacks

Complete and Selective DoS 

* True for all Devices using any Wireless Standards: 4G, 5G, LTE-M, NbIOT, V2X, WiFi using Fake Base Station/SDR

Attack Vectors*

3 – 5 sec



Why care NOW ??

TECHNOLOGY 2G, 3G 4G, 4G(Adv), 4G(Pro) 5G NR, 5G SA, mmWave, 
NbIOT, V2X

COMMON USAGE Human to Human Machine to Machine Internet of Things

DEVICE TYPE Mobile Phones mainly
Mobile Phones mainly, 

Emergence of Connected 
Devices

By 2023*, 29.3 Billion 
Devices out of which 14.7 

Billion devices will be 
M2M/IOT** 

(i.e. nearly 50% split)

DIFFICULTY LEVEL TO DO 
FBS ATTACKS

Very Difficult & Very 
Expensive Difficult and Very Expensive Easiest and Cheapest 

(SDR and Open Source)

* Cisco Annual Report (2018-2023) White Paper
** A growing number of M2M applications, such as smart meters, video surveillance, healthcare monitoring, transportation, and package or asset tracking, 
are contributing in a major way to the growth of devices and connections. (Cisco Annual Report)



DEMO
A military video application leveraging Edge architecture has been developed: 

Edge Computing is used for
a. Frontline Soldier view (Instant processing of video feed from solider camera)
b. Platoon Leader view (Offering multiple feeds from different soldiers on front lines) 

Traditional Datacenter
It is assumed that commander operations (offering feeds from multiple platoons) is done 
at Headquarters i.e., Outside of Edge Computing



Viewer Helmet with 
Camera

OTA Edge Attack – Frontline Soldier View

* FBS Attacks / Jamming Attacks can happen to any 
IOT or military device(s) 

1. We have created an app called 
“Brainframe”; being used to view a 
LIVE feed from the edge IP camera 
device embedded in a military 
helmet 

2. A telecom connection is being used 
for broadcast

3. An attacker tries to alter the video 
connection OTA

4. Our agent is embedded within the 
camera and upon detection displays 
the message on the stream



OTA Broadcast Attack – Platoon Leader View

Platoon 
Leader 
View

Multiple Video 
Feeds

Double Click to PLAY
video 

Solution can detect infected feed(s) from 
multiple feeds



Features Delivery Model

FCC Database; War Driving; 
Other Social Networks

SaaS Service w. thin client
(AWS, GCP and Azure)

Inter-Agent; Inter-Networks 
Data Exchange

Ability to Detect Fake Base 
Stations by L2 RIL (Radio 

Information Layer) 
Inspection* Agent Installation

Ability to Protect against 
Fake Base Stations Attacks*

* RIL inspection requires Radio Chipset Assessment  

Lookup
Service

Full
Protection

5Gsting Solution and Architecture Details

STATUS

Fully Operational and 
Available at 

• Amazon Web Services 
Marketplace

• Azure Web Services
• Google Cloud Platform 

(Beta)

Current Support

• Python
• FreeRTOS +
• AWS GreenGrass



Features

ü Plug-n-play SaaS service (AWS, GCP, Azure)
ü Small Footprint (few Kb)
ü AI / ML based
ü Detection and Protection against FBS
ü Protection against SON poisoning 
ü Network detection (private LTE) of FBS
ü Optimized Handover mechanism 



Reference Architecture



mmWave (USA Leading the way)
IOT 

SensorsAR/VR

Surveillance
Cameras

Drones

Self 
Driving 

Vehicles

Robotics

Social 
Media 
Apps

eCommerce

5G

1. Vast Potential of 5G across 
multiple different sectors, 
geography and demographics

2. Reliance on Fast Data Transfer 
and service continuity 

3. Zero Trust connections / VPN 
connections a possibility 

4. However; ALL solutions need to 
connect & stay connected on to 
a trusted network.

5Gsting Confidential



Founders

• Founded August 2019, by x-Symantec and x-Microsoft folks
• Sudhanshu (Sid) Harshavat – Founder 

Ø 20+ yrs experience in Technology 
Ø Worked at Motorola, Symantec 
Ø Northwestern University, Masters in Wireless Communications

• Vikram Kapoor - Co-Founder 
Ø25+ yrs experience in Technology 
Ø Worked at Motorola, Microsoft, T-Mobile 
Ø MBA, University of Chicago; MS in Wireless Communication (USF)



Appendix



Prone to Attacks

Equipment Reqd. $50K $10K $500

Level of Expertise PH.D MS / BS High School

3GPP Security Focused 
Sub-groups 1 5-10 More than 60*

Attack Surface Mobile to Mobile Targeted Attacks Enterprises* 

Sources:
*3GPP TR 33.969: "Study on security aspects of Public Warning System (PWS)".
*3GPP TS 33.501: "Security architecture and procedures for 5G system" 
*3GPP TS 36.331: "E-UTRA; Radio Resource Control (RRC); Protocol specification”
*Altaf Shaik, Ravishankar Borgaonkar, Shinjo Park, and Jean-Pierre Seifert. 2018. "On the Impact of Rogue Base Stations in 4G/LTE Self Organizing Networks”
*Study on 5G security enhancements against False Base Stations (FBS): Certificate based solution for Protecting System Information Messages with Digital Signature in an NPN.
Roger Piqueras Jover (Under SoftHandover Consulting affiliation).





Issues in 4G 












