
Increase Visibility and 
Simplify your Security
WE’VE GOT YOUR BACK.
LAB3 Security Fusion
Workplace, Cloud and Hybrid Security working 
together on one homogenous platform.

What does LAB3 do differently? 

Data 
Locality

Australia owned and 

managed.

Data remains in your 

organisation’s 
tenancy.  You 
remain in control.

Automation 
First

Scalable deployments

Powered by Code.

Operational response 

efficiencies with 
automated policies.

Template architectures 

for Federal/State 
Governments, and 

Highly Regulated 
Industries.

Accelerate 

deployments with tried 
and tested policies.

Single 
Platform

ISM 
Compliant

Extend compliance 

requirements 
above the Microsoft 

standard aligning to 
Information 
Security Manual by 

Australian Signals 
Directorate.

Enterprise 
Grade

Builds on standard Microsoft products to aggregate your 
tools onto a single platform to both consolidate the views 
and provide a live view of your security posture.  Rules 
are defined to extend between security toolsets to ensure 
complete coverage, visibility, and enforcement.  

Suitable to meet the compliance requirements of highly 
regulated industries, while retaining flexibility so security 
is not a roadblock but integrated into all organisation 
solutions.

Extended integration 

between all Microsoft 
Security services.  

Reducing gaps and 
aligning policies 
across the platform.

”I am pleased to have LAB3 join us as a partner in the Microsoft Intelligent Security Association (MISA). 

By including our strategy Managed Security Services Providers (MSSPs) in MISA, we help enable 
further collaboration between cybersecurity industry leaders in protecting and supporting our joint 
customers.”

- Mandana Javaheri, Director of Business Strategy, Microsoft Security Partner Development

Homogenous Security
Integration of Security tools to work 
as a single platform reducing 
exposure and gaps.  Optimising 
active and passive defence 
configurations.

Did you know on average we identify critical security incidents within 12 hours?

Speak with our team to find out how we can provide a free Organisational OSINT Report today.

Cost Optimisation with E5
Utilise all entitled security services 
under your Microsoft E5 license for 
greater cost and operational 
efficiencies.

Swift Integration
Leverage automation and pre-defined 
architectures to accelerate your 
adoption and coverage.  Aligned to 
the ISM for highly regulated 
customers.



MODERN THREAT PROTECTION
COMBINING AI AND INDUSTRY EXPERTISE

LAB3 Security Fusion
Cloud, Workplace, Hybrid

Our Security Approach

V I S I B I L I T Y

Consolidation of security data 

providing Intelligence into 

security posture and 

providing User and Entity 

Behavior Analytics

A U D I T

Discovery of Client’s 

environment and Re-affirm

attack vector weaknesses in 

the people, process and 

technology.

P L A T F O R M

Uplift to a Defence in Depth 

Architecture. Deploying 

multiple layers of security 

controls providing 

redundancy and protection.

U P L I F T

Onboarding and fine tuning 

of Active and Passive 

Defence security services

1 2 43

SIEM Capabilities 
delivered from the 
Azure Cloud

No additional 
software or 
hardware to deploy

Support for on-
premises log 
sources (>30 log 
parsers available)

Security 
Monitoring of 
Cloud services 
(Azure, AWS, 
Google)

Access to 
Managed Sentinel 
Alert Rules Service 
Catalogue

Performance and 
availability 
monitoring and 
notification

Online access to 
Alert Knowledge 
Base

Compliance aware 
monitoring

Continuous alerts 
and playbooks 
tuning and 
optimization

24x7 Incident 
Detection and 
Response 

Powered by 
Automation 
leveraging SOAR 
library

Cloud costs 
alerting & 
reporting

Incident Attribution  
with Threat 
intelligence service 
integration

Monthly service 
review

Service Elements

*Azure Sentinel SIEM runs in client’s Azure subscription  *Service is priced based on the number and type of log sources

Get In touch to see if this solutions is right for your business.
hello@lab3.com.au

Defence in Depth Active/Passive Defence

LAB3 Security Fusion (Adv. Active/Passive Defence)

Infra Corp. Apps Data Endpoints Identity Cloud Apps
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4 Azure Security Center 
Azure Security Center is a cloud security service that provides visibility of Azure and on-premise workloads. 
Security Center is offered in two tiers: 

x Cloud Security Posture Management (CSPM) - Security Center is available for free to all Azure 
users. The free experience includes CSPM features such as secure score, detection of security 
misconfigurations in your Azure machines and asset inventory.  

x Cloud workload protection (CWP) - Security Center's integrated cloud workload protection platform 
(CWPP) brings advanced, intelligent, protection to Azure and hybrid resources. 

 

 

 

Figure 4-1 – Azure Security Center Dashboard 
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4 Defender for 365 

4.1 Overview 

Microsoft Defender for Office 365 safeguards your organization against malicious threats posed by email 
messages, links (URLs), and collaboration tools. Policies can be configured for each protection feature that 
determine the behaviour and protection level for defined threats. 

4.2 Architecture 

The architecture components can be described as follows: 

x Safe Attachments: Provides zero-day protection to safeguard your messaging system, by checking 
email attachments for malicious content. It routes all messages and attachments that do not have a 
virus/malware signature to a special environment, and then uses machine learning and analysis 
techniques to detect malicious intent. If no suspicious activity is found, the message is forwarded to the 
mailbox. To learn more, see Set up Safe Attachments policies. 

x Safe Links: Provides time-of-click verification of URLs, for example, in emails messages and Office 
files. Protection is ongoing and applies across your messaging and Office environment. Links are 
scanned for each click: safe links remain accessible and malicious links are dynamically blocked. To 
learn more, see Set up Safe Links policies. 

x Safe Attachments for SharePoint, OneDrive, and Microsoft Teams: Protects your organization when 
users collaborate and share files, by identifying and blocking malicious files in team sites and document 
libraries. To learn more, see Turn on Defender for Office 365 for SharePoint, OneDrive, and Microsoft 
Teams. 

x Anti-phishing protection: Detects attempts to impersonate your users and internal or custom 
domains. It applies machine learning models and advanced impersonation-detection algorithms to avert 
phishing attacks. To learn more, see Configure anti-phishing policies in Microsoft Defender for Office 
365. 

 

 

Figure 4.2-1 – Defender for 365 Architecture 
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2 Framework 
Azure Information Protection (AIP) is a cloud-based solution that enables organisations to protect sensitive 
information by classifying and optionally encrypting documents and emails. This is done using an organisation 
defined classification taxonomy made up of labels and sub-labels.  

Labels can be applied: 

x Automatically by administrators using rules and conditions 
x Manually by users 
x By a combination where administrators define the recommendations shown to users 

These labels can both classify, and optionally protect documents, enabling organisations to: 

x Track and control how content is used 
x Analyse data flows to gain insight into the business - Detect risky behaviours and take corrective 

measures 
x Track document access and prevent data leakage or misuse 

 

Best Practice Configuration 

To successfully implement AIP as a solution, Microsoft recommends following the phases of the M365 Information 
Protection Lifecycle as shown below: 

 

 
Figure 2: M365 Information Protection Lifecycle  

 

Mapping these lifecycle phases to Hearing Australia Information Protection framework is reflected on Figure 3 
below. 
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5 Microsoft Defender for Endpoint 

5.1 Overview 

Microsoft Defender for Endpoint (DFE) is an enterprise endpoint security platform designed to help enterprise 
networks prevent, detect, investigate, and respond to advanced threats. 

5.2 Architecture 

Defender for Endpoint is comprised of the following components: 

 

x Defender for Endpoint Tenant: A DFE tenant is provisioned for each customer and is isolated from 
every other tenant. Each tenant has its own behavioural indicators of attack dictionary including 
heuristics, behavioural rules, machine learning, anomaly detection algorithms that detect suspicious 
attack-related events in the sensor data. 

x Defender Security Center: Security Teams use the Defender Security Center to access their DFE 
data and to interact with endpoints, conduct investigations, respond to breach, or threat hunt. 

x DFE Sensor: The sensor is deployed to endpoints and will gather security-related events and send 
those events to customer’s tenants. Security teams can trigger endpoints to perform actions on 
endpoints such as collecting suspicious sample files, run AV scans or isolating endpoint from network. 

 

 

Figure 5.2-1 – Defender for Endpoint Architecture 
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4 Defender for Identity (DFI) 
 

Microsoft Defender for Identity is a cloud-based security solution that leverages on-premises Active Directory 
signals. These signals consist of network traffic local to a Domain Controller, data about users and computers 
from AD, RADIUS accounting information and Windows Events. Utilising profiling, deterministic detection, 
machine learning, and behavioural algorithms Defender for Identity learns about your network, enables 
detection of anomalies, and warns you of suspicious activities.  

4.1 Architecture 

The following image depicts the architecture for Defender for Identity. The primary components are: 

x Sensors: A Windows service that runs on either a domain controller or AD FS server. It will send AD 
entities, parsed network traffic, windows events, and other traces up to the DFI cloud service. 

o Domain controllers: The sensor directly monitors domain controller traffic, without the need for 
a dedicated server, or configuration of port mirroring. 

o AD FS: The sensor directly monitors network traffic and authentication events. 
x DFI Cloud Service: Interactive portal to configure (integrations, notifications, scheduled reports and 

more), export reports and monitor health issues. 
x Microsoft Cloud App Security: MCAS can be integrated with DFI to provide enriched data for user 

activities, alerts, and various metadata.  
x Azure Sentinel: DFI can be directly integrated with Azure Sentinel for ingesting log events. 

 

Figure 4.1-1: Defender for Identity Architecture 
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4 Microsoft Cloud App Security 
 

Microsoft Cloud App Security (MCAS) provides administrators visibility into cloud application activities. It 
provides several tools to help uncover shadow IT, assess risk, enforce policies, investigate activities, and stop 
threats. MCAS acts as a gatekeeper to broker access in real time between your enterprise users and cloud 
resources they use, wherever your users are located and regardless of the device they are using. 

4.1 Architecture 

The primary components can be described as follows: 

x MCAS Portal: Provides dashboards, alerting, reporting and more for security analysts to monitor and 
protect critical data. All configuration is done through the MCAS portal 
https://portal.cloudappsecurity.com/  

x Cloud Discovery: Logs from firewalls or proxies can be manually uploaded to MCAS to discover and 
analyse cloud apps that the organisation is using. 

x Application Sanctioning: Once apps being used by users have been reviewed, they can be tagged as 
sanctioned or unsanctioned. Microsoft has over 16,000 ranked and scored apps in its cloud catalogue 
that to determine how risky an app is. Tagging apps will aid investigations and determine quickly 
whether an app is trusted or not, or requires further investigation based on risk. 

x App Connectors: Provide deeper visibility for investigation of activities, files, and accounts for the apps 
within a cloud environment. App connectors leverage APIs from cloud providers to integrate control 
and protection. 

x Conditional Access: Incorporates reverse proxy architecture to provide real time visibility and control 
over access to and activities performed within a cloud environment. 

x Policy Control: Policies can define users' behaviour in the cloud. Policies are used to detect risky 
behaviour, violations, or suspicious data points and activities in a cloud environment. 

 

Figure 4.1-1: Microsoft Cloud App Security Architecture 

  


