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Four Security Priorities of Today

Identity & access management Unified endpoint management

Advanced Threat protection Information protection

Protect 
your people

Secure and manage
your apps and devices

Safeguard against
outside threats

Keep your
data safe







Introducing Microsoft Azure Sentinel

Azure Sentinel

Cloud-native SIEM for intelligent security 
analytics for your entire enterprise

Respond
Rapidly and 

automate protection

Detect
Threats with vast 
threat intelligence 

and AI

Investigate

Collect 
Security data across 

your enterprise

Critical incidents 
guided by AI

Limitless cloud speed and scale

Bring your Office 365 data for Free

Easy integration with your existing tools

Faster threat protection with AI by your side



Security Operation Center

A SOC is a team primarily composed of security analysts 
organized to

• Detect
• Prevent
• Respond

Cyber
Security
Incidents



Security Operation Center Capability



Key Benefit of Managed Security Services
Cost Savings:

Cost saving on Technology / Applications (SIEM, Security Appliance, Ticketing System)
Cost saving on Security Analyst (Hiring, Training, Certification)
Cost saving on Security Operation Center Facilities

Knowledge and Expertise:
Accessing IT Security Expert from MSSP
Getting the latest security trend and issue
Up to date technology and information regarding security issue
Proactive Security Approach rather than Reactive Security Approach for Security 
Monitoring

Improve Performance:
Internal staff can focus on higher level
Focus on strengthen policy and procedure for company
Accelerate detection and response on every potential security threat



MSSP Main Features

Incident 
Response and 
Incident 
Handling

24x7 (1 Years)
Security 

Monitoring Services

Security 
Advisory 
Services

.

Regularly 
Vulnerability 

Assessment

MSSP

Digital Forensic

Cutting Edge 
and Advanced 
Technology



We Integrated Our Services 
third party threat intelligence 

feed

Complete your security 
Visibility using our Bundled 
Security Service

MII SOC Using Proactive 
Security Monitoring 

Methodology To enhance 
security Analyst capability to 

Detect advance threat

We have pre-built in 
Security Policy And 
Procedure for Day-to-Day 
Activity

Threat Hunting Approach

Advance Threat Intel Feed

Complete Security 
Policy and Procedure

Bundled Security Services

Key Benefit of MII MSSP Solution



Packages include deployment 1
1

Features Packet A Packet B Packet C
10-24GB 25-49GB 50-99GB/day

Servers Up to 10 servers Up to 20 servers Up to 40 servers

Windows, Unix

Network Devices Up to 4 devices Up to 8 devices Up to 16 devices

Switches, Firewalls, Routers

Security Tools 2 devices 4 devices 8 devices
IPS, Web Apps Firewall

Price per Month IDR 24,850,000 IDR 33,500,000 IDR 40,000,000

All packages include:
• Provision Sentinel Services
• Configure Sentinel to ingest log (MII will 

configure on the sentinel part, customer 
configure from the device/server part)

• Configure out of the box rules from 
Sentinel

• Transfer knowledge - 1 day training 
• Minimum 12-month contract
• Exclude Azure Credit Subscription



Scope of Work Service
12



1
3

MSSP Scope of Work

Deploy SIEM forwarder on Customer network to collect logs from
Customer assets and provision Azure Sentinel Services

It should be noted that the data sources (logs) are always stored
on the Log Management Server located in Customer Data Centre,
and never in our SOC facilities.

Monitor, analyse, and detect potential security attack on security
devices, network devices, server, and workstation that are
configured as data sources to SIEM

Analyse network traffic going from/to the customer device(s).

Even though only 8x5 Office Hour Security Monitoring Services,
our team will create rule to detect potential security attack, and
automatically send to ticketing system, once the ticket generated,
and the potential security attack is high and critical severity, our
team can help to solve the problem immediately

Mountain presentation by ContestDesign

24x7x365 Security Monitoring 
Services

Vulnerability management 
Services

Security Advisory Services

Cutting Edge and Advance 
Technology

Incident Response and Digital 
Forensic



MSSP 

•
-
-

-

-



MSSP 

-
•
•
•

-

-



MSSP 



MSSP 



MSSP 



MSSP 

•



Deliverables (1)
1. SIEM 

Deployment

2. Rule & 
Reporting 

Development
4. Vulnerability 
Management

3. Security 
Monitoring

Log From Data 
Sources  Devices 
Collected to SIEM

Assess Device Data 
Source to SIEM

Analyze Network 
Topology

Install and Configure 
SIEM

Analyze reporting 
document

Assess Possible Use Case

1. Deployment 
Correlation Rule

2. Deployment SIEM 
Use Case Scenario for 
Security Monitoring

3. Reporting Template 
for monthly report

Monitor, analyse, and 
detect potential security 

attack

Analyze Network Traffic

1. Ticketing Alert for 
every potential 
security attack

2. Weekly Report 
Summary Ticket

3. Monthly Report 
Security Monitoring

Assess Asset List

Develop Asset grouping 
Based on Devices 

Category

Perform Scheduled 
Vulnerability Assessment 

Quarterly

Vulnerability 
Assessment Report 

Quarterly



Deliverables (2)
5. Security Advisory 6. Incident Response

1. Security Advisory Ticket 
2. Security Threat 

information

List Customer Asset

Develop Asset Grouping based 
on Category Device

1. Root Cause analysis for 
security incident

2. Recommendation for 
mitigation on security 
breach

3. Incident Response Report

Assist immediate respond and 
mitigation on security breach.

Assistance to minimise the 
impact of security breach
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Steering Committee

Project Manager Project Manager

PIC Coordinator

Steering Committee
MII

Account Manager
MII

PIC Key Users Lead Consultant

Consultant

Structure & Project Organization 

Consultant





Thank You!

APL Tower 37th Fl.
Jl. Letjend. S. Parman Kav. 28, Jakarta 11470
Phone: (021) 2934 5777; Fax: (021) 2934 5700
Email: contact@mii.co.id

Intiland Tower Surabaya, 6th Floor, #2B
Jl. Panglima Sudirman Kav. 101-103, Surabaya 60271
Phone: (031) 5474217; Fax: (031) 5474 216
Email: MII.Surabaya@mii.co.id
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