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Who Are We?



Who Are We?

Company Name
Your Name

Your Profile – dolor sit amet, consectetuer adipi-

scing elit, sed diam nonummy nibh euismod tin-

cidunt ut laoreet dolore magna aliquam erat

volutpat. Ut wisi enim ad minim veniam, quis

nostrud exerci tation ullamcorper suscipit lobor-

tis nisl ut aliquip ex ea commodo consequat.  

Duis autem vel eum iriure dolor in hendrerit in  

vulputate velit esse molestie consequat, vel

illum dolore eu feugiat nulla facilisis at veroeros

et accumsan et iusto odio
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Is Microsoft 365 Secure?



Is Microsoft 365 secure? Yes, but…

It's the most targeted platform for cybercrime—

70% of cyber attacks target Microsoft Office products.

Source: Kaspersky, 2019
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Why is Microsoft 365 a growing target for hackers?
Because there’s a lot at stake…

Source: Skyhigh Networks, 2016

Sensitive Data

58.4% of a business’s sensitive data in 

the cloud is stored in Microsoft Office 

documents.

Confidential Files

17.1% of the average company’s files 

stored in OneDrive and SharePoint 

Online contain critical data, including 

financial records, forecasts, business 

plans and personal information.

Most Popular 

Enterprise Cloud
91.4% of businesses with at least 

100 users are using Microsoft 365. 
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https://www.skyhighnetworks.com/cloud-security-blog/7-charts-reveal-the-meteoric-rise-of-office-365/


Persistent and sophisticated threats | Human error | Poor user education | Careless handling of data

Microsoft 365 Security Risks: Root Causes

Cyberattacks Skyrocketed in 2018

“We have seen a 350% increase in ransomware attacks, a 250% increase in spoofing or 

business email compromise (BEC) attacks and a 70% increase in spear-phishing attacks in 

companies overall.”

Source: Industry Week article by Gregory Garrett, BDO’s head of U.S. & International Cybersecurity. 
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https://www.industryweek.com/technology-and-iiot/cyberattacks-skyrocketed-2018-are-you-ready-2019
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Ransomware

DamageAnatomy

• Exploitation

• Infection

• Ransom

• Pay or Restore

• Data loss

• Downtime & lost productivity

• Ransom costs

• Investigation costs

• Data restoration and system cleanup

• Remittance paid to affected clients or users

• Damage to reputation

Ransomware is costing small and medium-sized 

businesses $75 billion a year.

Source: Datto, 2016

https://www.datto.com/resources/state-of-ransomware-report-2016?utm_campaign=state-of-ransomware-ch&utm_medium=press-release&utm_source=13
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Botnet Attacks

In 2017, a botnet called KnockKnock was discovered 

targeting businesses that run Microsoft 365.

Anatomy

• Targets high-value accounts

• Keeps a low profile

• Exfiltrates data

• Spreads the malware across the network

• Difficult for internal IT to detect

Microsoft 365: Top Threats
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Insider Threats

of organizations have at least 

one insider threat each month.

Employee actions that can 
lead to costly data loss:

• Weak passwords

• Low awareness about phishing 

and other cybersecurity attacks

• Careless handling of data

Microsoft 365: Top Threats

of organizations have at least one 

privileged user threat each month.

Source: Skyhigh Networks, 2016

The biggest threats are inside your company.

57.1%

45.9%

https://www.skyhighnetworks.com/cloud-security-blog/7-charts-reveal-the-meteoric-rise-of-office-365/


What is Office Protect?



What is Office Protect?

Office Protect is an easy security management 

solution for Microsoft 365 that offers threat protection, 

monitoring, alerts and reporting to small and medium-

sized businesses.

You get best practice security settings, account

protection and better monitoring services.

Office Protect
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Monitoring & Alerts

24/7 monitoring and alerts identify threats, so we 

can prevent and respond to potential future 

issues.
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Office Protect: Monitoring & Alerts
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Office Protect: Monitoring & Alerts

• Any change to security policies

• Sign-in from unusual locations, unknown 

devices or IP

• Suspicious mailbox activities

• Administrator abuse 

• Any deleted accounts from hackers

• Emails sent to external sources

• Public sharing of company data

• Management impersonation via email by 

hackers

• Newly created accounts by hackers

• The creation of SharePoint sites 

What We

Monitor
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Best Practice 

Security Settings
Automated threat protection to prevent 

malicious activity from hackers and insiders 

with industry best practice security settings.
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Office Protect: Best Practice Security Settings
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Office Protect: Best Practice Security Settings

• Audit Logs Always On

• Mailbox Audit Logs Always On

• Multi-factor authentication

• Spam notifications

• Block harmful email attachments

• Prevent users from making their personal 

info public through their calendar

• Block mass exfiltration of company email to 

an external destination

• Alert you if users are spamming

• Improve users’ password habits

What We 

Handle
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Real-Time 

Reporting
Built-in reporting gives us insights and 

more visibility into how your employees 

are using Microsoft 365. 

Easy-to-read activity dashboards and 
automated reports.
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Office Protect: Real-Time Reporting
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Office Protect: Real-Time Reporting

Real-Time 

Reporting
• Uploaded, downloaded and restored 

files

• File, folder and site activities

• Sharing and access request activities

• Administrator activities
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Office Protect: 

Why Your Business Needs It



Get the best security settings to 

protect against advanced threats.

Because it solves all of these problems in Microsoft 

365…

24/7 monitoring, alerts and 

reporting gives you better insight 

into risks and user behavior, 

allowing you to respond to 

potential issues quickly.

Prevention

Why do you need Office Protect?
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Protection



Nearly half of security incidents in 

SMBs are due to human error.
It takes just one uneducated or 

distracted user to open a 

malicious file that can harm an 
entire company.

Because it solves all of these problems in Microsoft 

365…

Human Error Lack of Awareness 

The average organization receives 

2.7 threats each month in 

Microsoft 365. Cybercrime is a 
growing threat, especially 

ransomware.

Persistent Threats

Why do you need Office Protect?
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Source: Skyhigh Networks, 2016

https://www.skyhighnetworks.com/cloud-security-blog/7-charts-reveal-the-meteoric-rise-of-office-365/


Our Office Protect Offering



Office Protect: Pricing
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Threat protection using best practice security settings

24/7 monitoring & alerts

Real-time reporting/per

Microsoft 

365 seat

$PRICE

/per month

Microsoft 365

Office Protect

Microsoft 365 Bundle

Office Protect

Online Backup

QuickHelp eLearning for Microsoft 

365

$PRICE



A worry-free security management solution to protect your data in Microsoft 365

Quickly Respond to 

Evolving Security Needs

Advanced account protection

Strategic planning & compliance

Event monitoring and fast 

intervention

Audit & testing

We do all the heavy lifting 

24/7 monitoring & alerts

Remote management

Simple & Reliable

Increased visibility

Real-time reports on potential 

security risks, user behavior & 

incidents

Proactive prevention of threats 

and attacks 

Stay on Top

of User Activities

Cybercrime is big business. Don’t be a victim.
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Questions?
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Contact Info

Email: MyEmail@yourcompany.com

Phone Number: 123-456-7890

LinkedIn: www.linkedin.com/YourProfile
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