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Azure= 937} AE=2}0|¢A @IjE = X| &
Azuret= YAOA 718 40 Z2AXOl AES20|AHA HRIE K&

https://aka.ms/AzureCompliance

T1SO 27001:2013

11SO 270172015

T1SO 270182014

T1SO 22301:2012

T ISO/IEC 27701:2019
T1SO 9001:2015

T1SO 20000-1:2011
ISOC 1 Type 2

ISOC 2 Type 2

I1sS0C3

I CIS Benchmark

I CSA STAR Certification
I CSA STAR Attestation
I CSA STAR self-assessment

I WCAG 2.0 (1ISO 40500:2012)

I FedRAMP high

T EAR

TITAR

I DoD DISA SRG Level 5
I DoD DISA SRG Level 4
I DoD DISA SRG Level 2
I DFARS

I DoE 10 CFR Part 810

T NIST SP 800-171

T NIST CSF

I Section 508 VPATs

I FIPS 140-2

Idis

TIRS 1075

T CNSSI 1253

I PCI DSS Level 1

T GLBA (US)

I FFIEC (US)

I Shared assessments (US)
I SEC 17a-4 (US)

I CFTC 1.31 (US)

T FINRA 4511 (US)

T SOX (US)

T 23 NYCRR 500 (US)

I OSFI (Canada)

I FCA + PRA (UK)

T APRA (Australia)

I FINMA (Switzerland)

I FSA (Denmark)

I RBI + IRDAI (India)

I MAS + ABS (Singapore)
I NBB + FSMA (Belgium)
I HDS (France)

I K-ISMS

I AFM + DNB (Netherlands)

I AMF + ACPR (France)

I KNF (Poland)

I European Banking
Authority (EBA)

I FISC (Japan)

T HIPAA BAA (US)

T HITRUST certification

I GxP (FDA 21 CFR Part 11)

I MARS-E (US)

I Argentina PDPA

I Australia IRAP Unclassified
I Australia IRAP PROTECTED
I Canada Privacy Laws

I China GB 18030:2005

I China DJCP (MLPS) Level 3
I China TRUCS/CCCPPF

T EU EN 301 549

I FERPA (US)

I CDSA

I MPAA (US)

I FACT (UK)

I DPP (UK)

I TISAX (Germany)
I NERC

I GSMA

I EU model clauses

I EU—US privacy shield
I GDPR

I Germany C5

I Germany IT-
Grundschutz workbook

I India MeitY

I Japan CS mark gold

I Japan my number act

I Netherlands BIR 2012

I New Zealand Gov CIO
Framework

I Singapore MTCS Level 3

I Spain ENS High

I Spain DPA

T UK cyber essentials plus

I UK G-Cloud

I UK PASF

I TruSight
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Cloud native stateful [ spoke 1 3

Firewall as a service
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Microsoft Threat Intelligence
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Azure
Firewall

SH Al E X| FQDN Filtering
1 O /| O FQDN Tags (e.g., Azure Backup, App Service Environment)
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Azure Firewall Manager
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Load
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Automatic reconfiguration
2 SEALE
SA A

EAE
=

=
St

Outbound connections(SNAT)
7t HESRIA WE2| 742l 1P A0 M
CIHUIOl S & IP FAEQ HE OFR

I_O

E SE2 Load BalancerQ|

PELR 3

T

|H
A
im |

o=
Default Distribution Mode
Azure Load Balancer= 02| VM
QAAAEHA 7H0| ECfEHZ S0 &

A

Public Load Balancer = 2= Egfj&o
VM O] At |p =4 Bl LE HSof OjE st

I

TCP Port 80
l

| 22 |p TAQ ZE HSE
= 7|2 N&ots AH|A




Internal LHE Load Balancer= 7}t HEQA WEO| 2|AA 2D EfE S

Load HESHAHLE VPNS AFESHH Azure Q1 Ej0f Ol M| A
Balancer
Ofel O] 20 AFE TCP Port 80

[ 7t HIEXZR W running

[ARA-ZH0|A Jha HEYS
Web Tier Subnet =

[ CF AS of =2l ofd

|E

ILOB (7|7t ¢ F) 88 == VM

~ ~
~
-~

Database Tier Subnet ,—

-
SQL

15



Azure
Application
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=8 7/|s

Autoscaling

Web Application
Firewall (WAF)

Zone redundancy

WAF custom rules }

[ ][

[ 1

[ Static vIP ][

(" Azure Kubernetes R E Transport Layer Security }

Service (AKS) (TLS)/Secure Sockets
Layer (SSL) terminatio
Ingress controller

AN

p
Azure Key Vault End-to-end TLS

integration encryption

J

Rewrite HTTP(S)
headers

Custom error pages

URL-based routing

HTTP/2 support

[ Session affinity
[
[
[
[

)
\ ) )
[ ] WebSocket support }
[ Multiple-site hosting ] }
[ 1 )

Traffic redirection Connection draining

16

Azure Application Gatewayt
—II_El re) J\ O|I_ _?_é! EEH'LLI H

"' €— contoso.com —>

I=|
of =

Application Gateway

WAF

N
A\ = 4

/

/images/*

AN

/video/*

| OfZ2|AH O] M0 Cligt EffH =
A ZE K| (Layer 7 ZHK])

Image Server Pool

H| <

H| <

Video Server Pool

H| <

H| <




Azure
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Global DNS load balancing
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Azure VPN Gateway

On-Premise 2} IPSec VPN ¢4

S2S

High throughput VPN — 10Gbps

I New Azure VPN gateways — VpnGw3/4/5
I Up to 10 Gbps aggregate

IUp to 10,000 P2S connections

IKEv1 + IKEv2 on VpnGw1-5

IIKEv1 on new VpnGw SKUs (1 ~ 5)

I Multiple IKEv1 S2S tunnels

IIKEv1 and IKEv2 on the same VPN gateway

VPN gateway packet capture
I With 5-tuple packet filter
I ETW or PCAP formats

Custom IKE traffic selectors

= of7| ?lgt MH[£

P2S

AAD auth + MFA  PreviEw

Azure VPN Client (Windows App)
I OpenVPN protocol

I Native AAD authentication with MFA

I Client-side Diagnostics, Logs, & Metrics

SKUs Aggregate throughput P2S connections
VpnGw1 650 Mbps 250
VpnGw2 1 Gbps 500
VpnGw3 2.5 Gbps 1000
VpnGw4 5 Gbps 5,000
VpnGw5 10 Gbps 10,000

IKEv1/v2

IKEv1+IKEv2
IKEv1+IKEv2
IKEv1+IKEv2
IKEv1+IKEv2

IKEv1+IKEv2

B2z | SCK
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Azure Firewall 2 O| &%t DMZ HE A|LtZ[L

On-premises network Azure virtual network

10.0.255.255/27 10.0.4.0/24 10.0.1.0/24 10.0.2.0/24 10.0.3.0/24
Data tier subnet [l Data tier subnet Data tier subnet Data tier subnet Data tier subnet
1L Gateway Azure Firewall @ @ @
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On-premises network Azure VNET
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Gateway subnet Public DMZ in Web tier
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