
Our DFIR Services assists 
organizations in ensuring they are 
ready to respond to an incident 
with our Readiness Services:

• Incident Response Plan Gap 
Analysis Assessment

• Incident Response 
Plan Development

• Incident Response 
Plan Testing

• Incident Response Runbooks

• DFIR Knowledge Transfer

• Compromise Assessment

Our DFIR Team provides incident response capabilities 
globally through a retainer and readiness services. 

In today’s complex threat 
landscape, no one is immune 
from cyberattacks and data 
breaches, and organizations 
increasingly understand that 
planning for security incidents 
is an essential element in their 
business strategy. Today, your 
response efforts to an incident 
has a direct bearing on 
reputation, share price, and 
business success. While 
incidents are increasing in 
frequency, businesses are 
spending more time and 
money on remediation. 

By developing a programmatic 
and methodical approach to 
incident handling, organizations 
are in a better position to protect 
their environment in today’s 
fluid threat landscape and 
maximize operational efficiency 
and effectiveness. 

Data sheet

Digital Forensics and Incident 
Response Global Services

Service level Client benefits

Readiness Services Assessment of current incident response plan and 
procedures to evaluate preparedness level. Test and 
practice mock incidents to help reduce response time.

Retainer and 
Emergency Response

Highly skilled DFIR responders available 24x7x365 for 
client needs.
Immediate response to incidents.
Brand protection.

Security Consulting Services

Incident Response Retainer and Readiness Services

Incident response 
planning is one of the 
most effective ways to 
reduce an incident’s 
impact and timeline.

Should an incident occur, DFIR 
Retainers and Emergency 
Response Services enable our 
clients to have a world class team 
working for them immediately.

Client benefits
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Get in touch

If you’d like to find out 
more about our DFIR 
Global Services, whether 
for Readiness Services or 
a DFIR Retainer, speak to 
your client manager or 
learn more here. 

Key service features

Global experience
More than 15,000 security engagements with clients spanning 
49 countries across multiple industries.

Track record
Decades of experience in providing professional, support, managed, 
and fully outsourced security services to over 6,000 clients.

Expert skills
Highly certified security consultants with expertise across various 
infrastructures, systems, and application technologies.

Proven approach
Client-centric, pragmatic approach using proven assessments, 
methodologies, frameworks, and best practices to deliver consistent, 
high-quality engagements.

Why NTT Ltd.?

How we deliver
Our Global DFIR Team have 
consultants in regional locations 
around the world, enabling us to 
offer full ‘follow the sun’ incident 
response capabilities to our clients 
during a major incident. We scope 
the incident, identify end goals, 
along with rules of engagement 
and follow a standardized 
methodology for a swift resolution. 
We can deploy onsite or remotely 
as needed. All incidents are 
handled in a forensically-sound 
manner and all cases are treated 
as if they will proceed before a 
court of law. The Global DFIR 
Team are members of FIRST 
and have obtained CREST
accreditation in cybersecurity 
incident response services.

Service level Readiness DFIR Retainer

On-call 24x7 to respond

Rapid remote deployment of DFIR tools

Integration with our Global Threat 
Intelligence Centre (GTIC)

Onsite deployment as needed

Assessment of current incident 
response planning

Knowledge transfer

Compromise assessment (network, log and 
endpoint analysis)

Digital forensics and malware analysis

https://hello.global.ntt/en-us/products-and-services/consulting-services/security-consulting-services
https://www.crest-approved.org/about-crest/support-to-industry/index.html
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