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Wipro’s Azure Cloud Security & Compliance Solution Overview
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• Network Segmentation

• NSG/ASG

• Azure Firewall

• DDoS Protection

• WAF

• Remote Connectivity/Access

• Azure Blue Print [ex: PCI DSS]

• Azure Policies

• CIS Azure Security Benchmark

• Security Automation

• Host Security Baseline

• Azure Security Center for 
Cloud Security Posture 
Management (CSPM)

• Vulnerability Mgmt.

• Secure Score

• Azure Defenders for Cloud 
Workload Protection 
(CWPP)

• Regulatory Compliance

• Continuous Cloud App Risk 

Governance (Wipro CARG)

• Disk/Storage Encryption

• Azure Key Vault / HSM

• Storage Security

• Sensitive Info 
Discovery/Classification

• Azure Sentinel setup 
and integrations, 
Workbooks and SOAR 

Playbooks

• Integration of Azure 

Security Events with 
SIEM Platform 

• ( ex: Azure Sentinel)

• Identity Prov.

• SSO

• MFA

• RBAC

• Azure PIM & Governance using 
Cloudknox

• Identity Protection

Layered security for defense in depth strategy

 Gain greater v isibility & control

 Enable security  at cloud speed

 Protection f rom cy ber threats

 Meet compliance requirements

 Seamless and rapid deploy ment of  security  

& compliance controls lev eraging Wipro’s 

accelerators, f rameworks and best 

practices.
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