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Azure Security Review Overview

› Based upon Microsoft Best Patterns and Practices and Sirius’ real-

world experience with clients

› Based upon 6 pillars:

‐ Availability

‐ Scalability

‐ Resiliency

‐ DevOps

‐ Security

‐ Management Tools

› Evaluates architectures and implements designs through remediation 

that support the 6 pillars
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Azure Security Review Objectives

› Identify:

‐ Usage

‐ Workload(s)

‐ Current and Future State Requirements

‐ Subscriptions

‐ Resources

‐ Security

‐ Governance
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Azure Security Review Next Steps

› Provide:

‐ Full analysis, recommendations, and remediation to enable a secure 

and trusted Azure environment for all current and future workloads

‐ Remediation includes the following services (not an exhaustive list)
– Azure Policy

– Azure Blueprints

– Azure Security Center

– Azure Service Health

– Azure Activity Log

– Diagnostics and Logging

– Metrics and Alerting
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