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Microsoft Security Baseline



Agenda

• Overview of Microsoft Security Baseline.

• Why it is a must in today's World.

• Components comprising Security Solution.

• Part these components play in Securing You.

• Cost of Security Vs Cost of being hacked.



Why are we here?

In 2020, the number of 
data breaches in the 

United States came in 
at a total of 1001 

cases. Are you the 
NEXT!!



Cost to business from Cyber Attacks



• The length of time you’re required to 
offer monitoring.

• File a notice with your attorney 

• Getting the police involved might seem like just 
another drain on your time.

• maintaining your reputation after a cyber 
attack is vital.

• Weak/stolen passwords

• Device loss/theft

• Out of date software and/or IT systems

• Malware (malicious software)

• Use of unsecured networks (like public 
WIFI)

• A data breach has occurred

• The date it happened

• What kind of information has been 
compromised

Report it
Find the 

cause

Check 
state law

Contact law 
enforcement

How much will it cost you to communicate to all 
your customers? Will they stay with you after this?

How much time and distraction 
will this cost to your company?

How long will it take to figure out the breach and will it 
really be resolved without the right tools?

How much time and distraction 
will this cost to your company?

What to do if your business is hacked!

Hacked!
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Microsoft Security Baseline

Microsoft
Intune

Bring Your 
Own Device

Advanced 
Threat Protection

SECURITY

Multi Factor 
Authentication

Azure Information 
Protection



Stay protected with Microsoft Intune?

• Mobile device management (MDM) and 

mobile application management (MAM).

• Control how your organization’s devices are 

used.

• Configure specific policies to control 

applications.

• Being protected and having the best user 

experience.

• Protect data with or without device enrolment.



Stay protected with Microsoft Intune?

• Choose to be 100% cloud with Intune.

• Set rules and configure settings on personal and 

organization-owned devices.

• Deploy and authenticate apps on devices on-

premises and mobile.

• Protect your company information by controlling 

the way users' access and share information.

• Be sure devices and apps are compliant with 

your security requirements.



Manage work data on mobile devices with Intune

Enroll devices for
management

Provision settings, 
certs, profiles

Report & measure device 
compliance

Remove corporate
data from devices 
remotely

Publish mobile
apps to users

Configure and
update apps

Enforce that work data 
cannot be saved on personal 
apps 

Secure & remove corporate 
data within mobile apps

Mobile Application
Management (MAM)

Conditional Access:
Manage which apps can be used 
to access work email or files on 
personal devices

Mobile Device Management
(MDM)

Conditional Access:

Manage access to company 

owned devices.
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The data found in this report is timely and shows the following details:
• If a device has real-time or network protection, as well as the state
• The status of Windows Defender
• If Tamper protection is enabled
• If the device is a virtual machine, or a physical device.
• Calls out the unhealthy device, the user name, and severity.
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BYOD in the Workplace

• Allow employees to use their own laptops, 

smartphones, tablets, or other devices in a work 

environment.

• Monitor Unprotected and Unmanaged Devices.

• Data Encryption Capabilities. 

• Enable Multi Factor Authentication. 

• Protect data from Ex Employees on data theft.

• Enable Flexibility in Work from home with BYOD 

Policy.
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What is BitLocker Encryption?

• Integrates with the operating system and 

addresses the threats of data theft. 

• BitLocker helps mitigate unauthorized data 

access by enhancing file and system protections.

• It provides an extra level of protection around 

your files.

• Hard disk encryption capability.

• Enables security officers to quickly determine 

the compliance state of individual computers.



Advanced Threat Protection 
• Anti-phishing checks incoming messages for indicators that a 

message might be a phishing attempt.

• Protect against malicious links in email or Teams with real time 

scanning using ATP Safe Links.

• Powerful experiences help identify, prioritize, and investigate 

threats.

• Extensive incident response and automation capabilities.

• Real Time Reports and Insights. 

• Apply Safe attachment policies to make sure the files coming in 

are not malicious. 

• Scan URLs and Links.



Azure Information Protection

• Configure policies to classify, label and protect data based on its 

sensitivity.

• Automatically classify emails and documents based on preset rules.

• Track activities on shared data and revoke access if necessary.

• Share data safely with co-workers as well as your customers and 

partners.

• Protect company's confidential files with Rights Management

• Encrypt the files to a specific set of recipients.

• Remove the challenge of unauthorized users viewing sensitive 

content.

•



Manage Endpoint Security

• Review the status of all your managed devices.

• Use the All devices view where you can view device compliance from a high level.

• Deploy security baselines that establish best practice security configurations for devices. 

• Manage security configurations on devices through tightly focused policies.

• Establish device and user requirements through compliance policy.

• Email gateway to block phishing and social engineering attempts targeting your employees.

• Integrated firewall to block hostile network attacks

• Proactive web security to ensure safe browsing on the web





 Configure Office ATP

 Configure Intune MDM Enrollment – Computers and Mobile Devices

 Configure AIP Base Policies

 Configure Bitlocker

 Configure Baseline Compliance Policy

 Configure MAM

 Configure 2-Factor Authentication

 Configure One-Drive Redirection – Desktops

 Configure End-Point Security

One-Time Fee

Computer Solutions East, Inc.
481 Main Street, Suite 100, New Rochelle, NY 10801 | (914) 355-5800 | info@computersolutionseast.com

Reach us

NOW!

Microsoft 365 Security Baseline Service

*Requires M365 Plans

**Up to 25 users

$3,999



Monthly Security Monitoring & Audits

 Threat Management

 IT Compliance Requirements and Support

 Vulnerability Management

 Network Attack Simulator

 Remote Computer Support

 Firewall Management

 Manage End-Point Security

Monthly Recurring

Computer Solutions East, Inc.
481 Main Street, Suite 100, New Rochelle, NY 10801 | (914) 355-5800 | info@computersolutionseast.com

Reach us

NOW!

Managed Security Services $ 999.00



Minimum Average 
Ransomware 
Attack Recovery Cost

$300,000/Incident

What would You Choose??
License Cost/month Cost/Year Cost for 25 years

Microsoft 365 Business 
Premium

$20.00 $240.00 $6,000.00

Windows 10 pro (One time) $200.00

Microsoft Security Baseline 
Service (Onetime)

$3,999.00

Total Cost for 25 Yrs. $10,199.00

Separate Individual licenses

Advance Threat Protection

Plan 1 $2.00 $24.00 $600.00

Plan 2 $5.00 $60.00 $1,500.00

Windows 10 pro (One time) $200.00

Microsoft 365 Business 
Premium

$20.00 $240.00 $6,000.00

One drive $20.00 $240.00 $6,000.00

Microsoft Intune $6.00 $72.00 $1,800.00

Azure Information Protection $2.00 $24.00 $600.00

Microsoft Security Baseline 
Service (Onetime)

$3,999.00

Total Cost for 25 Yrs. $20,699.00



Address

481 Main St #100, New Rochelle, NY 10801, 

United States

Schedule a visit! 

You can find us Online

https://www.computersolutionseast.com/

https://www.facebook.com/computersolutionseast

https://twitter.com/CSE_Info

Computer Solutions East

thank you.

Sales

sales@computersolutionseast.com

(914) 355-5800
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