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The Oxford Computer Group (OCG) is a | Microsoft Identity Manager provides its own user interface for the administration
global IT services company with offices | of objects within the Identity & Access Management (IAM) system. The configu-
in the USA, UK, Benelux, Germany and | ration options (design, layout and function) of this standard interface are greatly
Austria. OCG is a worldwide recognized | enhanced by the OCG User Interface for MIM and IDABUS (IDABUS Ul). The IDA-

expert in the planning and realization of | BUS Ul can also be used, to connect to the IDABUS Azure IAM System!
solutions in the area of Directory Services,

Identity and Access Management (IAM)
systems, Service Automation and Cloud
Services based on Microsoft technology. In
the field of Identity and Access there has
been a close cooperation between Micro-
soft and OCG over 15 years. OCG provi-
des an extensive portfolio of extensions
and complementary solutions for systems.
Especially for the area of Microsoft Cloud,
OCG offers specially adapted solutions | M Predefined user interface form templates enable quick and easy implementa-
for the realization of a central or the in- tion into the Identity Manager infrastructure and the processes mapped there.
tegration into an existing IAM system. The
role-based and delegable assignment of | m The IDABUS Ul offers a browser-independent display of the forms.
authorizations is a special focus. An ex-
cellent functional and strategic consulting,
up to the complete project planning and
implementation, the development of spe-
cial solutions according to customer speci-
fications, workshops and a large selection
of trainings are components of the services

The IDABUS Ul provides a user interface suitable for administrators and end users
alike, which can be adapted to individual and customer-specific requirements.
Proven web technologies (HTML5 Single Page Application, jQuery, CCS3 and
Bootstrap) were used in the development of the IDABUS UI.

In detail, the IDABUS User Interface extends the Microsoft Identity Manager por-
tal solution with the following additional functions:

B Integration with various enterprise portals is possible (including partial views
and tasks or also the integration into Microsoft Teams).

B The user interface provides a comprehensive and intuitive framework for the
creation of additional individual user interface components for the manage-
offered by OCG. The support contracts of- ment of users, groups, roles and various structur'es (organization tree, .DFS file
fered by OCG allow a predictable relia- structures, Active Directory topology or SharePoint structures) (e.g. adjustable
bility for the system in case of problems search mask, date-time picker, image uploader).
even dfter the completion of the project.
The contracts can be individually adapted | ™ The IDABUS Ul allows dynamic queries of databases, web services or directories
to the needs of the customer. These can while entering data (e.g. to generate unique login names).
include the on-site availability of consul-
tants in the event of a problem within 24 | M The IDABUS Ul provides the ability to centrally manage Azure AD (AAD) cloud
hours or a response time in the event of a identities, B2B identities, and integrate cloud identities with on-prem identities.
problem within four hours. The numerous This requires also custom extensions into the sync engine and the MIM Portal.
training courses offered by OCG ensure a
fast and effective transfer of knowledge, | m The dashboard of the IDABUS Ul also offers a clear display of open process
so that systems can be operated cost-ef- requests, status of system connections from the Sync Engine, quick access to
fectively or developed by the customer as reports and to important settings from the Identity Manager. A very comfort-

required. As the only.Microsoft partner, able search function with export options (Excel) complete the dashboard.
OCG has been developing IAM courses for

Microsoft for more than twelve years. In
addition, OCG exclusively offers advanced
courses for developers and system integ-
rators. Until today OCG has trained more
than 7,500 IAM professionals worldwide.

B The permissions assigned to objects and attributes in the Identity Manager
portal can be used directly by the IDABUS Ul and therefore do not require any
additional configuration effort for the realization of administrative concepts.

B The user interface only extends the Identity Manager schema by some attri-
butes and object classes. It therefore uses the same database as the Identity
Manager Portal or the IDABUS Cosmos DB in the Microsoft Azure Cloud infras-

tructure.
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WIQXEORD] Identity Manager @D Ll - |
ﬂ Browse everything Profile | III Reporting Portal Settings
Home Access all your resources, in one place View your account info and access rights 1 Get informed about every change in system Find and add widgets as you like
Request Overview = My Requests
Search
Completed
¢ E Search Requests
@ Authorizing
Message
Aug.18 16:20
Failed
f:_i Update to Person: "Max Mustermann" Request
Structure
a 36 203 12 Approver:  Cameron Hetfield
a
4 MANAGED USERS - MANAGED GROUPS
Actiol
ction m Aug.18 14:16
— 25 3 ) "
= ﬁ. a2 Update to Group: "DE Employee" Request
B MANAGED ROLES NEW MESSAGES
Setting
Approver:  Behrang Nitsche
== Sync Errors == Sync Warnings Sync Status
gg Aug.16 12:09
30 AD [£x)
25 Update to ocgOrgUnit: "OCG World Wide" Request
20 Portal
15
10
5 SAP HR Approver:  David Fincher

UI Version: 3.0.1 | Data Service Version: 2.1.0

Depending on the requirements, different modules can be selected for the dashboard and combined to create a custom
Luser interface”. These settings are stored per user in the Identity Manager portal.

The following standard modules are available:

B Comfortable search function with export possibility of search results.

B Structure view (tree) for different object types like: Organizational Units, Business Roles, Locations and PAM Groups.
B Request & Approval Manager

B Attestation Manager Adjustable SoD rule base

B Adjustable SoD control base

B RBAC functions in all relevant forms (User/OU/Role)

B Various wizards (e.g.: user, group, role, OU creation)

B Detailed views for users, groups, organizational units, roles and permissions (e.g.: General Attribu- tes Viewer, Group
Membership Viewer, Role & Identity Viewer, Mobile Setting Viewer, Azure AD Viewer, Sync Status Viewer).

B Requesting Privileged Access Management (PAM) ,candidates” for Active Directory Domain Services.
B Requesting temporary administrative privileges if one has already been pre-confirmed as a candidate in PAM.

B The OCG Ul can also be operated without portal integration. The Identity Manager Service is then only considered as
the back-end and the OCG Ul is used as the front-end.

B An extensible Outlook app provides a rich experience for Outlook or OWA users (Exchange version 2013 and later).

B The OCG Ul has its own lock screen and can be used with different accounts (to the current login user).
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mimadmin .

Structure X :
Consulting D1001001002 2 Refresh Al
Home =i i =| = = OCG Object Identifier
hon_mm & Cloud ou: Con.sultlng,OU DE !’erson,OU 0CG DE,OU=0CG ) Save All
I . World Wide,OU=MIMObject,DC=contoso,DC=demo
4 & 0CG World Wide 1 DE Person OCG Break Inheritance AL BIE
Search
4 & OCGDE
» & DE Computer
ﬁ & General Info - & OU Members e -
Message » & DE Group
“ & DE Person
Country/Region Germant s
S A eSS TY/Regi Y, Display Name Y  Account Name Y
Structure » City Erding Andreas Zemla andreas.zemla
) Anton Walker anton.walker
> &L Design Office Phone +4981228920890
Bradley Fowler bradley.fowler
4 > & HR
Action Fax +49812289208999 Dlane all daneral
> & Management
Office Location = Eleanor Webb eleanor.webb
— » & Marketing
—— M . Eva Clarke eva.clarke
Setting > & Support lanager
Eva Davies eva.davies
» CG NL
=@ Eva Watson eva.watson
> & OCG UK & Structure @ - Jack Henry jack.henry
> 0CGUS James Cowling Jjames.cowling
> & Temporary 4 & OCG World Wide
4 & OCGDE a7 g | 5 |5 1-10 of 17 items
“ &b DE Person
& Consulting

If required, the standard MIM portal form (e.g. for administrators) is still available via a link in the Ul.
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A Eva Clarke e B2B / AD User 2 Refresh Al
Invitation Accepted
Search Bl

oy

& General Info zc - & Azure Info Z -
Message
: First Name Eva Given Name Eva
Structure Last Name Clarke Surname Clarke
' Middle Name EC Sponsor Moritz Becker
Action Display Name Eva Clarke End Date 09.12.2018
Account Name Sync to local AD true
— eva.clarke
E unique login name
Setting Principal Name eva.clarke@idabustestmo.onmicrosoft.com
Domain CONTOSO
Azure ID a360fdd8-a55c-4clc-al78-09332b8e3d60
Resource ID 1ba3317¢-82cf-4f45-a943-c162f7df8983
Description =
B3 Identity & Roles o -
| Assigned organizational units +
= Work Info @ c - :
&% Consulting o
Employee Start Date 31.12.2009 & Marketing W
Employee End Date 30.12.2029 | Assigned roles
Employee Type External A Basic Employee

| Identity Manager

mimadmin .
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