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SSHepherd

Removing the SSH Attack Surface

A critical component to a multi-layered security strategy
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What is SSHepherd?

> A software security product
» Removes the SSH attack surface

> Still allows remote access and management using existing
SSH commands and tools

» Secures Linux endpoints on-premise and in the cloud
» Stops SSH key abuse and sprawl

> Audits, records, logs, and stores all sessions (live and
recorded)
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The Back Story

Working on our AD Bridge product

Placed Linux servers into the cloud for
testing

Within minutes, they were being
scanned by hackers / bots

Reviewed our Linux logs and saw all
the username and password attempts
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financial records

Millions of Linux endpoints are |
deployed across enterprises with A

more being deployed every day A Microsoft Azure

These endpoints often contain
confidential corporate and customer
information, run critical apps, and o
perform essential functions for the .
business Ja "%

Credit cards

Patient data
Customer records
Financial statements
Legal documents
SAP

Oracle

ﬁ-.m
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To work on these Linux servers, . .
administrators connect to them Y -‘»

using the SSH protocol A
Microsoft Azure
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To connect to these servers using
SSH, credentials (usernames and p .
passwords) or SSH keys are required - J,,

A Microsoft Azure
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To make it easy to remember,

administrators often use simple

usernames and passwords

Top Passwords

root
admin

financial records

1234

admin

password customer addresses

default ) i

admin1234 | | J—
ftp i

Test | A A3 "‘
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financial records

As a result of using simple

passwords and sharing SSH
keys, there have been many
breaches of SSH

SecurityIntelligence

I-| Home [ News

Xte

W New FritzFrog Botnet Breaches Over
500 SSH Servers

October 9, 2020 @ 6:00 AM | By David Bisson | 2 min read !
i

L 4 A new peer-to-peer (P2P) botnet called FritzFrog has breached over 500
secure shell (SSH) servers, including those operated by a railway company

and some well-known educational institutions in the U.S. and Europe.
p=11] in dct

only on SSH accounts: Mo "main GoDaddy accounts” were affected by the
activity.
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Hackers know that thes=
have valuable informaticr—=

constantly scanning these Linux
endpoints looking for open SSH ports

N N/ "\ \_—

Open SSH Port
discovered!!

financial records

Microsoft Azure

File Actions Edit View Help
customer addresses

rDNS record for 139.162.17.173: breadfr

Not shown: 988 filtered ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

110/tcp closed pop3

143/tcp closed imap

443/tcp open https

465/tcp open

587/tcp open

patient records

open
open
open
open s
12000/tcp closed c

P sses ost up) scanned in .8 onds
L:#$ nmap -Pn 52.170.44.1
Starting Nmap. 50 ( https://nmap.org ) at 2020-11-16 16:49 CST
[Nmap scan rg ¢ for 52.170.44.1
Host is up. .059s latency).
[Not shown: -39 filtered ports

PURT S1ATE SeErVICE

22/tcp open ssh

.

INmap done: 1 IP address (1 host up) scanned in 11.06 seconds

To see how hackers have attempted to penetrate your Linux servers, take a look at your Linux logon ‘secure’ system log where every logon attempt is captured.
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financial records

Once the hacker finds an open
SSH port, he/she can use a
Dictionary of terms to attempt to

access the Linux endpoint .
P Microsoft Azure

customer addresses

patient records

Successful
Access!!
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Once the hacker has penetrated one
endpoint, he/she now has horizontal
access to other Linux endpoints to look
for valuable data

Credit Cards
Compromised!!

[AUDIT
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SSHepherd makes Linux
SSH Invisible & Secure

SSH ports
removed

A Mlcrosoft Azure

SSHepherd cloaks SSH so
that the SSH attack surface is
completely removed

W

AN

"

. SSHepherd

Command and Control
Console

customer addresses
SSH ports
removed

» No sshd services are running and no open SSH
firewall ports

» SSH ports cannot be scanned

» Continue using your Key Management solutions,
SSH tools, and scripts — while preventing
unauthorized individuals from even seeing the
interfaces
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Hackers will not see SSH

A Mlcrosoft Azure

No SSH ports will

show up in the scan
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Multi-Layered Security is a Best Practice

What are security administrators currently

doing to help prevent SSH hacks? _
Good but can require a lot of

configuration work/scripts and it's

_ hard with automated workflows

[ Yes, but the hackers have ] _

automated dictionary and other

brute force techniques Helpful but configuration file can get

overwritten, or updated where something

— got missed and discovered too late
Helpful but still vulnerable to
man in the middle attacks

Helpful but the hackers can
the administrator

[ Yes, but the hackers will still find it if it J

can be scanned
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What are critical features for a multi-layered
secure SSH solution?

It needs to remove the SSH It must be easy for the Linux
attack surface entirel atun and adminicta

v" Remove the SSH Attack Surface

v Work with existing SSH commands, Key
Management solutions, and DevOps tools

v' Easy setup

must work with existing c c
tools, scripts, and DevOps command line and web Ul
processes interface
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SSHepherd Process

N
To initiate SSH, the Linux SSHepherd verifies the user [l NOT be

administrator will type ‘shepctl’ and device and wakes SSH

from the command line is active

The administrator can then
use all SSH commands and
related tools

SSHepherd

Command and Control
Console

SSH Session __Authentication
Request TCP 443

customer addresses

Watch live sessions, search
them, stop them, and be
alerted in real-time on specific
activity into your SIEM S

patient records

Session are recorded and
stored to provide oversight
and an audit trai

The Leaders in Enterprise Policy Management



FULLARMOR
SSHepherd Setup

1) Install the SSHepherd 2) Install SSHepherd agents to 3) Enter the user and device
console (either in your Azure the Linux endpoints whether on- combinations to create SSH
tenant or on-premise) premise or in the cloud access groups

<

A Microsoft Azure

A Microsoft Azure

Setup Administrator

1) Install the SSHepherd 2) Type ‘shepctl’ to initiate a 3) Continue using SSH, Key
cmd line tool secure SSHepherd tunnel management, scripts, and
automation tools

Apt/lyum/zypper install shepctl Shepctl -h for Help and 7
detailed usage instructions y

& RedHat
Ansible Automation
Platform

Linux SSH User
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SSHepherd Architecture

» Authorization (Access Management)
Azure

Li Admi . . . . .
e 2aming » Session Recording (Live and Archive View)
Linux VM’s

SSH Clients
Chef/Puppet/Ansible

4—SSH Session Authentication
Request TCP 443 v
>_SSH

SSHepherd C3

(Command and Contro
Console)

. SSH Session, Key Exchange, Encryption :

Session Recording

g
E
On-Prem
Linux VM’s AWS/GCP
Linux VM’s
Session Auditing and Recording
* Live view
« Archive

Firewall * Session is killed if attempt to stop
e = E recording (no hiding what you're doing)
* Sessions are streamed back to C3 in real
time (No deleting the recording from live

session)

Web console
Session Recordings
User/Group/Hosts Management
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Full Armor Contact

Rich Farrell
rfarrell@fullarmor.com

SSHepherd

Removing the SSH Attack Surface
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