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External File Sharing
Management

Enable collaboration and protect
sensitive files, stress free




Control: External File Sharing Management in Real Time

Challenge

Don’'t let sensitive data get into
the wrong hands.

Organizations are exposing themselves to
significant data breaches due to the increase
in files shared externally.

The current lack of visibility and control over
this growing activity results in harmful access

of sensitive data by unauthorized third-parties,

Jjeopardizing secure collaborations.

Know what's been shared and
revoke access to what shouldn’t
have been.

Note("): Patents filed and pending award.

Solution

Secure collaboration by having full visibility and
a centralized control on all files shared.

@ Automatically identify all files shared with
third-parties via collaborative tools for

sensitive data

©® Dynamic dashboard displaying sensitive files
shared with external users

© Receive timely alerts on risky file sharing

® Revoke access to these files from
unauthorized third-parties

True A.lL

=

Groundbreaking A.l.
Technology with 7 patents® and counting.
Unlocking your potential of DevSec Ops.

Your Benefits

@ Total visibility of data sharing activities
© Realtime alert on data sharing anomalies

@ Immediately revoke access to prevent data
breach

Requirements

Collaboration Platforms:

. & i
Microsoft Teams

Enterprise Content Management (ECM):

=. Microsoft 365 H} SharePoint




Full Visibility and a
Centralized Control on
File Sharing Activit

Overview on All Files Shared Externally via Microsoft
Teams that contain Sensitive and Personal Data

Identify how these Files were Shared
(3) List of Sensitive Files with Key Metrics

Sharing Date

External Access by Public and Business

Guests

Amount of Personal Data
Risk Level

0 Access Control: Remove Access to Unauthorized Guests

Overview on which Guests have Access to your Files

O

6 Overview on which Users in your Organization are Sharing
Files Externally

@ External File Sharing
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‘What are the files shared externally?
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Features

‘ \ External File Sharing Management

What are the files shared externally?

Files

32K

0 2.4% compared to last 30 days

How are the files shared?

Anyone with a Link

2.1K /32K Fies

Y Investigate

Files

What are your files shared externally?

dathena

Product_roadmap_2021.pdf

Sensitive Files

9.2K /32«

G 8.2% compared to last 30 days

Public Email Domain

14K /32K cics

Y Investigate

12 Jan 2021

=

Sensitive Files with Personal Data

6K o2k

&2 15% compared last 30 days

See details

Business Email Domain

23 K/32K Files

Y Investigate
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‘@ Recommendations ©

20 high-risk files are shared with more x

than 18 guests having a public email
domain

Y ADP Z Take Action

20 high-risk files are shared with more x

than 26 guests having a business
email domain

\" ADP Z Take Action

13K Accounting & Secret files
are not protected against data
loss

\" ADP Z Take Action

23K Sensitive files are shared
externally

‘\ EFS Z Take Action




Features

What are the files shared externally?

Files

32K

o 2.4% compared to last 30 days

How are the files shared?

Anyone with a Link

2.1K /32K Fies

Y Investigate

Sensitive Files

9.2K /32K

0 8.2% compared to last 30 days

Public Email Domain

14K /32K fies

Y Investigate

Sensitive Files with Personal Data
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Files

What are your files shared externally?

Sharing Date « Public Guests « Business Guests « Personal Data +«

Product_roadmap_2021.pdf 12 Jan 2021 o 9

e List of Sensitive Files with Key Metrics

Sharing Date
External Access by Public and Business Guests
Amount of Personal Data

Sales_forecast.ppt 15 Jan 2021 Risk Level

Financial_Analysis.doc 18 Jan 2021

Engagement Plan Employee.ppt 15Jan 2021

Employee contracts.pdf 1Feb 2021

Board meeting - Project.xls 3Jan 2021

Client profiles.doc 11Jan 2021

Compliance report.pdf 14 Feb 2021




Remove Access

User(s) selected: 1

hsbc.com
gartner.com
pwc.com
= gmail.com
cmuffat@gmail.com

pkomeka@gmail.com

Remove 3ccas

Guests All: 2886 Business: 2020 Public: 866 Employee

litware.com Charles Smith
northridgevideo.com Len Lesser
terrafirm.com Peter Parker
gmail.com Austin Jones
ashton.hart@gmail.com Mike Harrison

ryan.campos@gmail.com Peter Parker




Free Trial

For everyone

2 weeks with no costs

Get Full Visibility and Control over
Files Shared Externally now

Choose from the packages that best suits your needs

Standard Plus Advanced

Less than 500 employees From 500 to 1000 employees From 1000 to 2000 employees

$750 USD/month $1,200 USD/month $2,256 USD/month

Enterprise

More than 2000 employees

Contact sales@dathena.io




