Cloud Security Audit: 2-4
Week Assessment

The Gofore Azure Security Assessment Service provides security analysis,
review and reporting services for customers’ Azure environments.

Cloud Security Assessment will cover the following topics. The content of the audit can be
modified depending on the client’s cloud infrastructure and needs.

Cloud architecture security

o Technology choices (VM, Containers, Data storages, etc)
o Optimal implementation
o Cost efficiency
o Security best practices
o Services configurations
o Services open to internet
o Correct security configurations
o Data protection (eg. encrypted rest/transit, etc)
o Identity access management
o Cloud identity management
o Roles/groups management (RBAC)
o Processes/policies
o Service-to-service IAM
¢ Log management
o What/when/where
o Log retention & non-repudiation(koskemattomuus)
o Privacy & security
e API security
o Malformed requests
o Injections
o DoS protection
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