
SOLUTION BRIEF

The necessity to share sensitive information with clients, suppliers and partners 

has never been more critical. And though most organizations have deployed O365, 

most are still using Box, Dropbox, ShareFile, SFTP or some other point solution for 

their external file sharing. With e-Share, organizations can retire these costly and 

complex point solutions, moving their users and use cases onto O365. This makes 

sweeping digital transformation of file-based workflows practical through secure, 

collaborative sharing of essential data with clients, suppliers and partners. 

e-Share’s innovative external file sharing and secure email framework is a SaaS-

based solution that picks up where O365 leaves off, providing easy, secure and 

on-brand external file sharing and content collaboration with external parties. It 

integrates with and extends the functionality of the collaboration and productivity 

tools your users are already using...Outlook, Teams, OneDrive, SharePoint, and 

Office Apps...allowing users to easily share files using their existing workflows.

 

With  e-Share data security, regulatory compliance and data governance  is 

baked into the file sharing and collaboration process. This allows organizations 

to share more data, more confidently with their clients partners and suppliers to 

drive growth, meet mission objectives, streamline operations and improve client 

satisfaction. 

BENEFITS
•	 Increased Productivity - Users can share 

files using the existing O365 tools they 

use today. This allows users to self-serve 

more of their file sharing needs. 

•	 Reduced 3rd Party Data Risk - Link-

based file sharing allows information to 

be shared without having to give files 

away. The business need to share files 

will be met, but the files you share will not 

reside in the email and file system of the 

recipient, exposed to hacking.

•	 Improved Data Governance - Because 

users can share files from their OneDrive 

& SharePoint Online, there is no copying 

of files in order to share them. Data 

duplication is eliminated, versioning is 

made easy, and eDiscovery and other 

tasks are greatly simplified.

•	 Promotes Your Brand - The entire 

recipient experience is branded, including 

the use of your subdomain for links. This 

enhances your trust relationship with 

external parties, promotes your brand and 

prevents the recipient link blocking that 

may otherwise occur with ODB/SPO.

•	 Lower IT Costs - Point solutions (e.g. 

Box & SFTP) can be eliminated, reducing 

IT operational costs and software 

EASY & SECURE EXTERNAL FILE SHARING 
WITH ANYONE, ANYWHERE WITH O365



DATASHEET

       EASY & PRODUCTIVE
e-Share’s File Sharing and Secure Email platform makes sharing information externally simple.  It works how 
recipients want to work, with the tools they already use.

•	 File sharing from Outlook, Teams, Office Apps, OneDrive and SharePoint – Via org-deployed add-ins 
and bots, e-Share is an extension of the apps and workflows your users are using today.

•	 No file copying or version confusion – The use of OneDrive and SharePoint for all file storage eliminates 
the file copying necessary with point solutions.

•	 Modern collaboration – Zero Transfer File Sharing via links enables online editing and co-authoring of 
shared files and the dynamic creation of Virtual Data Rooms. And it ensures everyone is working from the 
same version of shared files.

•	 File sharing with your users – Outside parties can upload files on-demand into a dynamically created 
shared folder in your user’s OneDrive. This is invaluable when files are too big or too sensitive for email 
and when your organization blocks links to file sharing services, as many do.

•	 Automated protection of shared files – Via Azure Information Protection or 3rd party DLP shared files 
can be secured with no action required on the part of users (e.g. email attachments replaced with links) 

•	 No Passwords for Recipients to Manage – The use of OpenID and SmartURLs makes it simple for 
recipients to receive, view, comment, edit and even message with other document editors without the 
need to register for an account or remember a new password.

•	 Rapid adoption – By leveraging O365 applications, the deployment and adoption of e-Share across the 
enterprise requires negligible little end user training.

       BRAND SAFE & RELIABLE
e-Share’s Secure File Sharing platform allows organizations to use their trusted domain name and branding to 
share and collaborate with their clients, partners and suppliers. 

•	 No Link Blocking – Links from Google Drive, Box, OneDrive, Dropbox, and even OneDrive and SharePoint 
are often blocked by a recipient’s IT team in fear of data loss, and also blocked by China as part of its 
national censorship program. But with e-Share, links are sent from your organization’s sub-domain and 
implicitly trusted, yielding file sharing that is every bit as reliable as email.

•	 100% Private Branding – e-Share allows you to present a branded collaboration UX to external parties, 
using your logo, colors, terms of use, etc. This branding strengthens your brand, instills trust on the part 
of clients, suppliers and partners, and minimizes the phishing concerns recipients would otherwise have. 

•	 Branded Recipient Emails & Notifications – All emails sent by e-Share come from your users, not a 
vendor account. No more looking for secure emails and file sharing notifications in junk mail folders.  

       SECURE & COMPLIANT
e-Share’s Secure File Sharing platform provides an advanced layer of information management capabilities that 
deliver fine-grained access, shared file use tracking, regulatory compliance and privacy controls. 

•	 Zero Transfer File Sharing – All files are shared via links, with all files securely stored in your OneDrive 
and SharePoint. Links allow file sharing without giving data away in all cases.

•	 Control Shared Files – 32 sharing controls, such as view only, online editing, dynamic watermarking and 
more, are rolled into user or DLP applied sharing policies that the organization defines. 

•	 AIP integration – e-Share uses AIP document labels to limit what files can be shared with external 
parties. Labels are evaluated in real-time, allowing dynamically changing content to be protected.

•	 Actionable Reporting & Data Analytics – Detailed audit logs can be output to Splunk or some other 
SIEM, are viewed within e-Share’s Power BI based reports and dashboards.

USES CASES
•	 Ad-hoc file sharing with external 

parties

•	 Secure Email, with attachment file 
rights management 

•	 Bi-directional data sharing with 
supply chain 

•	 Data sharing in and out of China, 
where links are otherwise blocked 

•	 Virtual Data Room for financial 
transactions (e.g. M&A)

•	 Cross-domain data sharing (e.g. 
secret to unclassified network, or 
from O365 to G Suite)

•	 Exchange of ITAR controlled data 
with sub-contractors

•	 Replace disparate SFTP servers

•	 eDelivery of sensitive reports, pay 
stubs, and other docs generated 
by enterprise apps

•	 eCollection & eValidation of 
files from external parties for 
ingestion by enterprise apps
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