O OpsCompass

Cloud Inventory Compliance

REAL TIME VISIBILITY

INTO COMPLIANCE &
INVENTORY OF CLOUD RESOURCES




BY 2023, 0F GLOUD SECURITY
FAILURES WILL BE THE GUSTOMER'S

FAULT” - GARTNER




Your Cloud Environment is not Static

Resource Changes

A resource is added. The change violates your internal baseline as well as a specific
regulatory benchmark. If action is not taken to remediate your company is at security,
audit, and regulatory risk.

Cost Spike

It's Friday and resources are spun up in AWS for a data analysis project. However,
if those resources are left active over the weekend, a significant cost impact will occur
of over $10,000.

Security

A user opens RDP to the internet creating a network security issue. This creates a
potential breach situation that puts your company at a large financial risk when
exploited.

Cloud Configuration Management

Strengthens
governance

Cost of Staff
to monitor



Finding the Drift patterns
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Security — Cost - Compliance
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Policy Updates

Security

Compliance

Cost Optimization




DEVICES

APPLICATIONS

PaaS / SaaS

NETWORKS

+ PaaS

DATA

+ PaaS / SaaS

USERS

PaaS / SaaS

Cloud Center
of Excellence
(CCOE)

PROACTIVE REACTIVE

< SECURITY POSTURE (O  SECURITY EVENT

Identify Protect Detect Respond Recover

PEOPLE

PROCESS

Opscompass Based on the OWASP Cyber Defense Matrix



Visibility to Action for the Cloud Operations

s

eThe full picture of all the
cloud resources and the
impact on the business

eConsolidated View of all

your resources

eEffectively migrating
enterprise class
workloads

Observability

Accelerated

Cloud
Adoption

Visibility

Proactive
Management

\

eKnow when new
resources enter and the
change of the existing

¢ Ability to manage by
change, thus quicker
time to resolution and a
more secure cloud

Define necessary standards
Feedback loops to X/Ops
Document exceptions and changes
Cloud Services Stand-up

Data Driven discussions

Define review process



