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CyberTwice Connect a SIP Intercom to MS Teams using the CyberGate service
CyberGate

Microsoft Teams is the hub for team collaboration in Office 365 that integrates people, content,
conversations and tools your team needs. Via the CyberGate service powered by Microsoft Azure
you can now connect a SIP audio- or SIP H.264 video door intercom* to your Microsoft Teams
environment. Teams users can answer incoming intercom calls — with 2-way audio and live video —
on the Teams desktop client, Teams desk phone or Teams Smartphone app and open the door for
visitors.

The CyberGate service is a SaaS solution that can be purchased in either:
1. The Microsoft AppSource (https://appsource.microsoft.com)
2. The Microsoft Azure Marketplace (https://azure.microsoft.com/marketplace)

After a succesful purchase and activation, the configuration and management of the CyberGate
service is done through the CyberGate Management Portal. (https://admin.cybergate.cybertwice.

com/).

The CyberGate Management Portal lets you:

* Configure the CyberGate service

* Increase / decrease the amount of licenses of the CyberGate service

* Add new SIP intercom devices that connect to the CyberGate service

* Modify the Display name per configured intercom

* View the SIP registration settings needed to configure the SIP intercom devices

* Remove SIP intercom devices that are no longer using the CyberGate service

e Create multi-ring groups that you can use to notify multiple Teams users simultaneously when
someone rings the intercom

This document describes the procedure to connect to the CyberGate service.

* I Check https://www.cybertwice.com/cybergate.html for the intercom brands tested by
CyberTwice. !

B Cbevice: I



https://appsource.microsoft.com
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Prerequisites
To be able to purchase and use the CyberGate service, the following prerequisites apply:

* Microsoft Office 365 with Teams
* A compatible SIP audio- or SIP video intercom / door station

Both Microsoft stores (AppSource and Azure Marketplace) can be used to purchase the CyberGate

service. The difference between both stores is the way of payment.

» The Microsoft AppSource is the easiest way to purchase the CyberGate service, you only need a
creditcard.

« The Microsoft Azure Marketplace can be used it you already have a Microsoft Azure (Pay-as-
you-go) subscription active. The existing Microsoft subscription will be billed.

! Note: The End User (= organization with 0365 and Teams subscriptions from Microsoft) must
login to AppSource or Marketplace. This is the Teams Tenant that CyberGate will communicate
with when setting up (video) intercom calls to your Teams users. Please make sure you login with
your business Teams User credentials.

During the purchase & activation process, you will be redirected to our Management Portal. Via
the Management Portal you must activate your CyberGate subscription. When you login to the
Management Portal, please login with the same business Teams User credentials used to login to
AppSource or Marketplace.

If you have questions regarding the purchase of the CyberGate service, please contact CyberTwice.
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Step 1: Purchase of the CyberGate service

Follow the instructions below to eiter purchase CyberGate in the AppSource or in the Azure
Marketplace.

Purchase in the Microsoft AppSource
Click on the following link to go directly to the AppSource:

https://appsource.microsoft.com

B Microsoft | AppSource Apps Consulting Services My Orders  Sell  Blog * © @

Find the right app for your business needs

Get solutions tailored to your industry that work with the products you already use

Top app results See all (1)

Cyber
Gate

CyberGate SIP connec t
oft Teams

Search for ‘cybergate’. You'll find the CyberGate service by CyberTwice B.V.
Click on ‘Free trial’ to start the purchasing procedure.



https://appsource.microsoft.com

he CyberGate service

The overview page provides information regarding CyberGate, plans, pricing information and
reviews.

Click ‘Get it now’ to start the purchasing procedure.

™ Microsoft | AppSource Apps Consulting Services My Orders  Sell  Blog Search Microsoft AppSource P % © o

Apps > CyberGate SIP connect to Microsoft Teams

Free trial

Cyb er CyberGate SIP connect to Microsoft Teams

CyberTwice BV.

G a te & Web Apps
=Dy

Y % % % K 5.0 (1 Reviews)

Starting at Free % Save to my list

Overview  Plans + Pricing  Reviews  Details + support

The solution to connect a SIP video door intercom to Microsoft Teams with audio and live video!
Challenges

Is your organization migrating from a SIP based phone system / PBX to Microsoft Teams and you need to connect your
existing SIP video door intercom to Teams? The CyberGate service makes this migration painless and is the only solution
that not only offers two-way audio, but also live video support. So you can keep your existing video door intercom and
use it with the Teams desktop client, T tible desk phone or T app.

Already using Microsoft Teams and would like to add a video door intercom? CyberGate is the solution for you. Incoming
alls from a SIP video door intercom can be answered on the Teams desktop client, Teams compatible desk phone or
Teams Smartphone app and open the door for visitors, with 2-way audio and live video!

Features

* Two-way audio with the Microsoft Teams user: either the Teams client on your desktop PC, or Teams compatible
desk phone, or Teams app on your Smartphone.

* Live video to the Microsoft Teams user who receives the intercom call.

« Opening door / gate via the SIP intercom built-in dry relay (f the SIP intercom supports this feature)

Prerequisites

* Microsoft Office 365 with Teamns for Enterprises (incl call functions).

* Microsoft Azure -pay as you go- subscription (free Azure account not supported).

* Acompatible SIP audio- , or SIP video door station.

o Subscription to the CyberGate SIP to Teams service available in the Microsoft Azure Marketplace.

CyberTwice, as a young RegTech company, evolved from previous organizations, which were prominent in the market for
compliant voice recording and archiving solutions. CyberGate is the first full Microsoft Azure integration from CyberTwice
and created to provide SIP connectivity to Microsoft Teams.

Ata glance

I CyberTwice @
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Select the billing term and payment method. Select the ‘Number of Users’, in this case the number
of intercoms you would like to subscribe to the CyberGate.

! The first month of the CyberGate service is free. !

When done, click ‘Save’ and ‘Place order’.

B Microsoft | AppSource Apps Consuiting Services My Orders Sell  Blog

Search Microsoft AppSource

Apps > CyberGate SIP connect to Microsoft Teams > CyberGate SIP connect to Microsoft Teams - Checkout

cs@'}ee' CyberGate SIP connect to Microsoft Teams - Checkout

Plan details

CyberGate flex plan  Change Plan
With the CyberGate per month or per year subscription you can connect a SIP H264 video door intercom to Microsoft
Teams.

Microsoft Teams users can answer incoming intercom calls - with 2-way audio and live video - on the Tearns desktop client,
Teams desk phone or Teams Smartphone app and open the door for visitors.

Enjoy!
Billing term

Monthly Yearly

First month free, then First month free, then

€ 17,57 /user/month € 189,352/user/year

Save 10%

Number of users (1-10)
E ¢
Payment method Cancel

We accept the following cards:
visa [ @
Cardholder Name *

Card number *

Expires
[m ] v ]
aw* O

Address line 1+

[ Hazenkoos 25 |
Addressline 2 (Optional)

\ |
City *

| Akmaar |

State *

[ Noord:Hlland v

Postal Code *
‘ 1822 BS ‘

Country/Region *

Netherlands v

Microsoft respects your privacy. See our privacy statement.

Qrder summary

CyberGate SIP connect to Microsoft Teams €17,57
CyberGate flex plan
First month free, then € 17,57 /user/month x 1

Estimated tax: Calculate now
Total €17,57/month + tax
What you pay today
CyberGate flex plan fre sl €0,00
the first month

free trial associated with this subscription.

Place order

By clicking "Place Order”, | (a) agree to the Terms of Sale, Amendment and
this

page; and (b) d
transactional ider o the offering for bl
third-

party offerings. See the Marketplace terms for the applicable Microsoft
‘payment and billing terms.

L x o @

B Microsoft | AppSource Apps ConsultingServices My Orders Sell Blog

Search Microsoft AppSource

‘é*;;’ Thank you for purchasing CyberGate SIP connect to Microsoft Teams

Your purchase has been submitted and your subscription will be ready to configure shortly.
—/ Please don't close your browser or use the back button.

Your purchase details Invoiced to

Offer: CyberGate SIP connect to Microsoft Teams Maarten Steffens

Plan: CyberGate flex plan freetial Hazenkoog 25

Term: Monthly Alkmaar, nl-nh 1822BS
NL

Total: €17,57/month + tax Payment method

VISA W Expires 6/2024

B CyberTwice @
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When done, click ‘Configure now’.

B® Microsoft | AppSource Apps Consulting Services My Orders Sell Blog Search Microsoft AppSource L kK © @

f:’;f! Thank you for purchasing CyberGate SIP connect to Microsoft Teams

@ Wehave sent you an email confirming your purchase of CyberGate SIP connect to Microsoft Teams. Your subscription is ready to configure.

Your purchase details Invoiced to

Offer: CyberGate SIP connect to Microsoft Teams Maarten Steffens

Plan: CyberGate flex plan fre val Hazenkoog 25

Term: Monthly Alkmaar, nl-nh 1822BS
NL

Total: €17,57/month + tax Payment method

VISA | S W Expires 6/2024

The AppSource will redirect you to the CyberGate Management Portal where you can activate your
CyberGate Purchase.

* I You have to log in with your Microsoft account first. This should be the same account as used
for the Microsoft AppSource. !

Click ‘Activate’ to activate your CyberGate subscription. It will take you to the dashboard of the
admin portal.

CyberTwice ™.

CLOUD RECORDING AND ARCHIVING

Subscription details

Name CyberGate SIP connect to Microsoft Teams
Plan cgflexplan_1
Quantity 1
Initator w— — w—COM
Please activate the subscription by clicking the 'Activate' button below. After activation you will be If to the portal where

you can configure the CyberGate service.

B CyberTwice @
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CyberTwice

CLOUD RECORDING AN

i..i:l
CHIVING

Subscription details

Name CyberGate SIP connect to Microsoft Teams
Plan cgflexplan_1
Quantity 1
Initator —— () —COM
Please activate the subscription by clicking the 'Activate' button below. After activation you will be redil d to the portal where

you can configure the CyberGate service.

Continue with Step 2: The CyberGate Admin Portal (page 15)

CyberTwice ™ [ T
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Purchase in the Microsoft Azure Marketplace
Click on the following link to go directly to the Azure Marketplace:

https://azuremarketplace.microsoft.com/marketplace

L 2 ©

= Microsoft | Azure Marketplace Apps

Search all apps for cybertwice

i Search all consulting services for
Welcome to Azure Marketplace. Discover, try, e : Browse all apps >

Apps Search suggestions.

Cyber cyberGate SIP connect to Microsoft Teams
Gate cyberTwice B.

1 GSULHI G uvv’

» o3

CloudGuard Network Barracuda CloudGen SkyCluster for Oracle EY GlobalOne Fortinet FortiSandbox
0 Security - Firewall & WAF for Azure RAC By Emst and Young Advanced Threat

Threat Prevention By Barracuda Networks, Inc. By FlashGrid Inc. Protection

By Check Point By Fortinet

Fokk ok k@ 1.8.8 0.6 (V) ok kok ko

DRSS AR % Software plans start at R Software plans start at Software plans start at

€ 1,70/hour €0,609/hour € 0,326/hour
Get it now < free software trial -~ Q) Get it now < Get it now Q Free software trial )

Featured Consulting services

Connect with Gold and Silver Microsoft Cloud Competency partners to facilitate your adoption of Azure. Browse all Consulting services > o

Search for ‘cybergate’. You'll find the Cyb)erGate service by CyberTwice B.V.
Click on ‘Free trial / Get it now’ to start the purchasing procedure.

= Microsoft | Azure Marketplace Apps v Search Marketplace

Browse apps Trials Operating System Publisher Pricing Model Product Type
Get St ‘AII \/HAII \/HAII \/HAII \/HAII v‘
Analytics
Reset filters
AT+ Machine Learning
Azire Active Directory Results in All apps for cybergate (1)
Blockchain
Compute Cyber
‘ompu é ?}r e
Containers
Databases CyberGate SIP connect
to Microsoft Teams
Developer Tools By CyberTwice BV.
DevOps Via CyberGate you can now
connect a SIP H264 video door
Identity intercom to Microsoft Teams.
Integration
Internet of Things Software plans start at
T & Macagemmont Tocls €17,57/user/month
Monitoring & Diagnostics Free trial ©
Media
Migration
Mixed Reality
Networking

o o

Qtnrama

B CberTwice e




Connect a SIP Interco ing the CyberGate service

The overview page provides information regarding CyberGate, plans, pricing information and
reviews.

Click ‘Get it now’ to start the purchasing procedure.

Microsoft Azure Marketplace Hire an expert Search Marketplace Q

Products > CyberGate SIP connect to Microsoft Teams.

Cyber CyberGate SIP connect to Microsoft Teams © swewmis

CyberTwice B.V.

Gate kK () Wit a review
=D

Free wial

Overview  Plans + Pricing  Reviews

GET IT NOW
_ The solution to connect a SIP video door intercom to Microsoft Teams

's’l':i"-:g'::vm“v" with audio and live video!

US$19.95/user/month Challenges

Categories o "

Media Is your organization migrating from a SIP based phone system / PBX to Microsoft Teams and
Security you need sting SIP video i Teams? The Cyl i
Support makes this migration pait i ly ion that ly two-way audio, but
Support also live video support. So you can keep your existing video door intercom and use it with the
Help Te desktop cli it phone or

Already using Microsoft Teams and would like to add a video door intercom? CyberGate is the
Under Microsoft Standard N . )
solution for you. Incoming calls from a SIP video door intercom can be answered on the Teams|
Contract | Amendment
Privacy Policy desktop client, T ible desk phone or 1pp and open the door
for visitors, with 2-way audio and live video!

Features

® Two-way audio with the Microsoft Teams user: either the Teams client on your desktop.
PC, or Teams compatible desk phone, or Teams app on your Smartphone.

* Live video i Teams user
® Opening door / gate via the SIP intercom buit-in dry relay (f the SIP intercom supports.
this feature)
Prerequisites.

& Microsoft Office 365 with Teams for Enterprises (incl call functions).

® Microsoft Azure -pay as you go- subscription (free Azure account not supported).

© A compatible SIP audio- , or SIP videa door station.

® Subscription to the CyberGate SIP to Teams service available in the Microsoft Azure
Marketplace.

CyberTwice, a5 a young RegTech company, evolved from previous organizations, which were

inent i the market for compliant voice recording and archivi ions. CyberGate is
the first full Microsoft Azure integration from CyberTwice and created to provide SIP
connectivity to Microsoft Teams.

Learn more

CyberGate flyer
CyberGate Manual

CyberGate partner presentation
CyberTwice website

You'll need to give Microsoft permission to share your information with CyberTwice B.V. by clicking
‘Continue’.

One more thing ...

Cyber CyberGate SIP connect to Microsoft Teams
GE;E By CyberTwice B.

‘This app requires some basic profile information. You have provided the information al

ome
you're good to go! Edit

1give Microsoft permission to use or share my account information so that the provider or
Microsoft can contact me regarding this product and related products. I agree to Microsoft
‘Standard Contract and provider's privacy policy and understand that the rights to use this
‘product do not come from Microsoft, unless Microsoft is the provider. Use of Azure
Marketplace is governed by separate terms and privacy.

You're signed in as Koos Ridder (k

CyberTwice©. 10
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CyberTwice Connect a SIP Intercom to MS Teams using the CyberGate service

Taking you to CyberGate SIP connect to
Microsoft Teams to complete this process

Depending on the current Microsoft user you might be presented with a dialog to choose the
account to purchase the CyberGate with.

Microsoft Azure

B2 Microsoft

Pick an account

to continue to Microsoft Azure

— — S ————.
onmicrosoft.com &

O o, cOM

— i g COM

Use another account

B CyberTwice @




Connect a SIP Intercom

You will be directed to the Azure portal to continue the purchase.

Home >

CyberGate SIP connect to Microsoft Teams = x

CyberTwice BV.

C ber CyberGate SIP connect to Microsoft Teams o su.e o Looking for existing subscription for this offer? View all your Saa$ subscriptions.
y CyberTwice BV.
Gate

D

Free trial

Select aplan | CyberGate flex plan ~ Set up + subscribe

Overview  Plans + Pricing  Usage Information + Support

Offered under Microsoft Standard Contract | Amendment
Challenges

Is your organization migrating from a SIP based phone system / PBX to Microsoft Teams and you need to connect your existing SIP video door intercom to Teams? The
CyberGate service makes this migration painless and is the only solution that not only offers two-way audio, but also live video support. So you can keep your existing video
door intercom and use it with the Teams desktop client, Teams compatible desk phone or Teams Smartphone app.

Already using Microsoft Teams and would like to add a video door intercom? CyberGate is the solution for you. Incoming calls from a SIP video deor intercom ean be
answered on the Teams desktop client, Teams compatible desk phone o Teams Smartphone app and open the door for vsitors, with 2-way audio and live video!

Features

« Two-way audio with the Microsoft Teams user either the Teams client on your desktop PC, or Teams compatible desk phone, or Teams app on your Smartphone.
« Live video to the Microsoft Teams user who receives the intercom call,
« Opening door / gate via the SIP intercom built-in dry relay (f the SIP intercom supports this feature)

Prerequisites

® Microsoft Office 365 with Teams for Enterprises (incl callfunctions).

® Microsoft Azure -pay as you go- subscription (free Azure account not supported)
 Acompatible SIP audio- , or SIP video door station.

« Subscription to the CyberGate SIP to Teams service available in the Microsoft Azure Marketplace.

CyberTwice, as a young RegTech company, evolved from previous organizations, which were prominent in the market for compliant voice recording and archiving solutions.
CyberGate is the first full Microsoft Azure integration from CyberTwice and created to provide SIP connectivity to Microsoft Teams.

Media

The first month of the CyberGate service is free. Select the ‘CyberGate flex plan’ followed by ‘Set up
+ subscribe’.

Name the CyberGate service and select the subscription that will be billed. Select the User count,
in this case the number of intercoms you would like to subscribe to the CyberGate. You can change
the billing term form Monthly to Yearly by clicking on ‘Change plan’. When finished, click ‘Review +
Subscribe’.

sk e e o ) . _ CReDRE

Home > CyberGate SIP connect to Microsoft Teams >

Subscribe To CyberGate SIP connect to Microsoft Teams %

Subscribe to plan

*Basics  Review + subscribe

Useful links

Fill out the plan detail you've finished subscribing, confi SaaS account on the publisher's website to complete the process.

View this offer in Marketplace
Plan details

View all your Saa$ subscriptions
Subscription * © [ Microsoft partner Network ~]
Name * © ( ]
Plan CyberGate flex plan - Monthly

With the CyberGate per month or per year subscription you can connect a SIP
H264 video door intercom to Microsoft Teams.

Mierosoft Teams users can answer incoming intercom calls - with 2-way audio and
live video - on the Teams desktop clent, Teams desk phone or Teams Smartphone
app and open the door for visitors

Enjoy!
Change plan

Billing term Monthly

price O First month free,

then €17.57013 per user per month

*User count (Min - 1, Max - 10) (

<preious [ Next Review + subserbe >

I CyberTwice@. 12
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CyberTwice Connect a SIP Intercom to MS Teams using the CyberGate service

Confirm the terms of use, complete the Contact details and click ‘Subscribe’

Home > CyberGate SIP connect to Microsoft Teams >

Subscribe To CyberGate SIP connect to Microsoft Teams x

Subscribe to plan

*Basics  Review + subscribe
Useful links
Offer + plan details

CyberGate SIP connect to Microsoft Teams - CyberGate flex plan
by CyberTwice BV.

View this offer in Marketplace

View all your Saa$ subscriptions
Microsoft Standard Contract | Amendment | privacy policy

Terms of use

By dlicking *Subscribe" and completing the purchase with the provider, | a) agree to the legal terms and privacy statement(s)
b5tz ith ach arketplace offerng above, (b)authoize Mirosot 1o charge o bill my curtent payment method for

d with my use of q(s), includi bl taxes, with quency as my Azure
bscription, until | d « (s), and (q) agree may share my and
transaction details (including usag ith the offering) with the seler(s) of the off . Microsoft d

1 give Microsoft permission to use and share my contact information so that Microsoft or the Provider can contact me
regarding this product and related products.

Contact details

Name

Primary email address * I @ ]

Primary phone number * I ]

Basics
Subscription Microsoft Partner Network
Name Testvankoos
Plan CyberGate flex plan
Billng term Monthly
Price First month free,
then €17.57013 per user per month
User count 1
o ibing, remember gure your SaaS the publi ite.

T 8

Home > CyberGate SIP connect to Microsoft Teams > Subscribe To CyberGate SIP connect to Microsoft Teams >

" Saa$ subscription s in progress 135 pRK
Subscription progress Vour Saas subscrption TestVanKoos' is in progress.

== Your Saa$ subcription is in progress

€ S0as resource name:  TestVanKoos Useful links
Purchase start time:  Monday, November 16, 2020, 1:3508 PM -

View your Saas subscription
Offer & plan details:  CyberGate SIP connect to Microsoft Teams - CyberGate flex plan - Monthly

View all your $aaS subscriptions

> Next steps (available once subscribed) View this offer in Marketplace

@ To complete the purcha on the pt
Configure account now

Important to know
Billing willstart after your account s configured on the publisher's website.
1f no action is taken within 30 days, this Saa$ subscription will be automatically deleted.

Your Saas subscription will appear on the Software as a Service (SaaS) page in the Azure portal.
To access it easily, save it to your favorite services or pin it to the dashboard.

Wait for the subscription to finish.

CyberTwice ™. 13
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CyberTwice Connect a SIP Intercom to MS Teams using the CyberGate service

Click ‘Configure account now’ to finish the configuration of the CyberGate. This will redirect you to
the CyberGate service*.

* I You have to log in with your Microsoft account first. This should be the same account as used
for the Microsoft Azure Marketplace. !

= . 7 & o (@ koosridder@ip-lease.co..

Home > CyberGate SIP connect to Microsoft Teams > Subscribe To CyberGate SIP connect to Microsoft Teams >

Subscription progress x

@ Your Saa$ subcription is complete. Configure account to enjoy free trial.

€ saas resource name:  TestvanKoos Useful links
Purchase start time:  Monday, November 16, 2020, 1:35:08 PM .
View your Saa$ subscription
Offer & plan details:  CyberGate SIP connect to Microsoft Teams - CyberGate flex plan - Monthly
View all your Saa$ subscriptions

T S— View this offer in Marketplace

@ To complete the purchase, configure your Saas account on the publisher's website.

Important to know
Billing willstart after your account is configured on the publisher's website.
1 no action is taken within 30 days, this Saa$ subseription wil be automatically deleted.

Your SaaS subscription wil appear on the Software s a Service (SaaS) page in the Azure portal.
To access it easily, save it to your favorite services or pin it to the dashboard.

Y

View the subscription details and click ‘Activate
portal.

. This will take you to the dashboard of the admin

CyberTwice .

CLOUD RECORDING AND ARCHIVING

Subscription details

Name CyberGate SIP connect to Microsoft Teams
Plan cgflexplan_1

Quantity 1

Initator B @ com

Please activate the subscription by clicking the 'Activate' button below. After activation you will be redirected to the management portal where
you can configure the CyberGate service.

CyberTwice .

CLOUD RECORDING AND ARCHIVING

Subscription details

Name CyberGate SIP connect to Microsoft Teams
Plan cgflexplan_1
Quantity 1
Initator S N Com
Please activate the subscription by clicking the 'Activate' button below. After activation you will be redi to the portal where

you can configure the CyberGate service.

Continue with Step 2: The CyberGate Admin Portal (page 15).

B CyberTwice @
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Step 2: The CyberGate Admin Portal

The CyberGate Admin Portal is devided into four sections, you can navigate between them with the
‘Next” and ‘Previous’ buttons.

Dashboard

The Dashboard shows the name, the chosen plan, the actual and requested quantity (=number

of intercoms) and the enabled status. The Enabled status should be yes (this can take up to 10

minutes after activation).

If you like to modify the subscription quantity (the number of intercoms you need to connect) you
can modify the requested quantity here using the blue ‘edit’ symbol.

Click ‘Next’ for the section ‘Tenant settings’.

H 7~ Dashboard Tenant Device Multi-ring -
CyberTWIce Qh settings  settings  settings
Dashboard
Name Plan Quantity Requested quantity Enabled ©

Demo subscription CyberGate flex plan 1 1 yes
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Tenant settings
In the section ‘Tenant settings’ you can configure the Tenant related settings.

When logging into the portal for the first time, two settings are mandatory for the CyberGate to
function.

First you'll need to grant the CyberGate service limited access to your Azure environment. This is
mandatory to be able to call Teams users in your organisation.
Use the ‘Provide admin consent’ button to grant the set of access rights.

CYberTWice f'\‘"’ Dashboard Tenant  Device Multi-ring

settings  settings  settings

Tenant settings

Admin consent

The CyberGate service needs to be granted a limited set of access rights to your Azure environment to function correctly. These rights have to be
provided by an administrator of your organization.

By clicking the link below, you will be redirected to Microsoft to grant these access rights.

Provide admin consent

Call forwarding @
Call forwarding is disabled

The Teams call will not be forwarded to another user or user group, even if this is configured for the called Teams user. The voicemail will never answer
the call. If this is not the desired behavior, the call forwarding can be enabled.

Enable call forwarding

Configured WAN IP addresses @

No WAN IP address has been configured. A connection from your device to the CyberGate service will not be possible.

Add current IP (213.239.154.31)

Other WAN [P address Add

Add additional WAN IP addresses.

P4
o
253

Previous

B CyberTwice @
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Second, you'll need to add at least one public (WAN) IP-address your intercom uses to access the
internet. This IP-address is needed to allow a connection to the CyberGate service.

The setting will be saved automatically.

CyberTWiCe’P.’ Dashboard Tenant  Device Multi-ring

settings  settings  settings

Tenant settings

Admin consent

Admin consent has been provided for this tenant.
Call forwarding @

Call forwarding is disabled

The Teams call will not be forwarded to another user or user group, even if this is configured for the called Teams user. The voicemail will never answer
the call. If this is not the desired behavior, the call forwarding can be enabled.

Enable call forwarding

Configured WAN IP addresses ©@

Address Delete
213.239.154.31

Other WAN IP address Add

Add additional WAN IP addresses.

The ‘Call Forwarding’ option in this section enables / disables calls to Teams users that are
forwarded to other users or to the Teams voicemail system.

By default, calls to forwarded destinations (such as voicemail) are ignored. Therefore a call from the
intercom will not be answered by the voicemail system.

If a Teams user has its account forwarded to a mobile phone or another Teams user, call forwarding
should be enabled to make it work. Keep in mind that this will also enable call forwarding to the
Teams voicemail system.

Click ‘Next’ for the section ‘Device settings’.

B CyberTwice @
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Device settings

In the section ‘Device settings’ you can add a device (intercom) to the CyberGate service. It will
automatically generate a SIP username and SIP password that can be used in the intercom device.

Click ‘Add device’

CyberTwice®™. Peshboard Tenant | Device | Muliving o0 e
Device settings

The username and password for your device are automatically generated when a device is added.

No devices configured. Please add a device which will be connected to the CyberGate service.

Add device

F 4

To make the display name visible in Teams, some configuration in the Teams environment is required.
This can be done automatically by executing the PowerShell script that can be downloaded with the button below.
For more information see the manual.

Download

Previous

The device has a display name, (SIP) username, (SIP) password and licensing state.

Copy the username and password with the blue copy-buttons and use these in the intercom
configuration.

H N Dashboard Tenant Device Multi-ring
Cybe rTWI Ce (’.‘J» settings settings settings

CLOUD RECORDING AND ARCHIVING

Device settings

The username and password for your device are automatically generated when a device is added.

Display name Username Password Licensed © Action

CyberGate SIP connect to Microsoft Teams - CyberGate flex plan

Intercom —— o a v 05 PY5 0000000000 no

Add device

In order to see the display name of the device in Teams, some configuration in the Teams environment is required.
This can be done automatically by executing the PowerShell script that can be downloaded with the button below.

Download

Previous

B CyberTwice @
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The Display name field will show the name that the intercom has been given and will also show an
explanation mark symbol. It indicates that this display name will not be shown when the intercom

is being rang until a PowerShell script is being downloaded and ran. Until then, the incoming calls

from the intercom will be shown as ‘Intercom’.

Refer to the Appendix at the and of this manual for instructions on how to modify the display name
from the default ‘Intercom’ to the Display name given.

Click ‘Next’ to continue with the multi-ring settings.

Multi-ring settings

If Multi-ring is not needed continue with Step 3: Configure the intercom device (page 21).

The multi-ring feature enables you to configure a group of Teams users as one destination, so
that multiple Teams users will be notified simultaneously if someone rings the intercom. The 1st

responder will be connected to the visitor.

Click ‘Add multi-ring group’ to create a multi-ring group.

H N Dashboard Tenant Device Multi-ring
CYberTWK:e u» settings  settings  settings

Multi-ring settings

The multi-ring feature makes it possible to ring multiple users simultaneously. The first responder will get the call.

Add multi-ring group

Name the Multi-ring group and add a description. The name combined with the fixed domain:
cybergate.cybertwice.com will make the call destination. E.g.: If the name is TestGroup, the name
to dial in the intercom will be:TestGroup@cybergate.cybertwice.com.

! Note: The domain part of the Multi-ring group is always cybergate.cybertwice.com, this is
because the Multi-ring group is a CyberGate feature and not a Microsoft Teams domain feature. !

Add multi-ring group

Name TestGroup

Domain cybergate.cybertwice.com

Description This is a multi-ring group ‘for test purpc
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Add the required Teams users to the Multi-ring group. The setting will be saved automatically. You
can copy the group name by clicking the black ‘Copy to clipboard’ icon.

~ ’.\ Dashboard Tenant Device Multi-ring
CyberTW|ce U’ settings  settings  settings

CLOUD RECORDING AND ARCHIVING

Multi-ring settings

The multi-ring feature makes it possible to ring multiple users simultaneously. The first responder will get the call.

TestGroup@cybergate.cybertwice.com -§

This is a multi-ring group for test purposes.

This multi-ring group does not yet contain any participants.

@ cybertwice.com v Add

Add multi-ring group

H N Dashboard Tenant Device Multi-ring
CyerTWK:e (’.‘)’ settings  settings  settings

CLOUD RECORDING AND ARCHIVING

Multi-ring settings

The multi-ring feature makes it possible to ring multiple users simultaneously. The first responder will get the call.

TestGroup@cybergate.cybertwice.com -3

This is a multi-ring group for test purposes

Teams username Delete

userA@cybertwice.com

oo

userB@cybertwice.com

@ cybertwice.com Ml Add

Add multi-ring group

Continue with Step 3: Configure the intercom device.

B CyberTwice s> Y T
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Step 3: Configure the intercom device

The configuration of the intercom device is manufacture dependant. Right now, SIP intercoms from
Robin, 2N, Axis, Akuvox and Fanvil and are supported, other SIP intercoms brands might also
work, but are not tested.

Robin For Teams Intercom

For a detailed configuration instruction for Robin For Teams Intercoms, see:

https://support.cybertwice.com/knowledgebase.php?article=4

Robin SIP Intercom
For a detailed configuration instruction for Robin SIP Intercoms, see:

https://support.cybertwice.com/knowledgebase.php?article=5

2N intercom
For a detailed instruction for 2N intercoms, see:

https://wiki.2n.cz/hip/inte/latest/en/5-media-gateways/cybergate/

Axis Network Video Doorstation
For a detailed configuration instruction for Axis Doorstations, see:

https://support.cybertwice.com/knowledgebase.php?article=1

Commend SIP Intercom Terminal
For a detailed configuration instruction for Commend SIP Intercoms, see:

https://support.cybertwice.com/knowledgebase.php?article=8

Akuvox SIP Video Doorphone
For a detailed configuration instruction for Akuvox Doorphones, see:

https://support.cybertwice.com/knowledgebase.php?article=3

B Cbevice: I T
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Appendix: Configure the display name of the intercom

By default, incoming calls from the intercom will be announced in Teams as ‘Intercom’.

Intercom

is calling you

o

If you have multiple intercoms configured in the CyberGate service, or you would like to show
another name in Teams you can modify the name per configured intercom. This can be done in the
Device settings menu.

Cybe rTWi Ce "\l"! Dashboard Tenant Device Multi-ring

settings settings settings

Device settings

The username and password for your device are automatically generated when a device is added.

Display name Username Password Licensed @  Action

CyberGate SIP connect to Microsoft Teams - CyberGate flex plan

Intercom — — Q& v 05 n PY5 0000000000 n no

Add device
In order to see the display name of the device in Teams, some configuration in the Teams environment is required.

This can be done automatically by executing the PowerShell script that can be downloaded with the button below.

Download

Previous m

B CberTwice e Y T
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The Display name is the name that was configured when adding the intercom to the CyberGate. It
can be modified using the blue edit button under ‘Action’.

Update Device

Description

Intercom Frontdoor

This name is used as a display name within teams

Subscription

CyberGate SIP connect to Microsoft Teams - CyberGate...

Select the subscription to which the new device will be added.

H o~ Dashboard Tenant Device Multi-ring M
C AR ( settings settings settings
Device settings

The username and password for your device are automatically generated when a device is added.

Display name Username Password Licensed © Action

CyberGate SIP connect to Microsoft Teams - CyberGate flex plan

Intercom Frontdoor 4 | Zv——O5 PY5 0000000000 no

Add device

In order to see the display name of the device in Teams, some configuration in the Teams environment is required.
This can be done automatically by executing the PowerShell script that can be downloaded with the button below.

Download

Previous

r

If the ‘Display name’ shows an explanation mark symbol, it indicates that the name shown will not
be used for incoming intercom calls. Additional steps are neccesary to get this name to be shown.

B CyberTwice @
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1. Make sure you have a PC with Microsoft PowerShell installed.

2. Download the PowerShell configuration script using the ‘Download’ button.

powershell

Ea Scan with Microsoft Defender...
|& Share

Open

%Run with PowerShell
Edit

Open with

Chara An

CyberTwice ™ [ T3
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4. PowerShell will open and display a warning. Select ‘Yes’ to execute this script.

¥ Windows PowerShell

Execution Policy Change
The execution policy helps protect you from scripts that you do not trust. cChanging the execution policy might expose

you to the security risks described in the about_Execution_Policies help topic at
https:/go.microsoft.com/fwlink/?LinkID=135170. Do you want to change the execution policy?
[Y] vyes [A] Yes to A1l [N] No [L] No to ATl [sS] suspend [?] Help (default is "N"):

5. The script will ask you for your Microsoft account, this is by default the same account as used
to configure the CyberGate service. You can however change the used account here.

¥ Windows PowerShell

Execution Policy Change . X . . .
The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose

you to the security risks described in the about_Execution_Policies help topic at
https:/go.microsoft.com/fwlink/?LinkID=135170. Do you want to change the execution pohcy7
[Y] ves [A] Yes to A1l [N] No ™[L] No to A1l [S] suspend [?] Help (default is "N"): y

Please enter your Azure user name ( @ -
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6. Enter your password to login at Microsoft.

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose
you to the security risks descr T N 3
https:/go.microsoft.com/fwlink/
[Y] Yes [A] Yes to AlT [N] NO|

Sign in to your account

B® Microsoft

ks@c Lnl
. Enter password

Password

. . . Forgot my password
script to configure display gormye

|

|

|

|

[\

} |
|

|

I

Sign in with another account

Sign in

Please enter your Azure user na

7. If you have two-factor authentication enabled, follow the steps asked for.

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose
you to the security risks descr - N 3
https:/go.microsoft.com/fwlink/
[Y] yes [A] Yes to A1l [N] No

Sign in to your account

B Microsoft

k s@c Lnl
/S [ P ..
} } } } I I i,)\‘/ ,> ], Approve sign in request
;\;' |—-;/ \;‘J @ Open your Microsoft Authenticator app and approve

script to configure display il can't use my Microsoft Authenticator aj ht now

|
|
|
|
|
} — the request to sign in.
|
|
I

Please enter your Azure user na

CyberTwice .
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8. After successfull authentication, the script will run and will display ‘Script successfully done’ if
no errors occured. Press Enter to exit the script.

EX Windows PowerShell - o X

current configured CyberGate display names.

|

| Device ID | Device Application Instance ID Display Name
|

|

|

|
EEEEE—————.—
ae58dac6-5e79-493d-a582-0a77aabc73ec i 5255dacf-14f3-40b0-ad67-327ea51ae3e8 } Intercom Frontdoor

Note: It can take up to 1 hour before the configured display name(s) are visible in the Teams client.

Press Enter to exit...

It can take up to an hour before the change will be in effect, up to that moment it will display
‘Intercom’.

When in effect, the configured Display name will be displayed in Teams when the intercom
operated.

Intercom Frontdoor

is calling you




