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Microsoft 365 Assessment
High level approach
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Microsoft 365 Assessment
Security Workshops

ImplementationWorkshopsPlanning

Kick off and 
planning

M365 
security

Azure
security

Corrective 
actions

Results and 
next steps

Preparation

”Induction”

Customer IT-
environment 
description

Assessment
report

Periodic re-assessment

Dynamics
security



Microsoft 365 Security Assessment
Benefits for the customer

◼ Microsoft 365 applications and services are the most commonly used enterprise tools, making them an 
appealing target for attackers. The proper configuration of M365 security features reduces the attack 
surface decreasing the risk of a data breach.

◼ Focus areas in the assessment

• Identity and access management

• Ensure proper number and role based definitions for administrative roles and minimize the impact 
in case user password is compromised (RBAC, MFA, Conditional access policies)

• Information protection

• Prevent unauthorized access and unintentional sharing of files to 3rd parties (Compliancy policies, 
Teams/Exchange/Sharepoint and OneDrive access policies)

• Automatic and policy controlled classification of documents (e,g. company confidential, 
personally identifiable information) to prevent documents from being shared

• Threat protection

• Detection on unsafe attachments, links and shared files, anti-phising policies



Microsoft 365 Security Assessment
Contents of the assessment

Kick-off and preparation – 0.5 days

•During this meeting, the delivery team will introduce the customer to the assessment, discuss the upcoming 
activities, align expectations and establish timelines
•Customer’s current license information shared with the delivery team

Security assessment – 3 days

•Reader rights granted to the delivery team specialists for the duration of the evaluation
•The M365 tenant and service configurations analysed

Results and next steps – 0.5 days

•Report of the current status and recommendations tailored for the customer delivered
•Roadmap for further hardening the security posture of the Microsoft 365 services and reducing the attack 
surface
•Agree on the next steps (corrective actions and re-assessements)

• 4 days assessment that delivers the customer
• Security posture of the customer’s M365 offering,
• recommendations and next steps tailored for the customer, considering costs and applicability and
• a roadmap with prioritized recommendations how to improve the security of Microsoft 365 services

• Typical price: 5 000€ (VAT 0%)



Microsoft 365 Security Assessment
Packages

• 2 x security assessments
• Includes 5 days of security consultancy (implementation of 

recommendations or incident analysis work)
Bronze level

• Quarterly security assessments
• Includes 10 days of security consultancy (implementation

of recommendations or incident analysis work)
• Security support service

Silver level

• Quarterly security assessments, monthly reporting
• Includes 20 days of security consultancy (implementation

of recommendations or incident analysis work)
• Lightweight SOC service for monitoring security incidents
• Pricing based on the number of users

Gold level

*) Requires M365 E5 licenses



Digitalisation that
makes a difference. 

Thank you!


