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Onboarding for Intune for
Mobile Devices AgileSecurity

Delivered by Agile IT
We make IT easy
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Who We Are

Agile IT is a Digital Transformation expert focused on Cloud Computing, Security and Software as a Service. We

(]
Ag]le]T specialize in migrating and managing IT services for customers looking to get the most from their IT investments. We
strategically partner and align with Microsoft, Amazon Web Services, Okta, VMware and more.

Transfer

Time to deployment, Emails

productivity, and Files

security Collaboration
Workflows

Community

Build a community of managed
customers that maximizes cloud and
SaaS services to drive their business

Productivity

Office 365 Onboarding
Azure Deployments

Settings

Amazon Web
Services

Managed services

Security

Continuously deliver best practices and
operations for security and compliance
while maintaining customers’ business
productivity and collaboration

Security Communication

Security Hygiene Online
Incident response Phone
Compliance
Remediation

Digital Transformation

Drive Digital Transformation through
automation, integration, and process
improvements by leveraging modern IT
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Do You Have A Strategic Roadmap?

CONNECT

AT NI  Onboarding for Intune and Mobile Devices

= AgileAscend
= Agileldentity

Office 365: Mail
Productivity
Infrastructure Azure Active Directory

>—_

Desktops Office Pro Plus

8f' Office Mobile Apps

Devices

. \_ J

= AgileCover + AgileProtect

= AgileSecurity

\_

OneDrive
ICEINS
SharePoint

Azure File Services

Virtual Machines & Storage

Federation Services

Intune MDM + MAM

Advanced Threat Protection

EVOLVE

= Agile Modern Workplace

PowerBl & PowerApps

Flow
Dynamics 365

/

Data Stores & Databases
Skype for Business Online

Integration Services

Agile IT's repeatable code assures strong foundations and consistent delivery.




Enterprise Mobility + Security

Extend enterprise-grade security to
salesforce all of your cloud and SaaS apps

Microsoft Cloud App Security

Azure Active Directory
Premium

Manage identity with hybrid
integration to protect application

access from identity attacks
Azure Information

Protect your data, Protection

m everywhere
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Detect threats early
with visibility and l§ Microsoft
threat analytics \ | Advanced Threat Analytics

Microsoft

Intune

)
Protect your users,
devices, and apps
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Security landscape has changed

Identity
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9 Partners l f’\ﬁ
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|dentity breach

Transition to
cloud & mobility

Devices

New attack
landscape

Apps & Data

Cloud apps

Azure ﬁ
] Office 365

On-premises apps

£\ Curren

Data breach
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Mobile app management

Multi-identity policy

Managed apps :
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Secure devices and protect data at the app level

Data control / separation

Control company data after
It has been accessed, and
separate it from personal
data.

Device security configuration

Enforce device encryption,
password/PIN requirements,
jailbreak/root detection, etc.

Restrict apps and URLs

Restrict access to specific
applications or URL
addresses on mobile
devices and PCs.

Advanced device

management
Vi
|
B

Personal apps

Multi-identity policy

Corporate
data @
Personal

data

Restrict features,
sharing and
@ downloads

MDM (3™ party or Intune) optional
App-level protection available
with or without enrollment.
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Microsoft Threat Protection with Microsoft 365

ONOROXO

Identities: Validating, verifying, and
protecting both user and admin
accounts

Endpoints: protecting user devices
and signals from sensors

User Data: evaluating email messages
and documents for malicious content

Cloud Apps: protecting SaaS applications
and their associated data stores

Infrastructure: protecting servers,
virtual machines, databases, and
networks across cloud and on-
premises locations
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Security Operations Center (SOC)

Software as a Service

Cybersecurity Reference Architecture
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https://docs.microsoft.com/en-us/sccm/
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
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https://aka.ms/SPARoadmap
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https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
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https://www.microsoft.com/en-us/iot-central/
https://aka.ms/MCRA
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https://msdn.microsoft.com/en-us/library/dn948096.aspx
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https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-monitoring
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https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://support.office.com/en-us/article/Office-365-ATP-for-SharePoint-OneDrive-and-Microsoft-Teams-26261670-db33-4c53-b125-af0662c34607
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://aka.ms/graphsecuritydocs
https://www.microsoft.com/en-us/security/threat-protection
https://aka.ms/SIEMConnect
https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
http://aka.ms/pam
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-security-architecture
http://www.iiconsortium.org/pdf/SMM_Description_and_Intended_Use_2018-04-09.pdf
https://azure.microsoft.com/en-us/blog/introducing-microsoft-azure-sphere-secure-and-power-the-intelligent-edge/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://blogs.technet.microsoft.com/enterprisemobility/2016/08/10/azure-information-protection-with-hyok-hold-your-own-key/
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
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https://docs.microsoft.com/en-us/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-overview
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-nsg
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-antimalware
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/en-us/services/site-recovery/
https://docs.microsoft.com/en-us/azure/azure-policy/azure-policy-introduction
https://azure.microsoft.com/en-us/blog/azure-confidential-computing/
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://docs.microsoft.com/en-us/windows/deployment/windows-10-pro-in-s-mode
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/secure-score-dashboard-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/threat-analytics-dashboard-windows-defender-advanced-threat-protection
https://www.microsoft.com/en-us/cloud-platform/windows-server-security
https://azure.microsoft.com/en-us/services/expressroute/
http://www.microsoft.com/SDL
https://aka.ms/STP
https://www.microsoft.com/trustcenter
https://www.microsoft.com/security/intelligence
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://technet.microsoft.com/en-us/windows-server-docs/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
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https://support.office.com/en-us/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09

Overview AgileSecurity




AgileSecurity: Mission

- Onboard customers to security services based on cloud services

- Provide continuous updates to meet the ever-changing security landscape
- Provide flexible options to meet a diverse customer landscape

 Provide industry specific solutions from industry to governments
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Path to a Modern Workplace

—

4

o @
Phase 1 Phase 2
Azure Active Directory (AAD) Microsoft Teams
Office 365 for Email Conditional Access & MFA

Information Protection

Single Sign On Applications

Phase 3

Cloud App Security
Microsoft 365
Zero Trust Security
Windows 10

Phase 4

Cloud/SaaSs Only (no
servers)

Automated management
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Agile IT Services

AgileSecurity < ~— AgileProtect

: : Back up and restore services to
Continuous security updates and P

enable recovery for business
responses
continuity and information

protection

AgileCover -
Ongoing monitoring and

maintenance. Fundamental for good

Agile IT Automation

security hygiene Enterprise deployment, defined and

deployed via managed scripts, and

more
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AgileSecurity: Overview

Building the foundation of services, policies, documentation, and
processes to meet immediate needs and for ongoing operations.

ONGOING SERVICES STAYING CURRENT

Services targeted towards identity and device health for continued Starting from an established security baseline, stay up
security, analysis, evidence, and incident triage to date against emerging threats.

SERVICE HOURS REMEDIATE & EVOLVE

Ongoing projects and services to deliver Client guided, responsive and agile set up of new features, hardening of
roadmaps, remediation, and reinforcement attack surfaces, security testing, forensic reporting, and building to plan.
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Contact Us!

AgileSecurity

Delivered by Agile IT
We make IT easy



mailto:Sales@AgileIT.com
tel:8778246733
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