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Organizations are facing increasing pressure to optimize business-critical

SAP applications by balancing strategic transformation initiatives, application
performance, regulatory compliance and cybersecurity requirements. The Onapsis
Platform automates testing, change, audit and security processes so cross-functional
teams can focus on improving SAP availability and performance, accelerating cloud
migrations and S/4HANA implementations, streamlining audit processes and
hardening security on-premises and in the cloud.

Secure the core of your business
by providing code, application
and ERP system-level visibility and

protection against internal and
external attacks.

Accelerate cloud migration and
digital transformation by ensuring

your ERP applications are secure
and ready for the cloud.

Reduce the operational risk
associated with ERP maintenance
and modernization, ensuring the
reliability and performance of
business-critical applications.

Establish an automated and
repeatable compliance reporting
and audit process providing
efficiencies and freeing up
valuable resources.

ACTI=NABLE
INSIGHT

Discover, assess and remediate

application-layer vulnerabilities,

system-level misconfigurations,
custom code issues and bad

transports to ensure ERP systems are

protected and available.

CONTINUZUS
MONITORING

Receive real-time visibility and
threat alerts to respond quickly to
unauthorized changes, misuse or

cyberattacks targeting SAP systems
and business-critical applications.

AUTOMY TED
GOVERNANCE

Ensure IT controls are continually
tested and validated to meet
compliance requirements and
enforce policies to reduce audit
burdens and maintain continuous
compliance.

SECYRE
CHANGE

Control and mitigate operational
risks associated with routine
code, application and system

maintenance, transports, patching
and modernization initiatives.
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ASSESS

Provides actionable insight to quickly discover your SAP footprint, assess and
eliminate application vulnerabilities, prioritize remediation and improve SAP code
and transport quality.

The Onapsis Platform delivers

a near real-time preventive,
detective and corrective approach
for securing SAP systems,
whether deployed on-premises,

) ) ) ) + Evaluation: Understand the SAP footprint with system and interface analysis to
or in a private, public or hybrid

generate asset inventories and topology—Assess configurations and code to
: . identify risk

cloud environment. The Onapsis /
- Remediation: Streamline and accelerate remediation of system and code vulnerabilities

Platform provides unmatched and misconfigurations with ticketing system integration
coverage and protection across
SAP NetWeaver®, ABAP®, J]2EE, SAP
HANA® and S/4HANA® platforms.
The platform integrates with

network security, GRC solutions,

+ Prioritization: Proactively identify misconfigurations and vulnerabilities to measure
business impact to help prioritize fixing and patching ERP systems to reduce risk

Oo— CONTROL
—O—  Eliminates operational risks associated with SAP maintenance and modernization
—0 by proactively improving and hardening code, assessing transports and enforcing

SIEM solutions and workflows as X ) .
configuration policies.

well as leading cloud providers.

+ Strength: Continually assess code, transports and configurations to maintain a desired
state through regular changes, upgrades and optimization

+ Integrity: Enforce approval of code, transports and system configurations to ensure
stability, security and robustness of SAP

+ Prevention: Automatically block poor code, transport error and critical configuration
changes to adhere to corporate policies

COMPLY
Enables automated governance with compliance policy enforcement and reporting
capabilities to significantly reduce the burden of proving compliance.

+ Define: Simplify audit processes to record, log and audit activity for regulatory
compliance reporting such as SOX, GDPR and others

- Test: Automate continuous compliance assessments of SAP systems to proactively
measure risk, understand compliance impact and stay ahead of the audit cycle

+ Report: Get started with 14 out-of-the-box compliance policies and customize policies
to meet specific IT controls and compliance requirements

DEFEND
Delivers continuous monitoring for complete, real-time visibility into SAP systems
so you can quickly respond to internal and external threats.

ABOUT ONAPSIS

Onapsis protects the business-critical

applications that power the global economy
including ERP, CRM, PLM, HCM, SCM and BI
applications from SAP®, Oracle® and leading
SaaSs providers. Onapsis proudly serves
more than 300 of the world’s leading brands
including 20% of the Fortune 100 and
partners with leading consulting and audit
firms such as Accenture, Deloitte, IBM, PwC
and Verizon. The Onapsis Research Labs is
responsible for the discovery and mitigation
of more than 800 zero-day business-

critical application vulnerabilities. For more
information, visit www.onapsis.com.
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+ Detection: Continuous monitoring and visibility of threats against SAP systems to detect

cyberattacks and privilege misuse

+ Response: Accelerate risk mitigation and remediation with automated alarm

notifications and SIEM integration

+ Alerting: Immediate identification and notification of unauthorized use, improper

transactions and contextual attack based on likelihood of success

POWERED BY THE ONAPSIS RESEARCH LABS

The Onapsis Research Labs and our team of recognized security experts combine in-depth
knowledge and experience to deliver technical analysis with business context and provide
sound security judgment to the market. We work closely with both the SAP® and Oracle security
teams to responsibly inform them of vulnerabilities that will be addressed in SAP Security Notes
and Oracle Critical Patch Updates.
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