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Attack Simulation Training  
Detect, assess, and remediate social 
engineering risk across your organization 
with Attack Simulation Training in 
Microsoft Defender for Office 365. 

Attack Simulation Training is an intelligent 
social engineering risk management tool. 
Use real phish and hyper-targeted training 
to educate your employees, measure behavior 
change and automate design and deployment 
of an integrated security awareness 
training program. 

Your people are your perimeter. 
Empower them. 

Solution benefits
Accessible, diverse content
Targeted, risk-based training framework 
that improves click rates

Mobile responsive content that 
facilitates on-the-go training

Inclusive learning modules available 
in a variety of formats

Straightforward implementation
Seamlessly create, launch, and monitor security 
awareness and phishing campaigns

Easy-to-use interface
Quickly modify your training environment 
with simple, intuitive controls

Multilingual support
Craft a dynamic training program or phishing 
simulation in your preferred language(s)

Dedicated customer support and Managed 
Services in English and French

Customizable 
A variety of course and phishing 
simulation customization options

Add logos and edit colors to personalize 
your learning experience

Hybrid security awareness options
Leverage additional Terranova Security 
training for proactive security 
awareness training

Training topics include (but are not limited to):

Information Security
Awareness topics

Email

Social Engineering

Phishing

Business email compromise

Microlearning library
Vishing

Web Phishing

Mass Market Phishing 
- Amazon Gift Card

Spear Phishing

Whaling

C-Level Email Impersonation

Business email compromised (BEC)

Nanolearning library
Phishing - Ransomware

Phishing - Vishing

Phishing - Six Clues That Should 
Raise Your Suspicions

Phishing - Spear Phishing 
- CEO Fraud

Phishing - Phishing website

Phishing - Smishing

Phishing - Anatomy of a  Spear
Phishing Attack

Get started today 
Attack Simulation Training is available to all 
Microsoft 365 E5 customers, Microsoft Security E5 customers 
and Microsoft Defender for Office 365 P2 customers.

Get access now
https://aka.ms/AttackSim
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