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ldentify Incidents & Respond Faster

Make your threat detection smarter and improve response times by fully integrating
Mimecast’s Threat Intelligence, Secure Email Gateway, Targeted Threat Protection,
and Authentication / Audit logs into Microsoft Azure Sentinel.

. Utilize Sentinel’s Log Analytics workspace to create custom queries for
Mimecast’s email security data

. Visualizations and tables showcasing the data available are provided as a
Sentinel Workbook

. Enhance further with other technology solutions with an Open API

Collect
Key Benefits:

A fully integrated threat environment with enhanced visibility of email born
attacks

(<Q>) = d IQ

Detect Investigate Report

Provides the ability to prioritize events and automate workflows and
response, allowing a security analyst to address the most critical threats
detected

Decrease MTTR (Mean Time To Respond)

Create custom reports and log analysis using Sentinel Workbooks
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Key capabilities

Microsoft Azure 2 Search resources, services, and docs (G+/)

Utl | |Ze Se ntl n e |’ S Log An a |yt|CS Home > Azure Sentinel workspaces > Azure Sentinel | Logs
@ Azure Sentinel | Logs

works pace to create custom Selected workspace: Mimecast-Azune-Sentinel- I
queries for Mimecast’s email o tewuey 1t

Mimecast-Azure-Sentinel-1 m Time range : Custom = save % Copylink ~ = New alert rule »~ 1— Export *~ ,<> Pin to dashboard = Prettify query

security data R inecast_nail_cL |

extend mcast_json = parse_json(substring(RawData, 20)) |
extend Category = mcast_json.category |
2 Search F extend URL = mcast_json.url |
extend Result = mcast_json.scanResult |
Group by: Solution Filters: not selected extend User = mcast_json.userEmailAddress |
where RawData has "ttp_url" and Result has "malicious"
summarize count() by bin(TimeGenerated, 1d) |
sort by TimeGenerated asc

Favorites

You can add favorites by clicking on
the ¥ icon

» LogManagement Results Chart Line *~ TimeGenerated ~ count_ ~ Splithy ~ Sum v (%) Display time (UTC+00:00) ~

» SecurityInsights
Completed. Showing results from the custom time range.

4 Custom Logs

v EH Mimecast_mail_CL
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Key capabilities

extend Result = mcast_json.scanResult |
extend User = mcast_json.userEmailAddress |
where RawData has "ttp_url" and Result has “"malicious"

Results Chart (] Columns Display time (UTC+00:00)

Completed. Showing results from the custom time range. ® 00:00:06.292 {°] 6,586 records ¥

Drag a column header and drop it here to group by that column

TimeGenerated [UTC] V' Category vV URL V' Result User V' Computer vV RawData
3/31/2020, 7:54:11.000 PM Malware http://terrasnaya-doska.com/DocuSign/docusingn/ malicious emoreno@twotoeight.com azure-sentinel-agent 2020-03-31 19:54:
. . . 3/31/2020, 8:41:57.000 PM Malware http://jsstglobalpartners.com/hotoffice/cmd-login=4078f0e0de091e35. malicious pparker@twotoeight.com azure-sentinel-agent 2020-03-31 20:41:
vl eW re S u Its q u I C k | y I n a ta b | e 3/31/2020, 8:41:49.000 PM Malware http://jsstqlobalpartners.com/hotoffice/cmd-login=4078f0e0de091e35. malicious pparker@twotoeight.com azure-sentinel-agent 2020-03-31 20:41:
. . . 3/31/2020, 2:38:46.000 PM Malware http://jsstqlobalpartners.com/hotoffice/cmd-login=4078f0e0de091e35. malicious pparker@twotoeight.com azure-sentinel-agent 2020-03-31 14:38:]
or simply visualize as a chart G e SR

3/31/2020, 3:47:19.000 PM Phishing & Fraud http://mimcast.com/ malicious nfrederiksen@twotoeight.com azure-sentinel-agent 2020-03-31 15:47:
3/31/2020, 12:08:24.000 PM Phishing & Fraud http://mimcast.com/ malicious aterblanche@twotoeight.com azure-sentinel-agent 2020-03-31 12:08:
3/31/2020, 12:08:24.000 PM Phishing & Fraud http://mimcast.com/ malicious nfrederiksen@twotoeight.com azure-sentinel-agent 2020-03-31 12:08:
3/31/2020, 11:57:27.000 AM Phishing & Fraud http://mimcast.com/ malicious aterblanche@twotoeight.com azure-sentinel-agent 2020-03-31 11:57:
3/31/2020, 11:57:27.000 AM Phishing & Fraud http://mimcast.com/ malicious nfrederiksen@twotoeight.com azure-sentinel-agent 2020-03-31 11:57:
3/31/2020, 11:38:47.000 AM Business https://livelink.din.de/livelink/livelink.exe?func=II&objld=70981578&0bj. malicious shofman@twotoeight.com azure-sentinel-agent 2020-03-31 11:38:
3/31/2020, 8:27:37.000 AM Phishing & Fraud http://mimcast.com/ malicious nfrederiksen@twotoeight.com azure-sentinel-agent 2020-03-31 08:27:
3/31/2020, 7:08:31.000 AM Phishing & Fraud http://mimcast.com/ malicious aterblanche@twotoeight.com azure-sentinel-agent 2020-03-31 07:08:
3/31/2020, 7:08:31.000 AM Phishing & Fraud http://mimcast.com/ malicious nfrederiksen@twotoeight.com azure-sentinel-agent 2020-03-31 07:08:
3/31/2020, 7:04:07.000 AM Phishing & Fraud http://www.mimcast.com malicious nfrederiksen@twotoeight.com azure-sentinel-agent 2020-03-31 07:04:
3/31/2020, 6:53:07.000 AM Phishing & Fraud http://www.mimcast.com malicious nfrederiksen@mimecast.com azure-sentinel-agent 2020-03-31 06:53:
3/31/2020, 6:50:28.000 AM Phishing & Fraud http://www.mimcast.com malicious aterblanche@twotoeight.com azure-sentinel-agent 2020-03-31 06:50:

3/31/2020, 2:42:47.000 PM Phishing & Fraud http://mimcast.com/ malicious aterblanche@twotoeight.com azure-sentinel-agent 2020-03-31 14:42:
. _____________________________________________________________________________________________|
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Key capab

B= Example queries [Z Q

Custom =l save @ Copy link = MNew alert rule ~ — Export ~ 5 Pin to dashboard == Prettify query

json{substring(RawData, 28)) |
Eon.category |

rl |

.5canResult |

serEmailAddress |

L" and Result has "malicious" |

Export results to share with imeGenerated, 1d) |
colleagues or create
dashboards and alerts on the

fly

~ TimeGenerated ~~ count_ -~ Spfitby ~ Sum () Display time (UTC+00:00)

from the custom time range.
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Key capabilities

demo@mimecast.com

i £ Search resources, services, and docs (G+
Microsoft Azure (G+/) MIMECAST SERVICES LIMITED

Home > Azure Sentinel | Workbooks > Mimecast Workbook

Mimecast Workbook

Edit

Targeted Threat Protect

Visualizations and table views are available for:
Mail Receipt, Processing, and Delivery

Targeted Threat Protection (URL, Attachment, and

Impersonation Protect)

ar 10

‘
| ttp_url (Sum) tp_attachment (Sum) tp_
812« 11.88« 112 Authenticati Audit E
J . ut ntication udit Event
URL Protect

N » Threat Intelligence (bo mer and regional et 11 ensoy

3/12/2020, 5:30:48 AM laurinh@testlab1 hamiltor fe e d S ) malicious Business
3/15/2020, 12:53:06 AM urlcountsallowua@ttp-en| clean Reference
3/15/2020, 12:53:04 AM urlcountsallowua@ttp-eni clean Reference
. 3/15/2020, 12:53:00 AM urlcs p mimecast.net https://ptwikipedia. org/wm/Star,Pev TTP GetCount Test clean Reference
Use the Mimecast Workbook imenmmeine. hes s
. . 3/15/2020, 12:52:54 AM urlcs p mimecast.net https://ptwikipedia.org/wiki/Star_Per TTP GetCount Test clean Reference
to see what data is available

3/15/2020, 12:52:49 AM p: mimecast.net https://ptwikipedia.org/wiki/Star_Per TTP GetCount Test Reference

3/15/2020, 12:52:47 AM uricountsallowua@ttp-enroliment mimecast.net https://pt wikipedia.org/wiki/Star_Per TTP GetCount Test Reference
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