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All companies and organizations, regardless of their size, are
susceptible to hacking, phishing, and unauthorized access.
Businesses these days are held accountable for having a secure
environment, even if they are running all critical systems in the
cloud, or have a hybrid-cloud model. And, for companies that are
public, or have legal requirements, a security breach can be

expensive!

Microsoft Office 365 opens new opportunities to be more creative,

productive, collaborative and always connected.

For many companies, Office 365 is the first cloud service embraced

across their organization.

While adoption of Office 365 drives higher levels of innovation and
competitive advantage, securing your Office 365 environment is
essential to protecting the confidentiality, integrity and availability
of intellectual, customer, and personal information stored in the

cloud.
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WHY?

Is our information secure in the Office 365 environment?

Who has access, both internally and externally?

What if unauthorized users compromise account credential

How can we detect ransomware and other malware in Office 3657

What do we need to do to maintain compliance and data privacy

policies?



MICROSOFT 365 SECURITY ASSESSMENT
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As a Microsoft Gold Partner, Armis is uniquely qualified to deliver an Office
365 Security Assessment for your organization, providing you with a
customized, prioritized and actionable roadmap.

We provide expert-driven security assessments to companies of all sizes
and across all verticals. We take the time to understand the security needs
and goals for all of our clients.

No matter if you are in the early stages of an Office 365 implementation or
already have Office 365 up and running, this assessment will provide you
with the data you need to ensure your organization utilizing the security
enhancements within Office 365 to remain safe.

Our team will analyse your Office 365 security configuration based on the
requirements, and then provide a report with actionable information to
remediate where necessary.

They will also be able to help your team implement the remediation actions
to speed your organization along to compliance.



Our Office 365 Security Assessment is a three-step
process with the end goal of providing an actionable
Office 365 security roadmap based on your security

objectives and requirements.

The objectives of the Office 365 Security Assessment
are as listed below. Our team will take the time to meet
with your staff and fully understand your business and

SBCUI’ity concerns.

From there, we will utilize the Secure Score tool to
provide the recommendations and roadmap that you

need.

OFFICE 365 SECURITY ASSESSMENT
MAIN GOAL

We provide guidance, recommendations and
best practices on how to successfully

implement Office 365 security features
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Create an Office
365 security

security objectives and
requirements roadmap

We work with your staff to gain We provide a prioritized

an understanding of your and actionable Office 365

business requirements and security roadmap based on

how they drive security your your security objectives

objectives and requirements. and requirements



OFFICE 365 SECURITY ASSESSMENT

TIMELINE

We understand that each organization may be at different levels of maturity in their 0365 environments and have varying requirements. So we have tailored our activities to your

specific needs.

The Office 365 Security Assessment typically consists of a kick-off meeting followed by the 2-day on-site assessment. Following the assessment, we gather the data together and

compile the results into and actionable report.

During the assessment, our security consultants will
work with you to complete an assessment

guestionnaire to better understand your security

posture as it relates to people, process and technology.

Additionally, a security analytics tool is used to quickly
assess your current security settings and behaviours
based on features that have been enabled within your
Office 365 environment.

The guestionnaire responses and the results of the
security analytics tool provide the basis for our
consultants to develop the prioritized strategy and

roadmap.

Kick-off meeting

Provide pre-assessment
questionnaire

Provide instructions on how to
export Office 365 Secure Score
data

Customer to complete/return
questionnaire

Customer to export and send Secure
Score data

Analyse guestionnaire and Secure
Score data

On-site workshops covering:

= Security objectives and requirements
= (Office 365 security readiness

= (Office 365 security assessment

= (Office 365 security roadmap




OFFICE 365 SECURITY ASSESSMENT
ASSESSMENT DELIVERABLES

The following deliverables are part of the Office 365 Security Assessment:
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KICK-OFF PRESENTATION
[Kick-off meeting]

Overview of the engagement covering objectives,

requirements, and next steps

PRE-ASSESSMENT QUESTIONNAIRE RECOMMENDATIONS AND ROADMAP REPORT
[After the kick-off presentation] [After the 2-day on-site workshops]
A guestionnaire on cloud usage/adoption, security A prioritized list of Office 365 security
requirements and objectives, regulations, and recommendations based on Office 365 Secure Score

framewaorks results.
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An assessment of your 0365
security configuration using the
Microsoft Secure Score and tested

against our best practice guidelines

©

A comprehensive review of the
enabled and available security
features in your 0365

subscription

Actionable remediation steps
you can take to your reduce risk
and get the most out of your

0365 subscription
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A break-down of the ease of
implementation and user
impact of each

recommendation
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