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About

Main idea of this solution is save personal data in local machine storage when you work In MS
Dynamics CRM 365.
Wherever your MS SQL deployed, personal data will be save in local storage.

Scheme of process interaction system and service depersonalization
solution:

inquiry
inquiry

Answer

- Ancwear

Conditions for deploying the solution

To deploy the solution, you need the following resources:
e Equipment for deploying an intermediary web service and storing personal data. It is possible to
install all components on one machine, or on two different machines.
e Access to the CRM system with administrator rights.
Before installation, you need to check the network availability between all the components of the solution
and CRM.



Setup and configuration solution

1. Preparation

This solution assumes the installed component IIS (Internet Information Server - is an extensible web
server created by Microsoft for use with the Windows NT family.2l 1IS supports HTTP, HTTPS, FTP, FTPS,
SMTP and NNTP. It has been an integral part of the Windows NT family since Windows NT 4.0, though it may
be absent from some editions (e.g. Windows XP Home edition), and is not active by default.

[IS must be installed on server or work station where data will be save.
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2. Installing the software.

One of the key points in the solution of depersonalization is that the correctness of its installation
extends to a system without data.
If you are installing for a system with available data, you need a tool that allows you to update the
records, after installing the solution to depersonalization.
The installation of the depersonalization solution includes three components: Redis storage, a web
service and a CRM solution.

2.1 Download the installer package for the components of the data depersonalization solution.
Download the installer package by reference: http://oootisa.ru/Depersonalization.msi
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2.2 Installing the components of the data depersonalization solution
Run the depersonalization.msi installer package file and click "Next"

:[-%] Deperscnalization Setup — >

Welcome to the Depersonalization Setup
Wizard

The Setup Wizard will install Depersonalization on your
computer. Click Nest to continue or Cancel to exit the Setup
Wizard.

Mext Cancel

In the opened window, you must specify the installation path and click the "Next" button

:[-%] Depersonalization Setup — >

Destination Folder
Click Mext to install to the default folder or click Change to choose another.

Install Depersonalization to:

)

C:\Program Files 686)\DPL |

Change...

Back Mext Cancel




In the "Components" window, it is worth checking that all the elements will be installed.
In the case of an error installing one of the elements, you must run the installation again, indicating
which items are not installed.

j@ Depersonalization Setup — >

KoOMNOHEHTbI

BoibepHTE KOMNOHET bl YCTAHOBKHA

o Redis
Web service

Wait until the installation process is complete, you may need administrator rights to install.

Installing Depersonalization

Installing Depersonalization

Please wait while the Setup Wizard installs Depersonalization.

Status: INSTALL

Cancel




After the installation is complete, you must close the installer window by clicking on the button «Finish».

jﬂ Deperscnalization Setup — >

Completed the Depersonalization Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Wiew Lo Finish

After the installer completes, the installation of the components starts.

2.3 Setup Redis storage

Begin installing Redis by clicking on the button «Next»

#7 Redis on Windows Setup — x

Welcome to the Redis on Windows Setup

& redis

The Setup Wizard will install Redis on Windows an your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard.

Back Cancel




Read the license agreement, then tick the "l accept the terms in the License Agreement" field by
accepting the agreement, click the "Next" button to continue the installation.

ﬁ Redis on Windows Setup — >
End-User License Agreement é
Please read the following license agreement carefully [
redis
Copyright © 2006-2015, Salvatore Sanfilippo o)

Modifications Copyright ©@ Microsoft Open Technologies, Inc.

All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions

are met:
(1 v

[ 11 accept the terms in the License Agreement

Print Back Mext Cancel

Specify the installation path for Redis, then click "Next".

ﬁ Redis on Windows Setup — >

Destination Folder a
Click Mext to install to the default folder or dick Change to choose another. [

redis

Install Redis on Windows to:

IC:‘IFrogram Files'\Redis!,

Change...

[ ] add the Redis installation folder to the PATH environment variable,




Specify the port or use the proposed installer (if it is free)

I Remember this port it is useful in the further configuration.
Make sure that the "Add an exception to the Windows Firewall"
Click "Next" to continue the installation.

15 Redis on Windows Setup — *

Port Number and Firewall Exception a
Select whether to add an exception to the Windows Firewall for Redis, .
redis

Port to run Redis on:

6379

Add an exception to the Windows Firewall,

If you need to limit the amount of RAM allocated to Redis on the current machine, click "Next" to
continue the installation.

#7 Redis on Windows Setup — x

Memory Limit

Select whether to use a memory limit or not.

[ ]set the Max Memory limit

Max Memory: 100 ME




Click the "Install" button to start the installation of the program (Administrator rights will be required).

#7 Redis on Windows Setup — x

Ready to install Redis on Windows a
redis

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back GIHSEII || Cancel

Wait until the installation is complete and close the window by clicking on the "Finish" button

#7 Redis on Windows Setup — >

Completed the Redis on Windows Setup

é redis "
Click the Finish button to exit the Setup Wizard.

Back Cancel
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Test the Redis

e go to the folder where Redis installed

e find redis-cli.exe

e start redis-cli.exe

e Inthe appeared console enter the command: "ping".

e The correct answer to the request is: "PONG". It means that everything is running correctly.

Receiving another response means that there were errors during the installation.

B C\Program Files\Redis\redis-cli.exe - O X

Configuring Redis storage as a service

To configure Redis as a service, you need:
Open Windows services through search:

[ 08 Filters .-

Lss. Services

Services

11




Another way, go to Control Panel \ Administrative Tools \ Services \ Redis

All Contrel Panel lterns - O

€« v » Control Panel » All Control Panel ltems » v O Search Control Panel

Adjust your computer's settings View by:  Small icons ¥

% Administrative Tools E Backup and Restore (Windows 7)

@Autoplay

El Color Management
Default Programs
!l Display

I File History

& BitLocker Drive Encryption Credential Manager
ﬂ Device Manager
@ Ease of Access Center

Flash Player (32-hit)

o7 Date and Time

ﬁ Devices and Printers

I::u] File Explorer Options

,_ﬁ Fonts -4 HomeGroup 8 Indexing Options
Internet Options 22 Keyboard §$ Language
JF Mouse _:‘E MNetwork and Sharing Center H MVIDIA Control Panel

% Power Options

& Recovery
P Security and Maintenance

Phone and Modem

EI Personalization

(&l Programs and Features

@ Region

iﬂ Sound

& Realtek HD Audio Manager
@ Remotedpp and Desktop Connections

E Storage Spaces

% Speech Recognition

Home Share View « i@
+ E‘h « Systern and Sec... » Administrative Tools v O Search Administrative Tools 0

ﬁ Home Mame ) Date modified Type o)

. |ﬁ- Component Senvices 09/13/2001412:20 ...  Shortcut
Favorites
_ E‘ Computer Management 09/13/201412:20 ...  Shortcut
Desktop %t Defragment and Optimize Drives 09/13/201412:20 ...  Shortcut
4 Downloads 7%, Disk Cleanup 09/13/201412:21...  Shortcut
B Videos (& Event Viewer 09/13/2001412:20 ...  Shortcut
= . & 1SCS! Intiator 09/13/201412:20 ...  Shortcut
il This PC - o )

[#a Local Security Policy 09/13/201412:21 ..  Shortcut
i Local Disk (C:) ODBC Data Sources (32-bit) 09/13/201412:20 ...  Shortcut
% Network ODBC Data Sources (64-bit) 09/13/201412:20 ...  Shortcut
@ Performance Maonitor 09/13/201412:20 ..  Shortcut
*# Homegroup ﬁ Print Management 09/13/2014 1221 ... Shortcut
@ Resource Monitor 09/13/201412:20 ...  Shortcut
09/13/201412:20 ..  Shortcut
Systemn Configuration 09/13/201412:20 ..  Shortcut
i System Information 09/13/2014 1220 ...  Shortcut
ﬁ} Task Scheduler 08/13/201412:20 ...  Shortcut
|ﬂ' Windows Firewall with Advanced Security  09/13/2014 12:20 ...  Shortcut
Windows Memony Diagnostic 09/13/201412:20 ...  Shortcut
ﬁ Windows PewerShell [x86) 09/13/201412:25 ...  Shortcut

@ Windows PowerShell ISE (x28) 09/13/201412:21 ...  Shortcut W

>
21 items ==
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5 Services — O *
File  Action View Help
e |EHEC HE >80
,.g, Services (Local) _.-‘J.‘ Services [Local)
Redis Mame Description Status Startup Type Log ™
'-.,':’.;!;Power Manages p...  Running  Automatic Loc
Stop the service E o . . . .
Restart the service :..,ﬁJ_‘Pr?nt Spoaler. . Th!s ser'.r!ce... Running  Automatic Loc
L) Printer Extensions and Motif... This service ... Manual Loc
@;Problem Reports and Seluti.,  This service .., Manual Loc
_[Iifs.scrlptlpn: e Redi iC)Program Compatibility Assi... This service.. Running  Automatic Loc
IS service runs the Redis server £ Quality Windows Audio Vid... Quality Win... Manual Loc
£} Radio Management Service  Radio Mana... Manual Loc

edis

e~ R
£k Remote Access Connection...

1.'3!_; Remote Desktop Configurat..,

1..'.:;:!_; Remote Desktop Services
'-.,':".-2; Remote Desktop Services U...
'n.'i!_; Remote Procedure Call (RPC)
1..':)_; Remote Procedure Call (RP...
1.'3!_; Remnote Registry

L':J_;Retail Demc Service

'-.,':".-;!; Routing and Remote Access
Q'EJ_;RPC Endpoint Mapper
@;Secondar}r Logon

1.'3!_; Secure Socket Tunneling Pr..,
£

‘&) Remote Access Auto Conne...

This service ...
Creates a co...
Manages di...
Remote Des...

Allows user...

Allows ther...

The RPCS5 ..

In Windows...
Enables rem...
The Retail D...

Offers routi...

Reschves RP...
Enables star...

Provides zu...

Running

Running
Running
Running
Running
Running

Running

Automatic

Manual

Manual
Manual
Manual
Manual
Automatic
Automatic
Disabled
Manual
Disabled
Automatic
Manual

Manual

Loc
Loc
Loc
Met
Loc
Met
Met
Loc
Loc
Loc
Met
Loc

Loc v

Extended }(\Standardf

Next you need to set the following settings:
On the General tab:
e startup type: Automatic

Redis Properties (Local Computer)

General logOn Recovery Dependencies

Service name: Redis

Display name: Redis

Description: ’This service runs the Redis server

Path to executable:
"C:"\Program Files"\Redis"redis-server.exe” —servicequn "C:\Program Files\F

Startup type: Automatic ~

Service status:  Running
Start Stop Fause Resume

You can specify the start parameters that apply when you start the service
from here.

Start pararneters:

Cancel Aply
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On the Recovery tab:

First failure — Restart the Service;

Second failure — Restart the Service;

Subsequent failure — Restart the Service

Reset the counter and restart the service by default.

Redis Properties (Local Computer) =
|

General LogOn Recovery Dependencies

Firat failure: Restart the Service -
Second failure: Restart the Service ~lH
Subsequent failures: Restart the Service -

Reset fail court after:

I,
Restart service after: Dhmes

[] Enable actions for stops with emors. Restart Cor -0

wesian Lomputer Uption

Run program

2.4 Installation of the web service depersonalization.
DepersonalizationService Setup

In the window where the component is installed, click "Next" to continue the installation

:[-%] DepersonalizationService Setup — >

Welcome to the DepersonalizationService
Setup Wizard

The Setup Wizard will install DepersonalizationService on your
computer. Click Next to cortinue or Cancel to exit the Setup
Wizard.

Corce




Specify the installation path for the component and click "Next".

j@ Deperscnalization5ervice Setup —

Destination Folder
Click: Mext to install to the default folder ar click Change to choose another.

Install Depersonalization Service to:

C:\Program Files («86)\DFL"\DepersonalizationService

Change...

Back Meadt

Cancel

Specify the port («nopT») that will be used by the web service for communication between MS CRM and
local Redis store, and then click the Next ("danee") button to start the installation of the component.

j@ DepersonalizationService Setup —

Web-Cepsnc

HacTpoliki cepevca

x

o [

2]

OTMeHa

Wait until the installation process is complete. Installation may require administrator privileges.

15



Installing DepersonalizationService

Installing DepersonalizationService

Please wait while the Setup Wizard installs DepersonalizationService.

Status: INSTALL

Cancel

After the installation is completed, close the window by clicking on the "Finish" button

IE] DepersonalizationService Setup — >

Completed the DepersonalizationService
Setup Wizard

Click the Finish button to exit the Setup Wizard.

View Lo Finish

A new web application (web service) will appear in 1I1S:DepersonalizationWebService
The application is tied to the port that was specified during the installation.

16
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S5L Settings

Check the functionality of the service by going to it using a browser.

& Explore
Edit Permissions...
Edit Site
Bindings...
[E Basic Settings...
View Applications
View Virtual Directories
Manage Website (a
2 Restart
P Start
B Stop
Browse Website
Browse %80 (http)
Browse :443 (https)
Browse 127.0.0.1:30 (http)
[$] Browse 127.0.0.1:443 (https)

Advanced Settings...
Configure

Failed Request Tracing...

If the opened window contains a blank screen without errors, then the service is working properly.

2.5 Installing the Web storage service and placing it in IIS Manager

After the installation of the web service "Depersonalization service" was completed, a service was
created in the IIS Manager
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Failed
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WNET Users | Application
Settings
1= Hped
%_‘_5 L)
Handler HTTP
Mappings  Redirect
=
o=
Request  SSL Settings
Filtering

@ @
2 Explere
Edit Permissions...
Edit Site
Bindings...

[E) Basic Settings...

View Applications

View Virtual Directories
Manage Website ]
2 Restart
9 -
| Stop

Browse Website
Browse 80 (http)
Browse :443 (https)
Browse 127.0.0.1:30 (hitp)
8] Browse 127.0.0.1:443 (htps)

Advanced Settings...

Configure
Failed Request Tracing...

In the RedisPort field, you must enter the port value specified during the installation.

17



0 Application Settings

Use this feature to store name and value pairs that managed code applications can use at runtime,

Group by: Mo Grouping =

S

Mame Value Entry Type
 RedisPort |6370 | Local
RedisUrl localhost Local

To connect the authentication of web service users, you must set the "Windows Authentication"
setting to Enabled.

18
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@ = H » & &

Legging  MIME Types  Modules Output Request 550 Settings
Caching Filtering

Management
=
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Group by: Mo Grouping =

Marme Status Response Type
Ancnymous Suthentication Enabled

ASP.MET Impersonation Disabled

Basic Authentication Disabled HTTP 401 Challenge
Forms Authentication Disabled HTTP 302 Legin/Redirect

{Windows Authentication Enabled HTTP 401 Challenge




Important!

e If the address of the personal data storage web service is not available from the Internet, you
must contact the local network administrator to publish the local web service address as

external.

e For the service to work properly, you need to enable all IIS properties from the "Application
Development Features" section.

To do this, you must perform the following steps on the Depersonalization Service installation server:

You must follow the following path: Control Panel \ Programs and Components \

[E2 All Control Panel ltems

= -1 > Control Panel » All Control Panel ltems >

Adjust your computer's settings

Administrative Tools EJ Adobe Gamma (32-bit)

:Fiﬁ' BitLocker Drive Encryption LI Color Management
[ Default Programs & Device Manager

l@.l Ease of Access Center E File Explorer Options

A Fonts (13 HomeGroup
w Intel{R) Graphics and Media ﬁ Internet Options

@ Mouse % Metwork and Sharing Center
3 Power Options

4 Region ™ RemoteApp and Desktop Connec

8 storage Spaces

‘51 Speech Recognition
ﬂ Taskbar and Navigation [ Troubleshooting
9 Windows Firewall

B Anpexce ek

5 Windows To Go

(g AutoPlay

[E Credential Manager
& Devices and Printers
& File History

¢ Indexing Options

E= Keyboard

&2 Personalization

& Quark Update (32-bit)

P Security and Maintenance

[ Work Folders

- m} x

v O Search Control Panel P

View by:  Small icons «

E} Backup and Restore (Windows 7)
' Date and Time

=1 Display

Flash Player (32-bit)

f Infrared

‘}'{$ Language

{5 Phone and Modem

@ Recovery

iy Socund

3 system

Ea Windows Defender

3 Movra (32-bit) [E] Programs and Features

- ~ 4 [ * ControlPa
Control Panel Home

View installed updates

R Turn Windows features on or
off

Install a program from the
network

e Select all properties (enable), except CGI.

[ Windows Features —

Turn Windows features on or off

means that only part of the feature is turned on.

Internet Explorer 11
= @ | Internet Information Services
[ FTP Server
W] | Web Management Tools
= W World Wide Web Services
= [ | Application Development Features

NET Extensibility 3.5
MET Extensibility 4.6
Application Initialization
ASP

ASP.MET 3.5
ASP.MET 4.6

cal
ISAPI Extensions
ISAPI Filters
Server-Side Includes
Web5ocket Protocel
[®] | Common HTTP Features
[®] | Health and Diagnostics
IE Performance Features
[m] | Security
[ | Internet Information Services Hostable Web Core

PR e 1 TR -

i

To turn a feature on, select its check box. To turn a feature off, clear its check box. & filled box

] s
~
v
Cancel

Click OK
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Windows Features

Searching for required files

Cancel

e Wait until the components are installed.
3. Actions performed in the CRM system
3.1 Setup solution in to MS Dynamics CRM 365

e Follow https://appsource.microsoft.com/en-us/ and setup «DepersonalizationSolution»

e Verify that the installation was successful. To do this, go to Settings \ Solutions

Dynamics 365 Sales ~ | Dashboards >

- Marketing Field Service Project Service Resource Scheduling

Business Customization System Process Center Application
Business Management m Customizations E Administration Email Configuration = Processes Interactive Service Hub
Templates .+ Solutions m Security E Activity Feeds Configu...

Product Catalog Dynam\(s Marketplace m Data Management E Activity Feeds Rules

Settings

Service Management Plug-In Trace Log

Systemn Jobs Dynamics 365 App for...

Moabile Offline Document Manageme...
) ;
Sync Errar % Auditing

01N B = o

e Next, in the list of solutions, find DepersonalizationSolution

21


https://appsource.microsoft.com/en-us/

Dynamics 365 Settings ~ | solutions >

Search Results v Depersanalizationsolution o

8 New XK Delete | 25 import [} Export Clone a Patch [ Clone Solution 53 Apply Solution Upgrade 3] import Transiations (£} Export Translations | ¢y Publish All Customizations @} Get Solutions from Marketplace More Actions =

Name Display Name 4 Version Package Typ... Publisher Description =]

| DepersonalizationSolution  Depersanalization Soluti..  2016.017.0..  Managed Tisa Company The solution allows you ta store all persanal data loca... |

e |[f the solution is on the list, then the installation was successful.

3.2 Installation of Russian language support
If CRM is not localized in ru-ru. You need to install support for the Russian language.
To do this, go to the \ administration settings

ynamics 365 ~ | Settings v~ | solutions >

Project Service Resource Scheduling

Service Marketing Field Service

Business Customization System Process Center Application

Email Configuration = Processes Interactive Service Hub

Security E Activity Feeds Configu...

Praduct Catalog IZ Dynamics Marketplace m Data Management E Activity Feeds Rules
Service Management System Jobs Dynamics 365 App for...

Mobile Offline

Business Management m Customizations

Templates Solutions

Plug-In Trace Log

Document Manageme...

.s] Sync Error Auditing

I B

Go to the "Languages" section

Administration

Which feature would you like to work with?

.
—F Announcements
==\ Create, edit, and delete announcements that appear in the Workplace area.

Auto-Numbering
Specify the prefix numbers for contracts, cases, quotes, orders, articles, invoices, and campaigns. Select the suffix length
for contracts, cases, quotes, orders, and invoices.

Languages
Add or remove support for additional languages.

& &

System Settings
Set the format for various values, such as numbers, the calendar, and currency. Select the email tracking, marketing, and

custamization options for your organization. Set Microsoft Dynamics 365 for Outlook options. Manage repart
categories.

Subscription Management
See payment and billing options, and purchase additional licenses, You must be a member of an appropriate security
role to do these tasks.

Privacy Preferences
Set the privacy preferences for the organization,

¥l

Resources In Use
View details about your organization’s use of storage, custom entities, and workflows and dialogs.

2 System Notifications
View important system messages such as scheduled outage notifications.

Data Performance
Review, analyze, and aptimize the data access performance of components in your arganization.

y/ Yammer Configuration
5

Connect Microsoft Dynamics 365 to your enterprise Yammer network

Microsoft Social Engagement Configuration \\‘ Mobile Offline Configuration

Connect Microsoft Dynamics 365 to Microsoft Social Engagement for Social Insights oy You can only enable Mobile Offline synchronization in a production instance of Microsoft Dynamics 365. You're currently
on a trial, sandbox or preview instance.
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Check "Russian™ and click "Apply".

Language Settings LK

Select the languages to enable for your organization, and then click Apply.

Language Language Code Status Wers
|:| Romanian [Romania) 1043 Disabled 0.0
Russian 1049 Enabled 8211
|:| Serbian [Cyrillic) 3093 Disabled 0.0
|:| Serbian (Latin, Serbia) 2074 Disabled 0.0
|:| Slovak (Slovakia) 1051 Disabled 0.0
| —— - s - a - - [ o A
£ >

o Close

3.3 Solution configuration

e Open solution «DepersonalizationSolution»
e Go to the processes, then click on the action “([l) YctaHoBKM cepBuca aenepcoHanmsaumm»
ATTENTION! If this type of business process is disabled, then all data is stored by default in MS CRM 365.

@ Solution: Depersonalization Solution
%, Processes

You cannot directly edit the components within a managed solution, If the managed properties for solution components are set to allow customization, you can edit them in the
Customizations area or from another unmanaged solution.

Solution Depersonalization Solufi...
Component Type Process ~ View Customizable L

8}" Information R
[ Configuration
Components v [[) YCTaHOBKKM CEPBMCa AeNEepCoHANM3aLM, Action Drraft

> [ Entities
,_E Option Sets
"9 Client Extensions
,2"] Web Resources
2_. Processes
+~ Plug-in Assemblies
j Sdk Message Processi..
@‘; Service Endpoints
na Dashboards
|ﬂ Reports
I;.’alCor1r1ed:i<:|r'| Roles
Article Templates
Contract Templates
Email Templates
52'1 Mail Merge Templates
S? Security Roles
81 Field Security Profiles
r Routing Rule Sets
ﬁ,{ Record Creation and ...
@ SLAs % 1-10f1[1 selected) Page 1

+ | Process Name Category Primary Entity S s

< >

javascript:; ling
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The action contains 6 configurable parameters. To configure, click the "Set properties" button next
to the desired parameter.

1) ServiceURL — Specify the address of the web service for processing personal data.
The "Value" field specifies a link to the service and port

General

Statement Label * YKka3wBaeTca agpec BeB-cepEMCa No 06paboTKe NePLoHaNbHbX JaHHBIX.

Assign Value Details

Form Assistant >
MName * i
ServiceUrl = Dynamic Values ~
Value * http://test.ru:6060/ Dynamic Values -
Operator:
Setto i
Look for:
Arguments v
OnlySave v
X & B

Default value;

2) OnlySave - Indicates the indicator for storing personal data in the Dynamics Crm repository.
If it is true, then all personal data will remain in the CRM.
*true = Saving personal data online.
**false = Saving personal data in local storage.

General
Statement Label * YKa3bBAETCA MHAWKATOP COXPAHEHMA NEPCOHANBHEX JAHHLX B XpaHunuwe Dynamics Crm., Ecan croum

Assign Value Details

Form Assistant >
Name *
OnlySave = Dynamic Values ~
*
Value @ False () True Dynamic Values -
Operator:
Setto w
Look for:
Arguments v
OnlySave v
XKoo w

Default value:

() False (O True
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3) ServiceUserName - Specifies the name for accessing the web service.
In the "Value" field, you must specify a user to access the web service

General

Statement Label * |Yka3blBaeTcA UMA ANA 40CTYNA K BEG-CEPEMCY.

Assign Value Details

Form Assistant *
Name * ServiceUserMame ~ ;
Dynamic Values £
*
Value |Testi Dynamic Values <
Operator:
Set to b
Look for:
Arguments w
OnlySave £
X | & B

Default value:

4) ServicePassword - Specifies the password for accessing the web service.
In the "Value" field, enter the password for accessing the web service.

General

Statement Label * YKa3wIEaeTCA Naponk 4NA 40CTYNA K BeB-CepENLY.

Assign Value Details

Form Assistant >
Name * servicePassword e ;
Dynamic Values ~
Value * test Dynamic Values e
Operator:
Set to w
Look for:
Arguments e
OnlySave e
X & B

Default value:
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5) ServiceDomain - Specifies the domain for accessing the web service.
Specify the domain in the Value field for accessing the web service.

General

Statement Label * YKA3BIBAESTCA AOMEH ANA ADCTYNE K BEB-CEPEMTY.

Assign Value Details

Form Assistant >
Mame * i i
ServiceDomain s Dynamic Values ~
* .
Value tisa Dynamic Values -
Operator:
Set to ~
Look for:
Arguments w
OnlySave v
X & B

Default value:

6) WritePerformance - Indicates an indicator for storing the statistics of the execution of plug-
ins on the side of the web service.
*true — Logging on.
**false — Logging off.

General

Statement Label * YKa3bIEaeTCA MHAWMKATOP COXPAaHEHWA CTATUCTWEK BEINOAHEHWA NAArMHOE Ha CTOPOHE BeB-CepEMCa,

Assign Value Details

Form Assistant >
Name * WritePerfomance > i
Dynamic Values i
Value * @ False () True Dynamic Values -
Operator:
Setto i
Look for:
Arguments b
OnlySave il
X & B

Default value:

() False () True
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3.4 Setting up depersonalization fields

To work the solution it is necessary to specify which fields in the system will be depersonalized, in

the information of which will be stored locally in the repository.

To specify the required fields, you need to go to the solution «DepersonalizationSolution»

e Go to Settings
e Select an entity containing the required fields
e Select fields

e Click OK

L&ﬂ Solution: Depersonalization Solution

#* Information

You cannot directly edit the components within a managed solution, If the managed properties for solution components are set to allow customization, you can edit them in the Customizations area or from

another unmanaged solution.

Solution Depersonalization Soluti...

85;’ Information +
'ﬁ" Configuration
E Components
» [ Entities
ﬂ Option Sets
& Client Extensions
ﬂ Web Resources
Z. Processes
> < Plug-in Assemblies

J Sdk Message Processi..

"?;Ser\rice Endpoints
a3l Dashboards

d Reports
@,gConnedion Roles
gArticle Templates

8] contract Templates
Q Email Templates

124 Mail Merge Templates
&?Securit‘y Roles

& Field Security Profiles
r Routing Rule Sets

@+ Record Creation and ...

[®] sLas
R apps

Status: Existing

n CywHocTe: Contact

BbIbEpHTE nonA cylHECTH, KOTORkIE HeobxoguMo AeNepCoHanuznpoeate.

oo

Job Title

Last Name

ooooooodormogooo

Home Phone
Home Phone 2

Klout Score
Klout Score
Last Date Included in Campaign

Last On Hold Time

Wmn
externaluseridentifier
ftpsiteurl
int_facebookservice
int_facebook

fax

firstname

fullname
governmentid
telephonez

home2

jobtitle

int_kloutscores
lastusedincampaign
lastname
lastonholdtime

Tun
String
String
String
String
String
String
String
String
String
5tring
5tring
Integer
Integer
DateTime

oK

e Wait for the operation to finish (Operation creates in essence a "Depersonalization field" records,
as well as additional fields in entities whose fields need to be depersonalized, so the execution
time may be stretched depending on the number of selected fields)

e When the operation is completed, a window appears about the successful execution.

BbinosHeHMe one Pau

YenewHo...

v

YenewmHo..,

oK
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WARNING!

e |f you mark fields such as, "Name", "Last name" and "Patronymic" in the Contact entity, you should
also tick the "Full name" field.

e |[fthefield is of type Lookup, you must mark the field for depersonalization in both entities. Example:
the client field in the contract refers to the physical. Person of the entity (Contact) - it is necessary
in essence Agreement to mark this field and make sure that in essence the Contact is marked with
the fields "Name", "Last name", "Middle name", "Full name".C

e Created records in the essence of "Fields of depersonalization" is strictly prohibited to delete in
order to avoid loss of depersonalization of data contained in these fields.

e Do not select too many fields for depersonalization; This affects the performance of the system.

3.5 Configure the security role.

For the correct operation of the solution, you must configure security roles.
Go to Settings \ Security \ Security Roles

Dynamics 365 Settings v | solutions

- Marketing Field Service Project Service Resource Scheduling

Business Customization System Process Center Application

I Business Management m Customizations E Administration Email Configuration E Processes Interactive Service Hub
Templates Solutions E Activity Feeds Configu.
gy

Data Management E Activity Feeds Rules

Settings

s

H Yl Product Catalog Dynamics Marketplace

Service Management Plug-In Trace Log

System Jobs Dynamics 365 App for...

\\‘ Mobile Offline Document Manageme..,

[ofa] Sync Error

Jal

Auditing

Security

Which feature would you like to work with?

Users Teams
Add new users. Edit information about users and deactivate user records, Manage the teams, roles, and licenses Add new teams and new members to existing teams., Madify the team description and delete members from teams.

assigned to users.

Business Units
Add new business units, Edit and deactivate existing business units. Change the parent business unit,

N Security Roles
f Create new security rales. Manage and delete existing security roles for your organization.

Hierarchy Security
Configure hierarchy security, including enabling hierarchy modeling and selecting the model. You can also specify how

Field Security Profiles
@ Manage user and team permissions to read, create, or write information in secured fields,
deep the hierarchy goes, and specify the entities to exclude from a hierarchy.

Access Team Templates
Add new team templates. Modify the team template description.

B "B B

Positions
Add new Position. Madify the Position description.

e Select security role
e Click the "Custom Entities" tab
e Specify for the entity "Depersonalization field" the rights to read (level: organization)

Details Core Records Marketing Sales Service Eusiness Management Service Management Customization Missing Entities Business Process Flows Custom Entiti

Entity Create Read Write Delete Append Append To Assign Share
Mone AeneproHannsaLmum O ® O O o O O o
Account Project Price List @] @] @] (@] @] @] @] @]
Actual @] O @] O @ @] O @
Actual Data Export [Deprecated) @] @] @] (@] Q @] Q Q
Agreement @] @] @] @] @] @] @] @]
Agreement Booking Date @] @] @] (@] @] @] @] @]
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