Entrust Identity as a Service

All of your users. Endless possibilities in the cloud.

HIGHLIGHTS

The smarter authentication solution Effortless, proven, visionary
Entrust Identity as a Service secures and * Simple to deploy, simple to

enables your company’s digital business manage, simple to use, so IT and the
across employee, customer, and partner workforce can focus on the business
user groups - all from one platform. without security getting in the way

A cloud-based identity and access
management (IAM) solution with multi-
factor authentication (MFA) and single

» 25+ years of digital identity expertise
and 50+ years of security innovations

sign-on (SSO), it offers simple deployment « Unmatched innovation that lets you
and management fqr IT, and a frictionless stay ahead of the curv,e keeping both
experience for existing and future users. criminals and your competitors at bay
CLOUD-BASED IAM TAILORED TO ALL YOUR USER COMMUNITIES
KNOWLEDGE WORKERS FRONTLINE WORKERS EXTERNAL USERS
Office employees and remote workers Service employees Customers and partners
i :
Modern IAM for users in and out Simple-to-use, cost-effective Secure onboarding and flexible
of apps throughout their day. authentication for infrequent digital access for external
access to company systems. user communities.
*« VPN Access
* MFA and SSO * HR/Employee Portals » Customer Portals
* SaaS and On-Prem Apps » Schedules, Project Status (Online Accounts)
« Workstation/VDI Login » Physical ID/Access  Partner/Contractor Portals
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Entrust Identity as a Service

KEY CAPABILITIES

High assurance credential-based access

Option to use digital certificates for a higher level of security.
Think of this as a virtual smart card that can be provisioned
on an iOS or Android device.

Single sign-on (SSO)

One set of credentials to securely access any app (cloud or on-
premises), while also making it easy for IT teams to securely manage
user credentials. Entrust Identity as a Service federates with cloud
apps via standards like SAML and OIDC.

Passwordless access

Credential-based/FIDO-compliant passwordless access with SSO
for high assurance workforce use cases. Passwordless options for
consumers include using smart phone biometrics or FIDO tokens
with BYODs.
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Best-in-class multi-factor authentication (MFA)
Support for an unrivaled number of authenticators and use cases.

Adaptive risk-based access and authentication
Requirement for additional authentication only when conditions
warrant, like a user logging in for the first time from a new device,
or at an abnormal time of day or from a different geolocation.

Identity Proofing

Fully digital identity verification for fast, secure user onboarding.
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Secure Portals
Secure access to customer and partner portals.
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Entrust Identity as a Service

Self-service password resets
Users can securely reset their own passwords, meaning no downtime and no IT overhead.

Simple management
Intuitive, risk-based policy creation, configurable user roles, and robust reporting that provides
critical insights into your user security profile.

One cloud-based platform
From desktop login and cloud single sign-on to privileged access, Entrust Identity as a Service
enables all of your existing and future use cases for all of your users from one platform.

Flexibility to provision different authentication methods for different

users and requirements

You have choices when it comes to authentication methods. Depending on varying factors
such as asset being accessed, the device being used, and the level of technical ability of the
user, you may want to choose different authentication methods.
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Entrust Identity as a Service

Give your users the freedom of a frictionless experience, your IT resources the gratification

of an uncomplicated solution from one vendor and your enterprise the possibility of limitless
digital growth. Make the switch to Entrust Identity as a Service. Visit entrust.com/identity-as-a-
service for more information or to request a demo.

ABOUT ENTRUST CORPORATION

Entrust secures a rapidly changing world by enabling trusted identities, payments, and data protection.
Today more than ever, people demand seamless, secure experiences, whether they’re crossing borders,
making a purchase, accessing e-government services, or logging into corporate networks. Entrust offers
an unmatched breadth of digital security and credential issuance solutions at the very heart of all these
interactions. With more than 2,500 colleagues, a network of global partners, and customers in over 150
countries, it’'s no wonder the world’s most entrusted organizations trust us.
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