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Introduction
1. What is Cloud Computing?
2. Why is Private Equity Moving to the 

Cloud?
3. What does the Journey to the Cloud 

look like?
4. Cloud Foundation and Architecture 

Framework

Panel Discussion
1. Overview of Cloud Security Risk
2. Leading Threats and Vulnerabilities 

Impacting the Cloud
3. Who is Responsible for Cloud 

Security?
4. How do I Secure my Cloud Journey?
5. Cloud Security Blueprint

CLOUD SECURITY WEBINAR AGENDA
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WHAT IS CLOUD COMPUTING?

• Pools of virtual resources (compute, storage, operating 
systems, network, etc.)

• Orchestrated by management and automation software so 
they can be accessed by users on-demand through self-
service portals

• Supported by automatic scaling and dynamic resource 
allocation

• Public cloud refers to the elastic computing service model 
used for the provisioning of storage and computational 
services to multiple customers over the internet while still 
utilizing a shared infrastructure

Amazon in the lead 
with 500 different 

services

Microsoft stronger in 
mid-large enterprises

Google low price and 
focus on machine 

learning, big data, and 
artificial intelligence

33%

18%

9%

Public Cloud
Market Share Q2 2020

Source: Synergy Research Group
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WHY IS PRIVATE EQUITY MOVING TO THE CLOUD?

• The need for innovation, industry transformation, and data 
modernization is driving businesses to the cloud

• Moving to the cloud provides access to enterprise-class 
technology allowing small businesses to act faster than big 
established competitors

• Cloud services minimize the need for capital expenditure
• COVID created an urgency for organizations to move to the 

cloud
• Low-cost geographical expansion and disaster recovery

Cloud Service Market 
Forecasted to Grow1

Public Cloud Spend in 
2021

Cloud Security Spend in 
2021

17%

$63B

$3.5B
1 Gartner



WHAT DOES THE JOURNEY TO THE CLOUD LOOK LIKE?
GROUP 2020 Q4 2021 Q1 2021 Q2 2021 Q3 2021 Q4 2022 Q1 Beyond

API & Data  
Mandate in Place

Consolidate and M
igrate D

atacenters 
to the Cloud

Retirement Eligibility Wave Starts

Migrate to Cloud 

Migrate Lower Environments to Cloud 

Application Retirement 

Enable Commercial Cloud

Address Cloud Financial Model

Plan Phase 1 Phase 2

Exit high-cost vendor software in favor of Open Source

DevO
ps and 

M
icroservices 

Architecture

Strategic Contract / Vendor Consolidation
(Storage, Compute, Network, Database, Middleware)

Microservices Arch -
Agility and ScaleDevOps - Quality and Speed 

Phase 3

Plan Phase 1 Phase 2

Application 
Retirem

ent  and 
O

pen Source efforts

Foundation, Enable Mode 2 Add Mode 1 Systems

Biz Case Strategy Foundation

Support for 
Cloud

Datacenter Leases due 
for renewal

CONSOLIDATE

OPTIMIZE

TRANSFORM



CLOUD FOUNDATION AND ARCHITECTURE FRAMEWORK
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Accounts and 
subscriptions

01

03

Cloud Services

04

Connectivity

Identity and 
Security

Accounts and subscriptions

Establish account structure and segregation based on roles
• Account structure and segregation
• Environment ownership
• Billing and administration

Identity and Security 

Define identity and access policies while integrating with on premise authorization system
• Access policies
• AD integration
• Environment hardening
• Vertical specific compliance

Connectivity

Establish connectivity and networking foundations in the cloud; back to on premise
• Hybrid networking
• Network design in the cloud
• Redundancy
• IP address management and subnet design

Cloud Services

Implement initial set of service offerings and associated administrative controls
• Initial service catalog in cloud provider
• Environment setup
• Resiliency and setup
• Service administration

Cloud 
Operations
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Cloud Operations

Implement initial governance and operational dashboards
• Governance
• Operational monitoring
• Resiliency and availability 
• Responsibility framework
• Automation

Financial Management

Build a cost reporting/metrics model for cloud resources
• Reporting
• Metrics
• Cost Optimization
• Financials

Regulatory Compliance

Design regulatory compliance framework to implement appropriate cloud controls
• Cloud regulatory framework
• Regulatory and compliance controls
• Compliance reportingRegulatory 

Compliance

07

Financial 
Management

06
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OVERVIEW OF CLOUD SECURITY RISK - MORE CLOUD, MORE HACKS

• The threat of attacks on cloud continue to increase as more workloads 
from datacenters to the cloud and hackers become increasingly savvy

• Cloud providers offer increasingly robust security measures but 
customers are responsible for securing their workloads

• Public cloud security threats include misconfiguration of the cloud 
platform/wrong setup, unauthorized access, and insecure 
interfaces/APIs

• Reduce complexity for non-technical stakeholders in making buying 
and growth decisions where a cloud enabled strategy is materially 
significant to the deal thesis

• Firms are realizing the hard way that Cloud Security is different than 
traditional IT security and that a new skill set is needed to identify and 
evaluate Cloud related security risks

Increase in Cloud 
Security Breaches1

Cloud Security Failures 
Are the Customer’s 

Fault2

Organizations ranked 
misconfiguration of the 
cloud platform highest 

risk3

1 FBI Report
2 Gartner
3 Cybersecurity Insiders 2020 Cloud Security Report

400%

99%

68%



LEADING THREATS AND VULNERABILITIES IMPACTING THE CLOUD

Through 2024, the majority of enterprises will continue to struggle with appropriately 
measuring cloud security risks1
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Weak
Access

Data
Loss

Poor IP
Protection

Compromised
Access

Malware
Injection

Malicious
Insider
Threats

Data Breaches

Regulatory
Compliance

Insecure
APIs

System
Vulnerabilities

Shared
Technology

Advanced
Persistent

Threats
Shadow

IT

Inappropriate
Access

Limited
Resources

Denial of
Service
Attacks

Abuse of
Cloud Services

Advanced Cloud Security Challenges2

• Increased attack surface
• Lack of visibility and tracking
• Ever-changing workloads
• DevOps, DevSecOps and automation
• Granular privilege and key management
• Multi-cloud environment
• Compliance and regulations

1 Gartner
2 Check Point



WHO IS RESPONSIBLE FOR CLOUD SECURITY?

Identity and Access ManagementIdentity and Access Management

Cloud Security is a Shared Responsibility
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LoggingLogging

MonitoringMonitoring

Network SecurityNetwork Security

Encryption and Key ManagementEncryption and Key Management

Vulnerability and Threat ManagementVulnerability and Threat Management

Cloud Asset ManagementCloud Asset Management

Backup and Disaster RecoveryBackup and Disaster Recovery

SECURITY “OF” THE CLOUD

SECURITY “IN” THE CLOUD
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HOW DO I SECURE MY CLOUD JOURNEY?

IDENTIFY
Perform a Cloud 
Security Health 
Check assessing 

posture and 
vulnerabilities

PROTECT
Develop a Cloud 

Security Blueprint 
to implement 

security controls

RESPOND
Implement 24x7x365 

Cloud Security 
Monitoring 

responding to 
security incidents

Assurance
Perform Regular Audits 
of access permissions 
and compliance with 
regulations, industry 
mandates and best 

practices
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IDENTIFY - CLOUD SECURITY HEALTH CHECK

Assesses the security posture of cloud environments by aligning to gold 
standard policies, identifying critical security control misconfiguration, and 
remediating potential attack and insider threat vectors

Posture
Assessment

Provides intuitive visibility 
into all cloud assets, 

networks and security 
groups

Assess gold standard 
policies across accounts, 

projects, regions and virtual 
networks

Compliance & 
Governance

Conform to regulatory 
requirements and security 

best practices

Comprehensive assessment 
status reports for security 
and compliance posture

Identity
Protection

Ensure proper access to 
sensitive operations and 

actions are enforced based 
on users and roles

Analysis of IAM users and 
rules for suspicious activity
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PROTECT - CLOUD SECURITY BLUEPRINT



Network Events

Real-Time Endpoint Events

Deception Technology

Applications

Existing Security, Solutions, Alerts and Events

SSL

RESPOND – CLOUD SECURITY MONITORING

Centralized Log Management

Endpoint Detection and Visibility

User Behavior Analytics

Machine Learning

Visual Investigation Timeline

Fully Searchable Data Set

File Integrity Monitoring

Client Environment

On-Premise Log Collectors

RKON vSOC

SSL RKON vSOC
MDR Platform RKON Security Analysts

Detection & Response
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Cloud IaaS/SaaS

Client Remote Endpoints

Lightweight Endpoint Agent

Real Risk Prioritization

Live Dashboards

Cloud and Virtual Infrastructure 

Assessment

Container Security

Integration Threat Feeds

Vulnerability Management
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ASSURANCE – CLOUD SECURITY CONTROLS AUDIT

Regular review of user access, permissions, roles, and 
terminated user access disabled or removed

Regular review of privileged/administrative access 
and separation of duties

Regular review of third-party vendor access

Continuously assess and enforce security best 
practices and compliance standards

Ensure Business Continuity Plan includes Cloud 
Security Controls and perform regular testing



THANK YOU


