








Tanium Protect

Manage native operating system controls at enterprise scale. Simplify application
control, anti-malware, and exploit mitigation to reduce the cost and complexity
of endpoint security.

AppLocker
Mode: ® Audit Only
Audit Only mode logs AppLocker activities in the Windows Event Log and does not sses from launching
Blocking
Blocking mode will prevent processes from launching
Support URL: Optional

Displays a custom URL when users try to run a blocked app.
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Allow: Name: (Default Rule) All files located in the Program Files folder Default Rule ﬂ

Rule type: Path
Path: %PROGRAMFILES%\"
Windows user:  Everyone

Exceptions:

Name: (Default Rule) Al files located in the Windows folder
Default Rule
Rule type: Path
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Tanium Threat Response

Hunt, detect, investigate, contain, and remediate threats and vulnerabilities with speed
and scalability. Quickly piece together the story of what happened on a single endpoint
and remediate endpoints across the enterprise in seconds.
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Tanium Comply

Check endpoints against standard security benchmarks to simplify security hygiene,
compliance, and audit preparation.
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Tanium Integrity Monitor

Improve regulatory compliance by linking file integrity monitoring with active alert
investigation, configuration compliance, and vulnerability scanning.
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Records changes of your critical files and alerts when

98 cy changes are detected.

© Use Tanium ™ Integrity Monitor (Integrity Monitor) to simplfy regulatory compliance and make fil integrity

fonitoring more effective enterprise-wide by consolidating tools, while taking full advantage of the benefits of
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Set Up
Watchlists

Set Up Watchlists

Select Watchlists from the left navigation menu, and on the Watchlists page, click Create a
New Watchlist.

" Sample Watchlist BIND
Add predefined templates to your watchlist for critical files typically D
monitored for Windows and Linux
A linux 1
Tips for Defining Watchlists
o Specific File Paths o Exclusions o Focused Watchlists
Add multiple specific file paths over a If you add a directory path, review the Keep your watchlists small and focused on
single directory path directory path for things to exclude {log specilic terms. Use one watchlist for each
files, log directories, temp directories, application, software companent, or
)

elc. system configuration for easy maintenance



TANIUM.

Tanium gives the world’s largest enterprises
and government organizations the unique
power to secure, control and manage
millions of endpoints across the enterprise
within seconds. With the unprecedented
speed, scale and simplicity of Tanium,
security and IT operations teams now
have complete and accurate information
on the state of endpoints at all times to
more effectively protect against modern
day threats and realize new levels of cost

efficiency in IT operations.

& tanium.com

w @Tanium

D] info@tanium.com

©2019 Tanium. All rights reserved.

Tanium Reveal

Reduce risks of data exposure, mitigate the impact of breaches, & meet

regulatory compliance.
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4 PCl standards help companies that accept, process, store, and transmit credit card information maintain a secure environment.
Ruleset Results

Rules List Computer Group: Affected Endpoints

@ PCI 3 - Cardholder Data

124 PCl

@ PCI 2 - System Passwords



