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White Paper 
Product Overview: 

Kamind GUARD+ is an advanced cybersecurity solution that empowers IT Managers to manage 

and improve their Security Posture. It gives them weekly IT Security Scores, List of Security 

Events, Recommendations and helps them track improvement actions.  

• Endpoints 

• Vulnerable Operating Systems and Software 

• Azure Cloud Security 

• Microsoft 365 Security 

• Security Events and the details  

• Compliance Baseline 

Benefits: 
Security Transparency: Guard+ gives you clear, industry recognized Security and Policy Scoring 

on a weekly basis.  

Improved Planning and Tracking: IT managers can see what parts of their Security Posture need 

to be improved and how. The tool allows you to isolate a recommendation, group them based 

on type and efficiently deal with them rather than jumping from issue to issue. Guard+ retains 

the historical recommendations for you well beyond the classic 90 Days.  

Reduction of Exposure: Guard+ clients that take corrective actions exposed through the tool, 

can see a Score Improvement from 10-35% 

Cost Effective:  Guard+ saves you 6-8 hours a month gathering scores, events and 

recommendations, further users save on Azure and Data Analytics and Data Warehousing 

Licensing by aggregating the most essential security recommendations.  

Documentation and Audit Trail: Guard+ allows IT managers to have independent Evidence of 

their Security posture Insurance companies and compliance boards.  

Simplifies a Complex Subject: Guard+ simplifies the job of Analyzing Gigabytes of data into a 

simple to understand graphical view for managers.  

Target Audience: 
GUARD+ is designed for IT and Security Managers who need help exposing their security 

vulnerabilities, structuring their response and provides actions and evidence of the 

improvements to internal management, clients, regulatory bodies and insurance providers.   
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Key Features: 
 

Exposure Score: The 4 secure scores help IT Managers determine where their security posture 

stands and where to focus on the changes they need to make. 
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Device Compliancy: shows which of your devices are at risk and who the users of those 

devices are. Enabling you to see patterns over time and make educated decisions. 
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Software Exposure: shows what vulnerable software exists in an Environment.  

- Vendor 
- Software 
- Recommended Version 
- Recommendation type 
- No of Exposed machines 
- Public Vulnerabilities that exist 
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Microsoft Secure Score: Lists out specific actions to take in your total environment to protect you 

against vulnerabilities.  
 
Microsoft Secure Score is a measurement tool provided by Microsoft that assesses the security posture 
of your organization's Microsoft 365 environment. 
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Device Score: is an aggregated score that takes helps IT managers discover the 

configuration changes they need to apply to endpoints.  

• Compares collected configurations to the collected benchmarks to discover misconfigured 

assets 

• Maps configurations to vulnerabilities that can be remediated or partially remediated (risk 

reduction) 

• Collects and maintain best practice configuration benchmarks (vendors, security feeds, 

internal research teams) 

• Collects and monitor changes of security control configuration state from all assets 
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Defender for Cloud shows your Azure cloud security posture. It helps you 

• understand your current security situation. 

• efficiently and effectively improve your security posture. 

 

Defender for Cloud continually assesses your cross-cloud resources for security issues. 
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Data 
Guard+ pulls data from multiple sources from within the Microsoft/Azure environment. During the 

Deployment stage, it sets up several Key Enablers utilizing a Service Principal to securely set up and pull 

data from.  

1. Log Analytics 

2. Sentinel 

3. Microsoft Defender Products 

4. Intune Compliance Policies (Windows/Android/Mac/iOS) 

5. Microsoft 365 Events 

Guard+ is constantly adding further details and feeds into the roadmap to provide additional value to its 

clients. It is built to handle Security Data in a secure and safe manner. Storing any confidential data in key 

vaults and secure and encrypted databases utilizing Row Level Security to guarantee data is safely stored 

and transported to the correct audiences.  

Intune 
Compliance 

Policies

Active Directory

Exchange

• Roles
• Groups
• Sign Ins
• Identity 

Protection

Security_Events
Security 

Recomendations
Secure Scores

Exposure Score

Defender for 
Cloud Scores

Microsoft Secure 
Score

Azure Resources

DLPCompliance Cloud Resources

Secure Score for 
Devices

Azure Spend

Secure Score 
Actioning

Licenses

Software per 
Device
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Pricing and Availability: 
Pricing is a Flat Subscription Fee + Charge based on number of AD Users + Charge based on the 

Scale of Azure Consumption For pricing details and availability, please contact our sales team 

directly sales@kamind.com. 

 

Support and Onboarding: 
We offer comprehensive technical support and assistance to our customers during their 

onboarding period, ensuring the optimal functionality and performance is provided. Optionally if 

you need support deploying the recommendations Guard+ exposes, Kamind has a dedicated 

security and consulting team that can be engaged in a separate support agreement to help you 

actualize the recommendations.  

 

Competitor Analysis: 
While there may be other tools available for security posture assessment and compliance 

management, GUARD+ differentiates itself by providing comprehensive weekly 

recommendations and evidence of actions taken. This feature enhances an organization’s ability 

to satisfy compliance requirements and insurance mandates, giving GUARD+ a competitive 

advantage. 

Testimonials or Case Studies: 
Here are a few testimonials from our satisfied customers: 

- [Customer Name]: "GUARD+ has been instrumental in providing us with solid evidence of our 

security measures, ensuring compliance with industry regulations and satisfying our insurance 

provider." 

- [Customer Name]: "The documentation and reporting capabilities of GUARD+ have significantly 

streamlined our compliance processes and strengthened our relationships with regulatory 

bodies and insurance providers." 

 

Conclusion: 
Kamind GUARD+ is a powerful cybersecurity solution that offers a comprehensive view of 

security posture and recommendations to manage your improvements. It logs evidence of 

actions taken to comply with industry regulations and satisfy insurance requirements.  

GUARD+ empowers organizations to demonstrate their proactive approach to security and risk 

mitigation while ensuring transparency and accountability.  
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Frequently Asked Questions: 
 

How long is the Trial Period:  

We offer a trial period of 4-6 weeks within which you are able to evaluate the value of the data 

and security recommendations.  

What is the commitment after the Trial Period: 

Guard+ is a 1 year commitment. 

System/Environment requirements: 

• Azure AD P2 License this is for the AD logs into Sentinel,PIM and other information we pull.  

• Azure SubscriptionThis is for us to install the base loganalytics and Sentinal tools that we use 

to pull data. 

• Administrative/Owner Access to your subscription 

• Microsoft 365  

• Purview 

• Defender for Endpoint ?? 

 

 

 


