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Why Cyware Threat Intel Management?

Automation at Core Can Handle the Volume

Fully threat intel lifecycle ‘

automation from ingestion to

Operationalize large volumes of
structured & unstructured intel.

actioning.

Fully Connected

Operationalize threat intel i °

in all security technologies.

Bi-Directional Sharing

e ! Share threat intel with security

teams bi-directionally.

Human Collaboration Threat Advisory and Alerting

Start real-time discussions, surveys, 6 Q Aggregate multi-source advisories &

request for info and assign actions. alerts and share them in real time.
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Intel Exchange (CTIX)

@ Enrichment Sandbox @

Tl Feeds Subsidiary / Member 1
OSINT Feeds Subsidiary / Member 2
> 4
©
ISAC/CERT Ingestion/ Analysis / isi Dissemination Subsidiary / Member 3
Normalization Processing i / Actioning
Email, PDF, .
CSV, Twitter | | | | | | ! ! ! Subsidiary / Member 4
SIEM UEBA IR Threat Hunting
EDR Firewall SOC T

~&- Technologies @ 238 Teams
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Collaborate (CSAP)

Bidirectional alert and advisory

aggregation, storage, and sharing

platform purpose-built to expedite and

enhance human collaboration.

Cl

ALPHA DATA

hh

Threat Advisory Aggregation, Storage

Real-Time Alerting and Advisory Sharing

Discussions and Working Groups
Defender & Supply Chain Sharing

Member Management Portal

¢, CYWARE

Alerts Total 98K+ Unread 389  With Actions

Y Filters

Informational @ TLP:RED

FBI Warns Research Institutions Working on COVID-19
About Foreign Government Hackers

Informational @ TLP: AMBER+STRICT

FBI Warns Research Institutions Working on COVID-19
About Foreign Government Hackers

Informational @ TLP: RED

FBI Warns Research Institutions Working on COVID-19
About Foreign Government Hackers

CSAP TLP. CLEAR

COVID-19 About Foreign Government Hackers

Threat Actors @ TLP: GREEEN

FBI Warns Research Institutions Working on COVID-19
About Foreign Government Hackers

Informational @ TLP:RED

FBI Warns Research Institutions Working on COVID-19
About Foreign Government Hackers

Informational Catego. ® TLP AMBER

FBI Warns Research Institutions Working on COVID-19
About Foreign Government Hackers

Informational @ TLP RED

FBI Warns Research Institutions Working on COVID-19
About Foreign Government Hackers

Informational @ TLP. AMBER+STRICT

FBI Warns Research Institutions Working on COVID-19
About Foreign Government Hackers

Informational @ TLP: GREEEN

FBI Warns Research Institutions Working on
COVID-19 About Foreign Government Hackers

Manufacturing sector targeted the most

) to a Rapid7 report, cybersecurity incidents targeting the manufacturing sector rose

stwork wit

manufa

turing firm's r

Accounts compromised

It was found that 35% of attacks included some form of account compromises, while a third of

Techniques used

top technique
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Threat Intel Sharing

MSSP / ISAC

Collaborate  Strategic / Operational il meiexcnange. Technical / Tactical
Intelligence Sharing Platform STIX Package, STIX Collections

Malware

@ Attack Pattern o Course of Action @ Indicator @

& | _
llll = @ Campaign o Identity [TV En e ngfrved
o

Set
Financial Sector Malware Educational .
Intelligence Advisories Intelligence R Threat Actor @ Tool el 157
Ad A A A A
Strategic Intel . :’ ......... PEAGEOE50S00500300 006 0e S5 505D . . ............................................................................... ‘ ;

Sharing
Technical Intel

Sharing (10C)

CSAP Threat Intel Advisory
Web / Mobile / Email

Member CTIX Spoke,
Lite, TAXII Client

CSAP Threat Intel Advisory
Web / Mobile / Email

Member CTIX Spoke,
Lite, TAXII Client

CSAP Threat Intel Advisory
Web / Mobile / Email

Member CTIX Spoke,
Lite, TAXII Client

Cust1 Cust 2 Cust3
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Key Vault

Intel Exchange

(CTIX) =
App Database -
-

. Log Analytics
— > — > — Workspaces

Private
Endpoint
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Public Internet Frontdoor Application

WAF Gateway . Collaborate
. (CSAP) =
App Database
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