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VENDOR PULSE

Vendor Risk Rating O

The Pulse of Vendors
Mapped to your Risk DNA A

0 Average Resolution Time @ el T
70% 2 Months 14 Days IS

Tallored insights into your vendor ecosystem, aligning risk assessment ox W
with your organization’s unigque risk profile. Real-time visibility and
proactive strategies to manage vendor risks effectively and strengthen oo
your cybersecurity posture.
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O Companies have been
O breached by a hird Party

51%
497 41%

21%
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Venaor lypes
And Data Risk

Vendor relationships can drive value through collaboration and cost
savings, but they also introduce risks like organizational disruptions and
cyber threats. To harness benefits while minimizing risks, organizations
should implement effective vendor management and conduct regular risk
assessments, ensuring a balanced approach that protects the business
and strengthens partnerships.
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Level

ESSENTIAL SERVICES VENDOR

Access customer data and has customer interaction

Level 2
CUSTOMER FACING VENDOR

Interacts with customer without handling customer data.

Level 3
CUSTOMER DATA VENDOR

Deals with customer data without customer interaction

Level 4
BACK OFFICE VENDOR

Supports core services but has no customer or data interaction
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High Risk

A

Low Risk
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Legisations and
Regulations

Issues

Issues

Risks




(Generative Al

As a Posture Navigator

N Meta

Fine Tuned
LLM Model

Llama 3

In today's complex global regulatory landscape, organizations are confronted with the immense
challenge of navigating a continuously evolving web of compliance requirements and regulatory
mandates across multiple jurisdictions. To address these challenges effectively, ZIN, the
generative Al model developed by Zeron, stands as a transformative solution. By haressing its
advanced capabilities in natural language processing (NLP), data analysis, and machine
learning, ZIN identifies compliance gaps with precision and ensures robust adherence to diverse

regulatory frameworks on a global scale
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Policy Review

Policy Generation

Mapping Compliance Controls

Analysing Logs

Checklist Creator

Suggestion on
Compensating Controls




Top 5 High Risk Vendor

B Zeron Pvt Ltd Vendor Risk Rating ®
B Risk Score 9

PN A unified platform equipped with essential
metrics and risk indicators that enables
Reliance Industries Ltd o B rgl HDFC Ltd . . . o
Risk Score 6 = of )O Ll Riskscore 5 organizations to make data-driven decisions and
/ enhance vendor performance.
/,/
SBI Bank Ltd m O’* (o) Vendor Compliance Rate ()
Risk Score 3 mLic gg;ggg::;id
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Of the Platform

Seamless Vendor
Onboarding to Offboarding

Streamline the vendor lifecycle from initial
onboarding to efficient offooarding while
ensuring compliance.

Generative Al
for Document Analysis

Utilize Al to automate the review of
vendor documentation, pinpointing key
risks and compliance issues.
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Category-Wise
Digital Risk Assessment

Identify digital risks like vulnerabilities,
misconfigurations and data leaks tailored
to specific vendor operations.

Custom
Questionnaires

Create tailored questionnaires for
comprehensive vendor risk assessments
based on specific requirements.

Domain-Wise
Analysis

Analyze vendor-specific risks across
categories such as IT, payment, legal and
other vendors.

Collaborative
Evidence Review

Allow comments and feedback on
vendor-submitted evidence, fostering
transparency and open communication.

Risk Concentration
Analysis

Evaluate risk concentration to identify
dependencies and potential vulnerabilities
INn your vendor ecosystem

Actionable Insights
and Reporting

Generate detailed reports and insights to
support informed decision-making in
vendor management




Deptn
Of the Platform

300+

Pre-Bullt
Assessment Questionnaires

10K+

Digital Risk
Categories
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200+

Risk
Frameworks

oIV +

Security
Feeds per Hour

o0+

Regulatory
Frameworks

33+

Risk
Domains
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SeNefits
Of the Platform
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Vendor Pulse is an advanced vendor management platform designed to enhance the effectiveness of vendor relationships through comprehensive risk assessment and insightful
analytics. By seamlessly integrating proactive risk identification, domain-specific analysis, and advanced collaboration tools, Vendor Pulse empowers organizations to adeptly navigate

the complexities inherent in vendor management. This platform equips businesses with the resources necessary to mitigate potential vulnerabilities while facilitating strategic decision-
making through real-time data insights, ultimately fostering a robust and resilient vendor ecosystem that aligns with organizational objectives.

Proactive Risk ldentification

l[dentify potential vulnerabilities,
such as SSL issues and data

leaks, early to protect your
business from breaches
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o

Tailored Risk Analysis

Access insights specific to vendor
categories, enabling focused risk
management strategies that meet
unigue business needs.

04

Efficient Documentation Review

Leverage Al to streamline the review
process, ensuring compliance and
identifying risks quickly and
effectively

Collaborative Evidence Management

Enhance vendor accountability by
facilitating collaboration through
comments on submissions, ensuring
concerns are promptly addressed.
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"Quantify Cyber Risks And Streamline Compliance Requirements By
Using Zeron"

Submitted Jan 6, 2024

9.0 Overall User Rating

Product(s): Cyber Risk Posture Management
Platform

Overall Comment:"Our experience with Zeron CRPM platform has been really great. The accuracy of
cyber risk management and quantification has helped us a lot in driving strategic informed
decision. We have successfully implemented our ISO 27001 compliance and RBI mandates through
Zeron. The platform is user friendly with seamless user experience. "

5 @@©@®®® Evaluation & Contracting 5 @@O@®®® |ntegration & Deployment
4 @@@O@®0 Service & Support 5 @@@®®® Product Capabilities

"Simplified The Cyber Security Risk Management"
Submitted Jan 4, 2024

Reviewer Profile

&

4.0 Overall User Rating

Product(s): Cyber Risk Posture Management
Platform

Overall Comment:"Zeron has simplified the cyber security risk management through its platform. It
comes with SIEM, GRC ,CSPM and powered by Al algorithms. "

4 @@@®®(0 Evaluation & Contracting 4 @@©@®®0 Integration & Deployment
5 @@®@®®® Service & Support 4 @@®@@®®0 Product Capabilities
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Chief Information
Security Officer

Industry:
Finance (non-banking)

Function:
Audit

Firm Size:

500M - 1B USD

Deployment Architecture:

Hybrid Cloud and On-
premises

M Report reviewer's content

Reviewer Profile

’ CISO

Industry:
Finance (non-banking)

Function:
IT Security and Risk
Management

Firm Size:
500M -1B USD

Deployment Architecture:

Hybrid Cloud and On-
premises

/=~ON

“We start our day by looking at the Zeron CRPM Dashboard to
strategise what steps need to be taken to make our Cyber Risk
Posture better.”

- Venkata Ramana, CISO of Spandana Sphoorty Financial Limited

“The platform has transformed our cybersecurity journey. We have
a holistic view and most importantly relevant view for different
stakeholders which aligns all of us to be on the same page with
our cybersecurity strategies”

- Ajeesh Achuthan, CTO of Open Financials

“The CRQ module assess risks across different functions and
areas within the organisations, providing valuable suggestions and
remediations steps to mitigate them. It allows teams to effectively
communicate the associated risks, including their potential
financial impact.”

- Basil Dange, CISO Aditya Birla Sunlife AMC
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www.zeron.one | info@zeron.one

409 ATL Corporate Park, Saki Vihar Road, Powai,
Mumbai, Maharastra 400072
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Teamcognito products are warranted according to the terms and conditions of the agreements under which they are provided. The client is
responsible for ensuring compliance with laws and regulations applicable to it. Teamcognito does not provide legal advice or represent or
warrant that its services or products will ensure that the client is in compliance with any Iaw or requlation. Statements regarding
Teamcognito’s future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.
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CYBER NAVIGATOR

Dashboard

Cyber Risk Posture
External Risks
Internal Risks

?» Compliance Risks
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Real Cyber Value at Risk

S 120M
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 Explore Statistics

Mitigation Success Trends

Mitigation efficiency Cost of breach

$10M
Target

Cyber Security
Investment

Tools

MITIGATION

31%

EFFICIENCY Human Resource

Insurance

Partners

30 NOV

Z Score External Risk
Mitigation Optimization
Exposure

Overall findings

Attack routes findings
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Investment

$2M

S$2M

S$2M

Internal Risk Complia

Refined by

70%
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