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Copilot Security Assessment

Copilot is awesome! It retrieves documents you have access to and generates reports,
presentations, emails, and even song lyrics! Your CEO wants everyone to have it, yesterday.

The Problem

Your organization has sensitive data in widely accessible OneDrive and SharePoint folders.
You can bet on it. The only reason it stays safe is employees don't go poking around and
only security "penetration-tests” find that salaries can be seen by almost anyone.

Copilot exhaustively indexes data that everyone can see. It can surface
extremely sensitive information to anyone who cares to ask.
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EXAMPLE: -
ﬁ’ Generating Outpuit...

HR salary info is often in shared links in folders
& emails which Copilot indexes and can use to
answer questions like:

Can you guess what my peer Bob'’s salary is?
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Assess the risks of letting Copilot loose on your OneDrive, Sharepoint,
and Teams based corporate environments.

Our Solution
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Remediate With A Plan
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unwanted risk in data retrieved by Copilot. — () Contains Salary Data
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15 mins to set up, 1 day to learn what happens when Copilot meets your Corporate data.

Email copilot@symmetry-systems.com




