CDW AMPLIFIED" Workspace Services

WE GET BUNDLING
YOUR SECURITY CLOUD LOGS
INTO ONE SOURCE.

CDW Amplified™ Endpoint
Microsoft Sentinel Workshop and Pilot

The Microsoft Sentinel Workshop and Pilot engagement helps you experience the native CDW GETS M|CRUSUFT
scalable cloud-based SIEM and SOAR solution within your own production environment.
Additionally, you get abird's-eye view across all dataingested and detect threats using CDW has been dedicated to advising on,
Microsoft's analytics and threat intelligence. You are able to investigate threats with artificial selling and delivering Microsoft products
intelligence and hunt for suspicious activities. since 1999. We help customers maximize
their software investment through our
The workshop covers best-practices configuration recommendations for both product licensing and solution expertise, personal
and solution. This provides evidence-based insight to ensure that security, governance and customer service and strong Microsoft
complianceis uplifted into your multicloud solution. This benefits organizations with an Azure relationship. With deep implementation
Tenant or an Office 365 commercial subscription, as well as Office 365 U.S. Government experiencein Azure solutions, CDW is the
Community (GCC) clouds. right partner for delivering this service.

The Microsoft Sentinel Workshop and Pilot can help you achieve:
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Orchestrating the Right Solution

The Microsoft Sentinel Workshop and Pilot allows you to do the following:

Understand the features and benefits of Azure Sentinel

Discover threats to your Microsoft 365 cloud and on-premises environments across email,
identity and data

Understand how to mitigate threats by showing how Microsoft 365 and Azure security
products can help protect against threats that are found

Create a defined deployment roadmap based on your environment and goals

Develop joint plans and next steps for security and compliance of Office 365, Windows 10
and EMS

Quickly enable users the ability to adopt advanced security features in Office 365

Alsoincludedis a complimentary 45-day trial of Brainstorm to quickly enable users to swiftly
adopt advanced security featuresin Office 365 or Azure.

CDW's fulllifecycle of Services can support your business no matter where you are on your journey
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https://www.cdw.com/content/cdw/en/services/amplified-services.html

Services Overview

The following are included in the Microsoft Sentinel Workshop and Pilot:

Service Phase

Assessment: Evaluate the existing environment and readiness for
Microsoft Sentinel features, which will typically include analyzing the
current on-premises management solution and security protocols
throughout your environment.

‘ Included

v

Envisioning: We work with your team to understand how they work
today, and how Microsoft Sentinel fits into their workflows by
developing high-value use cases.

v

Planning and Design: Workshops with your administration team and
project stakeholders to ensure that Microsoft Sentinel features meet
all of the necessary requirements to support the end-state
environment.

Success Planning: We work with the appropriate project team
members and stakeholders in a series of formal and informal sessions
to discuss the development and execution of the customer training,
communication and support requirements that will benefit the
organization most.

Build and Pilot: Setup and configuration of Microsoft Sentinel
features specified during the design and planning, including
hybrid, implementation and testing of policies, legacy
integration and testing, and validation through pilot groups.

End-User Enablement: We help your users not only understand how
Microsoft Sentinel works, but also help them understand how it works
with their workflows through onsite end-user training, video on
demand and end-user training guides.

IT Success Sustainment: We uplift your support staff to
continue the success that is built through the rest of the engagement
through FAQs, administrative training and best practices.

Manage and Measure: Review qualitative and quantitative data to
provide you with actionable recommendations to increase your
adoption of the platform through built-in and custom tools as well as
surveys.

Certifications

CDW is aMicrosoft Solutions Partner and has earned the following recognition:

Microsoft Partner
Azure Expert MSP

HE Microsoft

Solutions Partner

Microsoft Cloud

B3 Microsoft
Advanced Specializations
HE Microsoft HE Microsoft Security:
Solutions Partner Solutions Partner « Identity and Access Management
N S + Information Protection and Governance
Business Applications Data & Al + Threat Protection
Azure
Modern Work:
- Adoption and Change Management
+ Calling for Microsoft Teams
. + Meetings and Meeting Rooms for Microsoft Teams
HE Microsoft .
< T k Depl it
Solutions Partner = MIC.rOSOﬂ eamworkDeployment
Solutions Partner
Digital & App Innovation Infrastructure — Azure:
Azure Infrastructure + Microsoft Windows Virtual Desktop
Azure * Infraand Database Migration
Digital & App Innovation — Azure:
+ Kubernetes on Azure
« Madernization of Web Applications
HHE Microsoft HE Microsoft

Data & Al - Azure:
- Analytics

+ Kubernetes on Azure

+ Modernization of Web Applications
+ Infraand Database Migration

Solutions Partner Solutions Partner

Modern Work Security

B° Microsoft
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To learn more about the Microsoft Sentinel Workshop and
Pilot, contact your account team for further information.

CUSTOMER SUCCESS STORY

Customer: Consulting services organization

Employees: Approximately 1,200

CHALLENGE: As the customer expanded and
purchased a Microsoft E5 security license,
they were looking for a SIEM solution that
would provide a single pane of glass view
for all security events around SonicWall and
Windows server. As the security events

are collected through Microsoft Sentinel,
the customer also needed an on-premises
redundancy solution where all security
events are duplicated without having to rely
on Microsoft servers.

SOLUTION: CDW provided an optimized
solution in which we utilized Microsoft
Sentinel to integrate multiple technologies
and remediate the customer's challenges. The
solution encompassed the following features:

Provided multiple on-premises
redundancy servers to collect all security
syslog events that were being sent to
Microsoft Sentinel.

Integrated and customized the
threat-hunting experience to help track
security events for SonicWall and server
integration across the environment.

Implemented multiple guided workbook
solutions to organize and maintain
security syslog data around SonicWall
and Windows server.

RESULT: Once the Microsoft Sentinel
Workshop solution was implemented, the
customer was able to gather multiple product
security events within a single pane of glass
SIEM solution while providing multiple on-
premises redundancy servers to establisha
longer and efficient backup.
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