
Microsoft Entra Private Access enables authorized users to connect to designated private corporate assets from any device or
network without requiring a Virtual Private Network (VPN). It utilizes identity-focused Zero Trust Network Access (ZTNA)
principles, which minimizes the risk of implicit trust and lateral movement. Conditional Access controls deliver granular visibility
and simplify segmentation across private apps and resources. Fast and easy scalability can improve performance and traffic
routing, while single sign-on capabilities protect access from anywhere.

Sentinel is your trusted partner for the design and implementation of Microsoft Entra Private Access. Our detailed and
customized approach ensures your organization achieves robust security with seamless integration and optimal performance.

Key Benefits
Enhanced Security - Protect your applications and remote networks with cutting-edge Private Access configurations.
Expert Onboarding - Identify and onboard up to two candidate applications for Private Access, tailored to your needs.
Seamless Integration - Forward Network Access Traffic Logs to a log analytics workspace for enhanced visibility and monitoring.
Comprehensive Support - From initial setup to testing and documentation, Sentinel is with you every step of the way.

Design
Implementation of Global Secure Access (GSA) and Private Access.
Sentinel will work with your team to identify up to two (2) candidate applications for onboarding to Private Access.

Implementation
Privileged Identity Management Configuration
Global Secure Access Configuration
Global Secure Access Integration with Log Analytics
Enable Private Access traffic forwarding profile
Create up to 2 new application configurations for Private Access
Configure remote networks for Private Access
Deploy Entra Private Access App Connectors on a customer-provided Windows Server instance [or pair of servers for HA].
Install the Microsoft Entra GSA client for a test user and workstation.
Sentinel engineers will deploy the GSA client on up to five (5) customer-managed workstations utilizing existing Intune
Implementation.
Sentinel will work with your team to build 4 Conditional Access policies for Entra Private Access and assign them to test
users.

Implementation
Sentinel will work with your team to test, troubleshoot, and document Private Access for the pilot.
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