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Automated WAN Solut:ons

Juniper Paragon Automation 2.0

Vijendra Singh,Reseller at Juniper Networks
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Juniper Paragon Evolution & Offerings V¥

Cloud-Native
Open, DevOps

Juniper Paragon

w,
Paragon “?.’.?:.?l “ Paragon e‘g Paragon Automation (PA 2.0)
Planner 0'33'}0 =) Pathfinder
Paragon 4 ~ l t = para + Use-case based
Acti X agon
) Assurgn’\c/g é-lp , Insights + Easy button (UX/UI)
~ V\F @ + Intent-driven
Paragon Applications (1.0)
—7 s + Al/ML enabled
Healthbot  Northstar .
+ Active Assurance + API First
Standalone products + Closed loop :
2024

Industry best SDN Controller + Cloud-native Applications
Multi-vendor :

2020

EXPERIENCE-FIRST NETWORKING 479 Juniper Paragon
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Paragon Automation - FRS use case features

# 1 Base Use-Case (mandatory)

e:g Juniper Paragon

#2 Active Assurance
#3 Service Orchestration

Device Onboarding
Guided onboarding
workflow
Infrastructure intent plan
Physical installation
assistance

Device profiles
Interface profiles
Configuration of

Device & Network
Assurance

Trust, Active Assurance,
Device health

Device Management
Inventory management
Software management

Configuration management

Backup & Restore
License management
Alarm collection

Syslog collection

Phase 1 SKUs Orderable NOW

3 USE CASES

© 2024 Juniper Networks

Observability
Up to 71 KPIs monitored
Device KPIs
Interface KPIs
Routing KPIs
Graphing & Drrill-in

Alerts

Notifications

(webhook, email)

S-PA-PLATFORM-S-1

S-PA-PLATFORM-S-3

S-PA-PLATFORM-S-5
S-PA-BASE-100-5-1
S-PA-BASE-100-S-3
S-PA-BASE-100-S-5
S-PA-BASE-400-5-1
S-PA-BASE-400-S-3
S-PA-BASE-400-S-5

Juniper Confidential

Active Assurance Service Orchestration

Test & Monitors Customizable Service Designs

Test Agents (list & dfrill-in) Customer Management

Results (list and dril—in) Service Management

Test Agent on ACX and as a

5 Order Management
Container

Resource Management

RPM support

L2, L3-VPN Model

Assurance part of workflows

S-PA-ASSR-100-5-1
S-PA-ASSR-100-5-3

S-PA-ORCH-100-5-1
S-PA-ORCH-100-5-3

S-PA-ASSR-100-5-5 S-PA-ORCH-100-5-5

Juniper
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Paragon Automation 2.0 BoM Example

Single use-case, both 100G & 400G bandwidth

Example:

Service Orchestration use case, 3-year term, 25x100G + 5x400G licensed bandwidth on network devices

Paragon Automation Service Orchestration Use Case: 100G BW -

>-PA-ORCH-100-5-3 Subscription 3Y

5-PA-ORCH-400-5-3 Subscription 3Y

S-PA-PLATFORM-S-3 Paragon Automation On Prem Platform license — Subscription 3Y

Paragon Automation Base Use Case Package: Device Onboarding and
management, Observability, Trust and compliance verification —

S-PA-BASE-100-S-3 100G BW license - Subscription 3Y

Paragon Automation Base Use Case Package: Device Onboarding and
management, Observability, Trust and compliance verification —

S-PA-BASE-400-S-3 400G BW license - Subscription 3Y

© 2024 Juniper Networks

Paragon Automation Service Orchestration Use Case: 400G BW -

Juniper Confidential

25

25

User input in
configurator tool

Matching Base and
Platform SKU gets

added automatically to
BoM by configurator

tool

Juniper
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Network Observability

FRS

Observe various network KPIs based on Telemetry, Active Assurance, Topology.

- JLJF;IPQF
CPU and memory e
utilization, fans, and
PSUs

Available physical
interfaces, operational
status, input and
output traffic
Information on the SIRT

Hardware

, * 0 s

— VL | S e

"o

Input Traffic details for rtme-acx7024-05-dc

W D &

advisories

Location, version, and

compliance

. . . SN rtme-acx7024-03-dc ©
Device connectivity
health and data » wiwfa:  Config DIff - rtme-acx7024-03-dc¢ X onr
Routing protocols, and e S i i
health information i
related to BGP, OSPF,
IS-1S, RSVP, LSP, and
LDP neighbors

Juniper Confidential

nl-am-sr-mrl

dois @ wesy Tucvmsen  [ENTINIIRNIN

c

2

)

(3]

© B

— > Identity & Location Q -

L]

> > Remote MINAREMENT Lo o ter ° o A

(&) > Haroware e iessast i3 @ v

© m—"

-E Y Interfaces Lot e °\- -

E > Software T °‘.\,‘.

_8 D> ConNguration L gt °«...

2 > Noutng e ° PN
> Connec UWKY Lot griannt 2 o ° .......

J NETWOR’KSU




Trust and compliance
Confirm and quantify trust in the network.
PROBLEM

« Difficult to ensure best practices for zero trust hardening of Solution Snapshot

configuration compliance and integrity across the network. - NPEf

Cumbersome and effort intensive to track existing and new
vulnerabilities and assessing network susceptibility.

Complex to analyze and track EOL cycles on many different device
types and software versions running in the network.

SOLUTION

* Monitor network infrastructure to measure trust posture and
level of risk of impairments.

* Enforce trustworthiness and compliance on a per-device basis
through configuration hardening.

* Verify integrity of hardware, OS and software packages.

Proven Benefits

Increased Conf’dence Inyour network. « Verifies, attests and quantifies the trust aspects of the network,
* Reduced risks Of vulnerabilities. making it easier for network operations teams to run trustworthy

* Reduced OPEX through automation. networks.

Why Paragon?

.

JUNIREL
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Active Assurance
Active data-plane measurements

Jitter MOS bandwidth QoS profiles CF\B L7 Video/voice quality
i T \/i

L6 Server latency
L5

>
T @ Partner/ @/Public Multicloud \/ TCP throughput
@ @ @ : \/ L4

Peering

\ \/ L3 Loss, delay, jitter
>|EEIIE Iﬁllmlm : L2 QoS preservation
Edge cloud m Private DC/ \/ Mobile/Wi-Fi
IE"E"EI Private Cloud

>

Loss latency availability security

= Measure what matters, directly on the data plane.

= Generate synthetic traffic like an end-user.

You cannot improve what you do not measure

© 2024 Juniper Networks Juniper Confidential



Service Orchestration
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Intent-based service orchestration

Automate provisioning of network services based on service intent.

PROBLEM

Operators need to differentiate on quality and make sure the network can
guarantee service levels proposed to customers.

Network services take weeks to roll out.

Frequent CRUD operations results in stale configuration with no means to
ensure config sanity.

SOLUTION
End-to-end service provisioning driven by quality intent.
Low-cost, simplified, automated model-based provisioning.

Multi-vendor device mapping support with YANG-based standard
interface.

Built-in service quality testing with Active Assurance.
Ensure config sanity during CRUD operations.

Proven Benefits

 Accelerates time-to-revenue.

» Lowers OPEX by automating multiple config tasks.
» Provides network-level service visibility.

* Reduces failed service delivery rates.

.

© 2023 Juniper Networks

ORCHESTRATE

FRS

(

Service Design

YANG YANG

Service Model
Cumtomer ntent

Placement Rules
Maps T80 0 NS asugres ieetwark reszafoes
. 0 i

Service Model
Nrtwaork irmpasmenit af air

Workflow "™

Creale/Modity & Service Delete & Service

Why Paragon?

» Enables YANG model-driven service provisioning within minutes.

* Provides the complete service lifecycle automation for multi-vendor
infrastructure along w/ service compliance.

» One vendor for automated service activation and testing, with active
testing and monitoring built-in.

Juniper Confidential

Solution Snapshot

Built-in Service
Models

L2 VPN
L3 VPN
Etc.

Juniper
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Intent Based

Network Centric View

© 2024 Juniper Networks

Intent

In operator’s head,
hence variable,

error-prone

What configuration should
have on each box, so the network]
meets my customer’s
requirements?

Juniper Confidential

Generated, hence

repeatable, error-free

Written down, hence
repeatable, error-free

What does my
customer want from
my network?
> What configuration
Q should exist on each
> box, so the network
E) meets my customer’s
= .
S requirements?
O
P -
)
S
)
~
(%]
S
O
—
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Services

Engine

Devices

Model Driven Architecture

Pseudowire : Bri ng
(PW) L2VPN L3VPN Onboarding Your Own

Core Orchestration Engine

© 2024 Juniper Networks Juniper Confidential

Services are user-defined

Will ship with commonly used services
that the user can customize.

Services are developed using high level

languages (YANG, JQ, Jinja, etc...)

L3VPN was the first service developed

needed no change to the core engine

Adding L2VPN & Onboarding services

Juniper
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Assurance KPlIs L3VPN & L2VPN

IFD - validate that all interfaces state(s) are as expected

IFD - validate that the interface does not flap

IFD - input errors

IFD - output errors

IFD - input traffic monitoring

IFD - output traffic monitoring

IFL - validate that all interfaces state(s) are as expected

BGP - validate that all neighbour state(s) are as expected

OSPF - validate that all ospf neighbour state(s) are as expected

OSPF - detect that no ospf (extensive) flaps are occurring

OSPF - validate that the expected number or OSPF nodes and adjacencies are
visible, expected number should be “learned” based on the number of nodes
and adjacencies over a learning period for a device that has been on-boarded
for more than the learning period or from data from other similar devices in
the same network for newly on-boarded devices. (if available) validate that
there are no statistics that are unexpected (e.g., frame discards, frame errors,
TLV discards & unknown TLVs)

BFD - validate that all session state(s) are as expected

L3VPN BGP - Network health status i.e. Links and neighbors sessions of
service

L3VPN OSPF - Network health status i.e. Links and neighbors sessions of
service

L3VPN Static - Network health status i.e. Links and neighbors sessions of
service

© 2024 Juniper Networks

60s
60s
60s
60s
60s
60s
60s
60s
60s
60s

60s
180s

65s

65s

65s

L2VPN - Detail

IFD - validate that all interfaces state(s) are as expected

IFD - validate that the interface does not flap

IFD - input errors

IFD - output errors

IFD - input traffic monitoring

IFD - output traffic monitoring

IFL - validate that all interfaces state(s) are as expected

LFM OAM - validate that no alarms related to links

LLDP - validate that all neighbor state(s) are as expected

Validate that all expected |2circuit connections are up

Validate that all expected PWs are up

L2Ckt - Network health status i.e. links, Ifm, lldp and pw of a service/vpn

Juniper Confidential

Frequency

60s

60s

60s

60s

60s

60s

60s

180s

60s

180s

180s

185s
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L2 Circuit Overview

Day 1

= JUﬂIPer AirelPOC v | (@)
Intent v Device Onboarding / Services (:/:j’
O Add L2 CII’CUIt @ Cancel Save & Exit I Back m
=) » s ®
* General VPN Nodes Summary
53 Summary Biport |
3( ® » connection;
* encapsulation:
& -
v dotlq:
c_vlan_id: 520
12_access_type: "dot1q’
PE-2
v service: [N
+ svc_input_bandwidth:
« input_bandwidth [1]):
b v O
cbs: 10000
cir: 500000
PE-1
type: "bw-per-port’
» svc_output_bandwidth:
~ output_bandwidth [1]:
o1-0/0730:0
v O
cbs: 10000
e I00NONN
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Service Instances Inventory

= & Juniper EPIC Q = Q

Perita NGMetro

Servens A apement

Service Inventory

Service Instances

Scheduled

600

Slocked

@5

Acthve

300 A % 2% in st T s

Service Instances Me ~| Tv Q +v Z2 & 4

Put into Service

Name Current State Customer Sarvice Design Davices Last Medified By Last Modified Date  Start Date

Acip VIR © Active A Conreciastes Dedcet23 Actmin - Fed 6, 2018, 240 AM
N/

aaropha © Ceprovisioned Warephase Canreciistes site_codehow Agmin Fob 6, 2018 2,40 AM  Feb 5 2018, Z40 AM
A Ma e Draft Acmre Connect branch site_labarillcam Aamin Feb & 2018 2240 A  Feb &, 2018, 240 AM
cehaw Cadehow Connect_datacenter site_groovestreet Admin Feby 6, 201H, 240 AM
Labdr 2 Scheduled Proves:. Ladrid Custom122 ULe_IOIVANE. COm Agmin Feb 6, 2018, 2:80 AM  Feb @, 2018, 240 AM
v e o Ceprovtsioned Grooverstreet ALX_Config Deveeldd Agmin Feb 0, 2008 a0 AM  Feb @ 2018, 240 AM
W @ Ceprovtsioning Lotware Customa22 12345 Admin bty & 2018, 240 AM
« P Q@ Acuve Zercorp Customa2? site codehow Agmin Feb 6, 2008 200 AM  Tey 6, 2018, 240 AWM
bt Q Atve |sedRCtris Customz22 site Korenatfix Admiin Febi 6, 2018 2,00 AM  Teb 6. 2018, 240 AM
Koeomatfis 5 Schedulieg Deprow Kanamatrix Custami2d site_iselectrcs Agdnin Feli 6, 2018, 240 AM
L Custom Text Admin Fab 6, 2018 2’40 AM R0 6 2018, 740 AM

Details For Acme_VPN %

State
Customer
ervice Type
Senvce Design
Last Modified By
Last Modifed Date

Start Date

CE Sites

PE Sites

v Devices
Name
Devicel -]
Device2
Device3

Deviced

Devices

5 ltems

Status

© Active

Acme

EVPN

Connect2aites
Admin

Feb 6, 2018, 2240 AM
Feb 6, 2018, 2:40 AM

USA_Weast
USA_E:
Asla_East
USA_West

Eurcpe West

USA_ West
USA_East
Azia_East
USA Weu

Eur

Model Site

Disconnected Ex-4300-48T7 USA West

Dvsconnected Ex-4300-487 UsA_East

Connected Ex-4300-437 Asla_East

Connected Ex-4300-447 LSA_West

Desconnected Ex-4300-487 Furope_West

© 2024 Juniper Networks Juniper Confidential
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