<>Gomboc

ABOUT US

Gomboc.ai is a NY based
security startup, founded by
veteran security and cloud
practitioners. Our
background includes two
CISO roles for public
companies, and over 10 years
of experience at AWS as
security and development
leaders. We are backed by

WHAT IS GOMBOC.AI? leading VCs that specialize in
cyber security.

Gomboc.ai is a cloud security infrastructure We have achieved 1SO27001

remediation solution (i.e., “self-righting and SOC 2 Type 2

cloud security”). We deliver tailored certifications in 2023 and are

remediations to your Infrastructure as Code obsessed with delivering

(laC) in a way that preserves your actionable solutions to our

deployment functionality while fixing any customers as we help them

security policy violations. change the way they secure

their cloud effectively.

GOMBOC.AI PROVIDES

Gomboc provide you with a way to define your cloud security policy
through a no-code language so that you can have a baseline of how your
cloud should look like. We then integrate into your DevOps environment
through GitHub to review your laC (currently Terraform and
CloudFormation. Support for Pulumi, Ansible, and more will be available
in Q4 2023). We access to your AWS environment through a security
auditor role with access to configuration (read-only). Finally - after
examining your laC and actual configuration and aligning it to the policy,
we identify any gaps and provide pull-requests that deliver tailored
remediations to those gaps. These pull requests contain full
documentation on why we are proposing these changes, what those
changes are, and links to the corresponding cloud provider services we
are proposing to change.

Our scanning is triggered on a configurable action (proposed-pull
requests and commits) so that your code and deployment are always
reviewed and fixed as your DevOps continuously evolves your
application.
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Eliminates any Security Misconfigurations
Eliminates Tickets

Tailored Remediation

Better productivity of developers and security creating
your optimanl work cadence
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WHAT YOU GET?

We address your existing backlog of findings from your CSPMs and
other cloud security tools and deliver tailored remediations that work for
you and your DevOps seamlessly. We never touch your production
environment (all changes need to be approved by DevOps) and can

report on your policy posture across your accounts/repositories. We
make it easy to define a clear policy and help you make sure that your
cloud deployments adhere to it.

We also provide a mechanism to allow for expectations for when specific
teams/environments do not need to meet a specific policy statement in
a specific environment (such as exclude a policy statement enforcement
from dev and test but enforce it in staging and prod).

Reach out to I:i.n:Eo@gomboc.a:iJ and learn how our AI works and how

deterministic AI is the better model for creating secure and context-
aware IaC.
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