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Deliver transparency and insight

into your cyber risks
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&l Demand for greater transparency

There is a demand for greater cyber risk
transparency, but managing cyber risks
remain a complex exercise

Cyber is a top tier risk for most companies which
is driving demand from Executives for greater
transparency (Ref: PwC 26th Annual Global CEO
survey).

Regulations and industry guidance is coming thick
and fast mandating good cyber risk management
including the US SEC (July 2023), EU NIS2
regulation (September 2024), EU DORA
regulation (Q1 2025), UK FRC (August 2022).

The cyber security industry has spent the last 10+
years trying to improve the way it can represent
cyber risk. There are no established industry good
practices for cyber risk reporting so PwC is looking
to set the benchmark.

Why PwC?

Makes managing cyber risk easy
b MCR is a self-service SaaS platform
designed based on our extensive practical
experience, with a low cost of entry.

Improves cyber risk oversight &
ownership

: MCR provides the insights your executives
""" r need to fulfil their cyber risk management
responsibilities.

Compliments existing GRC investments
Effective risk management combines
top-down and bottom-up approaches. MCR
integrates with GRC platforms to deliver
this.
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PwC provides tailored services according to
each client’s needs

Managed Cyber Risk (MCR) is a strategic cyber risk
analytics and orchestration solution which
accelerates your journey towards real-time
quantified risk decision-making. It includes cyber
risk advisory and managed services enabled by a
tech platform powered by Microsoft.

Our approach is founded in the principles of
pragmatism, flexibility and explainability, recognising
both the scrutiny cyber risk attracts and the wide
variety of maturity in risk management practises that
exists across the industry.

PwC’s MCR solution includes an extensive
catalogue of pre-loaded content and optional
services led by our cyber risk professionals who are
passionate about the topic and can work with you to
make the process of managing cyber risk end to end
easy for you.

Accelerates time to value

MCR includes pre-loaded content that
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enables the rapid operationalisation of a

cyber risk management framework.

The breadth of assessments we

provide
We provide a wide range of on-demand
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security assessments tailored to your

requirements.

Delivers value in all types of

0 0 | organisations
MCR works well in mature and immature

environments, and helps unlock the value
in existing security control investments.
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Our Intelligent Solution: MCR

MCR solution includes cyber risk advisory and managed services enabled by a tech platform. MCR has four primary modules:
Core, Portfolio, Quant and Architect.

Key questions MCR reporting helps answer

Risk Managed Risk e Is our risk exposure within our appetite?

Foundations Reporting

. . e How real is the threat we face?
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Risk Managed Risk

Integration Assessment

The aspiration is for real-time quantified risk decision-making

MCR accelerates an organisation’s journey towards real-time quantified risk decision-making. You can deliver the first step of
this journey in a matter of weeks rather than months and achieve the full journey in less than a year rather than 2+ years.

4. Real-time risk decision making

Months 6-12 e Automated controls testing
Al driven insights (NLQ)
3. Quantify risk and ROI

e Calibrate cyber quant model
Months 3-6 e Assess insurance cover

Tell me what | should do

Is our insurance cover adequate?

1. Pragmatic risk reporting How can we maximise Rol in risk reduction?

e Define cyber risk and control framework
Calibrate model-driven assessments
Build interactive risk dashboards e

Maturity

Months 1-2

How should we treat our risks?

How well are we securing ourselves?

Key milestones
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