Rackspace Managed XDR
powered by Microsoft
Sentinel

Redefining cyber risk management for the
enterprise.

As enterprise digital innovations evolve with generative Al, remote work and other
technology advances to modernize the workplace - the attack surface area is also
changing at a rapid pace - requiring new ways to protect your entire digital estate
against sophisticated threats.

To meet customers on their journey toward modernizing their cyber defenses,
Rackspace Technology developed Rackspace Managed XDR. This is a cloud-native,
DevOps-centric managed security service that combines cloud-native SIEM
technology and security expertise to deliver integrated detection and response
capabilities across multicloud environments 24x7x365.

Experts Dedicated To Your Success

Rackspace Technology understands the security challenges you're facing. Our
dedicated team of security experts have over 25 years of experience helping
organizations like yours strengthen their security. We're ready to help you
strengthen your security with solutions built on industry-leading platforms.

Key Benefits

Our security experts work as part of your team to provide you with 24x7x365
security monitoring, incident response and incident management. Some of the
expertise they provide includes:

o Unified view across your entire digital estate: Our experts help you establish a
clearer and more unified view of your security posture across your entire digital
estate, by aggregating log and telemetry data from over 300+ security tools into
the XDR platform.

o Al-assisted security expertise: Our advanced threat detection capabilities
combine cloud-native SIEM, near-real time threat intelligence, and the
Rackspace XDR Content Pack, with Al-assisted Rackspace Technology security
experts to detect and respond to cyber threats.

End-to-end Rackspace cyberthreat resolution: Rackspace security experts will
work diligently and quickly to deliver a coordinated, integrated response to
cyberthreats on Rackspace Technology-managed assets - seeing incidents
through to resolution while keeping your team informed.

Expert guided remediation: Rely on our security experts to deliver fast, effective,
and intuitive guidance for mitigation and remediation when threats are
detected on customer-managed assets.

Threat hunting: Security experts will conduct proactive threat hunts to detect
emerging and active threats identified through threat intelligence, by customer
demand, or specific to your industry.
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About Rackspace Technology

Rackspace Technology is your trusted partner
across cloud, applications, security, data and
infrastructure.

1,700+ certified technical experts

Hosting provider for more than half of the
Fortune 100

25+ years of hosting experience

HITRUST CSF-certified dedicated hosting
environment

Customers in 120+ countries

Leader in 2022 ISG Provider Lens -
Cybersecurity Solutions and Services U.S.
Quadrant

IDC- and Forrester-recognized security
practices

Certified PCI Quality Security Assessor (QSA)
by the PCl Security Standards Council

Market-leading global SOC: Rackspace
Cybersecurity Defense Center

Microsoft Azure Security Solutions Partner

Microsoft Azure Security Specializations:
Cloud Security, Threat Protection

Fanatical Experience™

Experts on your side, doing what it
takes to get the job done right. From
first consultation to daily operations,
Rackspace Technology combines the
power of always-on service with best-
in-class tools and automation to deliver
technology when and how you need it.



Key Features

Rackspace Managed XDR delivers a broad range of capabilities designed to help detect and
respond to cyberthreats across on-premises, hybrid cloud, public cloud and multi-cloud
environments.

 Extensible integration: Integrates with over 300 security technologies and log sources, with
the ability to extend further.

e Risk-based threat intelligence: Supplies near-real time threat intelligence to detect threats
that could impact your business. Contextualizes and prioritizes threats, risks and
vulnerabilities based on what's important to your business.

e XDR content: Provides pre-built detections, mapped to the MITRE ATT&CK® framework, that
continuously improve over time in response to the evolving threat landscape.

¢ Automated response with guided remediation: Accelerates containment and eradication of
threats through cloud-native security orchestration and automated response (SOAR). Solves
issues via expert advice and guidance.

e Security reporting and analytics: Contextualizes and visualizes your security posture and
delivers insights and recommendations from our security experts.

Take the Next Step
Let's talk about how Rackspace Technology expertise helps you achieve your goals.

1-800-961-2888
www.rackspace.com/security/threat-detection
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https://www.rackspace.com/security/threat-detection

