
 

 

 

 

 

Compliance Locker for Microsoft Sentinel Log Data 
The role of IT in compliance is evolving rapidly with an ever-increasing quantity of data 
making adhering to and adopting regulations such as SEC and the upcoming Data 
Governance Act 2023 more challenging than ever before. 

Byzgen recognizes that regulatory technology can play a vital role in keeping pace with 
compliance requirements in this complex environment. LogLocker is Byzgen’s 
enterprise blockchain platform 
that is the foundation of our 
compliance portfolio.  

LogLocker is a secure digital 
ledger that offers improved data 
audit and integrity by maintaining 
an immutable distributed record 
of both data and transactions for 
compliance.  

Where transparency and trust are critical, enhanced data sharing capabilities provide 
3rd party access to the ledger records offering immutable defensible proof to regulators, 
partners, and customers. 

Microsoft Sentinel’s compliance value 

Microsoft Sentinel delivers intelligent security analytics and threat intelligence across 
the enterprise providing a bird's-eye 
view of the user activity and 
application events. The breadth and 
granularity of the log data collected 
offers unique access to data that 
supports complex compliance 
investigations.   

Traditional compliance solutions 
record data and files often without 
capturing the user’s activity leading up 
to or around the event. In today’s 
complex legal investigations, it’s these 
user events and actions around the 
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Compliance teams are increasingly 
challenged by growing data sources and 
how to track and record events for 
compliance requirements.  

Challenges include capturing data, long 
term storage and retention, efficient data 
aggregation, and performant search and 
retrieval of records.  

Being able to respond to litigation or 
regulatory audits efficiently and 
accurately is the difference between 
saving or losing corporate reputation and 
potential financial losses.  

 

“Providing a defensible proof of how data 
was collected to support information 
requests is a major challenge. Currently 
output formats such as Excel are not 
legally defensible.” 

Compliance Manager 



 

compliance record that regulators and 
investigators request to satisfy irrefutable and 
defensible evidence.  

Microsoft Sentinel as a security and 
intelligence platform encompasses all 
enterprise event log data for short-term data 
storage and analytics. It is therefore 
unsuitable for compliance requirements that 
include long-term data retention, data 
preservation, and search and retrieval 
capabilities for historical investigations in the 
future. 

LogLocker’s integration with Microsoft 
Sentinel enables the value and depth of the 
enterprise security logs to be captured and 

retained within Log locker’s secure ledger for compliance and litigation purposes.  

The LogLocker Compliance Solution 
LogLocker is deployed into the customer’s Microsoft Azure subscription creating a private secure digital 
ledger network offering Azure region and redundancy options. Connected to Microsoft Sentinel via API’s, 
the customer configures the data and event log collections that are to be recorded on the LogLocker 
secure digital ledger. LogLocker 
includes data management 
features such as classification 
and tagging to ensure that data 
is aggregated and recorded 
according to the data source or 
specific compliance regulation.  
Search capabilities allow for 
eDiscovery and presentation of 
specific data to 3rd parties. 

Transparency and 
record archiving is no 
longer enough to 
defend compliance  
LogLocker enhances your compliance posture and drives value from Microsoft Sentinel to meet the 
growing compliance challenges.  Enterprises looking to mitigate compliance risk, reputational damage 
and potential financial losses need to be positioned to defend litigation or compliance challenges with 
immutable evidence.  LogLocker provides irrefutable evidence to protect your business. 


