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[Solution]

Addressing the increasing risks while keeping
critical services running

Unifying Endpoint, SecOps and Data Protection for telco cloud Security

_____

: 1. Visibility across networks, cloud infrastructure and endpoints

2. Integrates multiple security tools and security information

Cybersecurity Dome

3. Artificial intelligence to speed up the detection of new threats

Tool integration Threat intelligence.  Security analytics Auto-response

4, Threat intelligence to bring the context

@ 8 © b
/ 5. Automated response to offload security analysts
Privileged loT & end- PKl and Automated audit Endpoint
access and device lifecycle compliance Detection and
identity security management security Response (EDR)
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Why EDR helps to build trust: - © /\

- Cloud infrastructure security

- Kubernetes container security

* Detects malware, rootkits and entity anomalies

* Threat hunting with Al/ML analysis and auto-response
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Observability

Customer confidential / Nokia internal use

d networks

. Intelligence

, user, entity behaviour analytics
d visibility and efficiency

Automation & Orchestration

Orchestration of automated workflows
to reduce incident response time
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Protect network d
Al driven security orches

Security mgmt. &

Slice security

Certificate

Customer confidential / Nokia internal use
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3ily malware
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35% more
efficient SecOps

>10.000 network
elements

80% faster
detection of issues
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